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NMpeaucnosune

EBpasunckuii coBet no craHgaptmMsauuu, metposiorum u ceptudukaumm (EACC)
npeacrasnseT cobon permoHanbHoe ob6beanHeHne HauMOoHanbHbIX OPraHoB MO CTaHAap-
TM3auum rocygapcts, Bxogswmx B Coapyxectso Hesasucumbix ocygapcts. B ganbHen-
Wwem BO3MOXHO BCTynneHne B EACC HaumoHarbHbIX OpraHoB No CTaH4apTU3auuun apyrmx

rocynapcre.

Llenn, oCHOBHbIE MPUHLMMbLI 1 OCHOBHOW NOPSAOK NpoBeAeHust paboT No Mexrocy-
AapcteeHHou ctaHgapTtusaummn onpegenersl FOCT 1.0 «MexrocynapcTtBeHHas cuctema
ctaHgapTtudaumn. OcHoBHble nonoxeHus» n NOCT 1.2 «MexrocygapCTBeHHaa cuctema
ctaHpgapTtusaumn. CtaHaapTbl MeXrocyAapCTBEHHbIe, MpaBuna u pekoMeHgaunmn no Mex-
rocygapcTtBeHHoOW cTaHgaptusauuun. NMpasuna pa3paboTku, NpUHATUS, OBGHOBMNEHMS U OT-

MEHbI».
CBepeHus o cTaHaapTe

1 NOAIMOTOBJIEH ®eneparnbHbiM rocyfapCTBEHHbIM yupexaeHneMm «denepanbs-
HbIN nccnegosaTtenscknn LeHTp «MHpopmaTrka n ynpasneHne» Poccunckon akagemuu
Hayk» (PUL NY PAH), ObwecTBoM C OrpaHM4eHHOW OTBETCTBEHHOCTb «LleHTp Ges-
onacHocTu MHgopmaumm» n O6LECTBOM C OrpaHUYEHHON OTBETCTBEHHOCTbIO «MHMOp-
MaLMOHHO — aHanutnyeckmmn ueHTp» (OO0 NABL]) Ha ocHOoBEe COBCTBEHHOIO ayTEHTUYHO-

ro nepesoga CtaHgapTa, YKa3daHHOIro B NyHKTE 4

2 BHECEH MexrocygapCTBEHHbIM TEXHUYECKMM KOMUTETOM MO CTaHZapTuM3auuun

MTK 22 «MIHpopMaLMOHHbIE TEXHONOTUNY

3 MPUHAT EBpasunckum coBeToMm Mo CTaHAapTusauuu, MeTponornm u ceptugu-

Kauun (npoTtokon Ne oT 201..1.)
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3a NPpUHATNE CTaHOapTa NporonocoBarn:

KpaTkoe HaumeHoBaHue Koa cTpaHbl no CokpallleHHOoe HauMeHo-
ctpaHbl no MK (MCO 3166) MK (UCO BaHWe HauuoHarbHOro opraHa
004-97 3166)044-97 no ctaHgapTusaumm

4 Hactosawun ctaHgapT vAeHTUYeH MmexayHapogHomy crtaHgapty ISO/IEC TS
19249:2017 «UWHopmaumoHHble TexHonormnm. Metogbl n cpenctea obecnedeHuns 6es-
onacHocTu. Katanor npvHUMNOB MOCTPOEHUS apXUTEKTYpbl U NPOeKTUpoBaHusa Gesonac-
HbIX NpoAykToB, cuctem n npunoxeHun» (ISO/IEC TS 19249:2017 «Information technolo-
gy — Security techniques — Catalogue of architectural and design principles for secure
products, systems and applications», IDT).

ISO/IEC TS 19249:2017 paspaboTtaH nogkomutetom K 27 «MHPopmaumoHHas
6e3onacHocTb, kKnbepbe3onacHoOCTb U 3awmuTa KoHpuaeHumanbHocTn» COBMECTHOIO TeX-
Hudeckoro komuteta CTK 1 «MH(popmMaunoHHble TexHonorum» MexayHapogHOW opraHu-
3aumm no craHgaptmsauun (MCO) n MexayHapooHOMW 9NeKTPOTEXHUYECKOW KOMMUCCUMU
(M3K).

[NepeBopg ¢ aHrnumckoro aA3bika (en).
CBefieHVsi 0 COOTBETCTBUM MEXIOCYAapCTBEHHbIX CTAaHOAPTOB CCbINOYHLIM MEXy-
HapOAHbIM CTaHOapTaM npuBeAeHbl B AOMOMHUTENBHOM npurioxexHun JA.

5 BBE[EH BMNEPBbIE

UHopmayus o esedeHuu 8 delicmeue (npekpaweHuu Oelicmausi) Hacmosu,e2o

cmaHdapma U U3MeHeHUU K HeMy Ha meppumopuu yKka3aHHbIX ebllue 2ocydapcme rnybiriu-
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Kyemcsi 8 yKkasameJsisix HayuoOHaslbHbIX cmaHOapmos, u3dasaeMbiX 8 3mux 2ocydap-

cmeax, a makxe e cemu MHmepHem Ha caumax coomeemcmeyruwux HauuoHallbHbIX Op-

2aHoe rno cmaHdapmusauyuu.

B cny4ae nepecmompa, U3MEHeHUs unu OMmMMEHbl Hacmosiu,eao cmaHOapma co-
omeemcmeyrowasi uHgopmauyusi bydem onybriukogaHa Ha oguyuaribHOM UHMepHem-
caume MexzaocyOdapcmeeHHO20 cogema o cmaHdapmu3auyuu, memposioauu u cepmu-

ukayuu 8 «MexeocydapcmeeHHble crmaHOapmbly.

© ISO, 2017 — Bce npaBa coxpaHaTCS
© IEC, 2017 — Bce npaBa coxpaHsTCH

NckntountenbHoe npaBso ocbmumaanoro OI'Iy61'II/IKOBaHI/IFI HacTosALlero craHgapTta
Ha Tepputopun yKa3aHHbIX Bblille rocyaapcCTtB MNpUHaaneXxXmnt HauuoHallbHbIM (rocyp,ap-
CTBeHHbIM) opraHam no CtaHgapTu3aunm 3TUX rocyaapcTts
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BBegeHue

B HacTosiem cTtaHgapTe onucaHbl NPUHLMILI NOCTPOEHUST apXUTEKTYPbl U NPOEK-
TUPOBaHUS, KOTOPbIE MOIYT UCMONb30BaTbCH NpK pa3paboTke Ge3onacHbIX NPOAYKTOB, CU-
CTEM U NPUNOXEHUIA.

Llenb HacTosillero ctaHaapTa — onucaTb 3TW NPUHUMUMbLI CTPYKTYPUPOBAHHLIM 06-
pa3oM, oxapaKkTepu3oBaTb caM MPUHLUMM, onMcaTb, Kak ero MoXHO UCMOMb30BaTh, Kak OH
MOXeT noaaepxmeatb 6e30MacHOCTb U Kak 3TO MOXET NMOMoYb B OLeHke 6e3onacHocTu
npoaykTa, CUCTEMbl UMK NPUNOoXeHuUs. Hactoswmin ctaHgapT MOXeT MPUMEHSITbCS Npu
NpoBeAeHNN OLIeHKM MHpOpMaLMOHHOM 6e30MacHOCTU, BbIMNONIHSEMOWN C UCMONb30BaHNEM
NCO/M3K 15408 n MCO/M3K 18045.

VI
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MEXIOCYOAPCTBEHHbIN CTAHOAPT

MHdopMaLMOHHbIE TeXHONOrMun
METOAbl U CPEACTBA OBECINEYEHUA BE3OMNACHOCTHU

KaTanor npuHUMNOB NOCTPOEHUA apXUTEKTYPbI U NPOEKTUPOBAHUSA

6e30onacHbIX NPOAYKTOB, CUCTEM U NPUITOXEHUN

Information technology. Security techniques. Catalogue of architectural

and design principles for secure products, systems and applications

[arta BBeaeHus —

1 O6bnacTtb npuMeHeHuUs

Hactoswun ctangapT npegcraBnsieT cobon katanor NpMHUMMNOB NOCTPOEHUST apXu-
TEKTYpbl U NPOEKTUPOBAHWS, KOTOPbIE MOryT MCMNOMb30BaTbCs Npu paspaboTke Gesonac-
HbIX MPOAYKTOB, CUCTEM N NPUMOXEHUN, a Takke PYKOBOACTBO NO 3(PPEKTUBHOMY UCMOSb-
30BaHMIO 3TUX NPUHLMMOB. Kaxabl MPUHLKUN MOCTPOEHUS apXUTEKTYpbl U NPOEKTUpoBa-
HUSA OMUCbIBAETCS C UCMOMb30BaHMEM OOLLEN CTPYKTYpbl, ONpedensiowen uenb n npe-
UMYLLLECTBO MPUHLMNA NPOEKTUPOBAHUSA, TO, KakuM 06pa3oM OH MOXEeT CnocobcTBoBaTb
pa3paboTke 6e30nacHOro NpoaykTa, CUCTEMbI U NPUNOXKEHNSA, €0 3aBUCUMOCTb OT ApY-
rMX NPUHUMNOB, OMUCaHHbLIX B KaTtanore. [1na kaxgoro npyvHumMna npeacrasfieHbl NpuMmepsl
TOro, Kak OH MOXeT ObITb peann3oBaH, kKak OH MOXeT CNocoBCTBOBaTb CBOMCTBAM U (DYHK-
unam 6e30nacHOCTU U Kakve Apyrve acnekTbl OOMKHbl ObiTb NPUHATBHI BO BHUMaHue B
npuBe4eHHOM npumepe, YTobbl Takke ydunTbiBaTh TpeboBaHMs, He cBA3aHHble ¢ 6e3onac-
HOCTbIO, Takme Kak yaqobCcTBO UCNOMb30BaHMSA U NPON3BOANTENBHOCTb.

HacTtoswmn ctaHgapT gaet pekomeHgaunm no paspaboTtke 6e3onacHbIX NPOAYKTOB,
CUCTEM W NPUIOXEHMM W HanpasBneH Ha obecnedeHve Gonee 3PPEKTUBHOM OLEHKM
CBOMCTB 6€30NacHOCTU, KOTOpble AOSKHblI peanu3oBbiBaTb 3TU NPOAYKTbl, CUCTEMbI U
NPUNOXEHUS.

Hactoswun ctaHgapt oTtHocutca Kk obnactu npumeHeHns UCO/M3IK 15408 un
NCO/M3K 18045 n agpecoBaH kak pa3paboTumkam, Tak U cneumannctam no oueHke b6es-

OonacHOCTWM NPOoAYKTOB, CUCTEM U I'Ipl/lJ'IO)KGHI/IVI.

U3paHue ocpuumanbHoe
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HacTtoswun ctaHgapT He yCTaHaBNMBaeT HUKakux TpeboBaHui K OLEeHKe, npoLeccy

OLUEeHKU nnn peannsaumn.

2 HopmaTuBHbI€ CCbISIKU

B HacTodleM cTaHaapTe MCMonb3oBaHbl criefylowmne HopMmaTuBHbIE CCbinku. [Ons
AaTUPOBaHHbIX CCbINOK NPUMEHSIIOT TONbKO YKa3aHHOe u3faHue, Ans HeJaTUpOBaHHbIX —
nocriefHee n3fgaHuve (BKroyasa Bce N3MeHeHus).

NCO/M3K 15408-1, Information technology. Security techniques. Evaluation criteria
for IT security. Part 1. Introduction and general model (MHpopmaUMOHHbIE TeXHOMOrmNn.
MeToabl 1 cpeactesa obecneveHns 6esonacHocTu. Kputepumn oueHkn 6e30nacHOCTU UH-
dhopmaLMOHHbIX TexHonormi. Yacte 1. BBegeHue n obuwasa mogens)

NCO/M3K 15408-2, Information technology. Security techniques. Evaluation criteria
for IT security. Part 2. Security functional components (MHdpopmMaUMOHHbIE TEXHOMOrMN.
MeToapbl 1 cpeactea obecneveHns 6esonacHocTu. Kputepumn oueHkn 6e30nacHOCTU UH-
OopMaLMOHHbIX TEXHOMOMMIN. YacTb 2. PyHKUMOHANbHbIE KOMMNOHEHTLI 6e30nacHOCTH)

NCO/M3K 15408-3, Information technology. Security techniques. Evaluation criteria
for IT security. Part 3. Security assurance components (MIHOpMaLNOHHbIE TEXHOSOMMN.
MeToapbl 1 cpeactesa obecneveHns GesonacHocTu. Kputepumn oueHkn 6e30nacHOCTU UH-
bopMaLMOHHbIX TexHonormn. Yacte 3. KoMnoHeHTbl JoBepust kK 6e30nacHOCTK)

NCO/M3K 18045, Information technology -- Security techniques -- Methodology for
IT security evaluation (MHdopmaunoHHbie TexHonorn. Metoabl 1 cpeacTea obecneyveHus

6esonacHocTu. MeTogonorms oueHkn 6e30nacHOCTU MHPOPMALMOHHBIX TEXHOSTOMNI)

3 TepMmuHbI 1 onpeaeneHus

B HacTosiwem ctaHpapTe npuMmeHeHbl TepMuHbl no MCO/MOK 15408 n MCO/MOK
18045, a Takke cnegyowme TEPMUHBI U onpeaeneHuns:

3.1 cBoncTBO 6e3onacHocTu (security property): CBONCTBO CUCTEMbI UK MPUIIO-
XEeHUs, KOTopoe MMeeT peluarllee 3HaYeHwe ANs OOCTWXKEHUs uenen 6e3onacHocCTw,
onpeaeneHHbIX 4ns CUCTEMbI U NPUITOXEHMS.

3.2 atopubyT 6e3onacHocTu (relevant attribute): ATpnbyT, HasHayYeHHbIN 06bEKTY,
cybbekTy unum nonb3oBaTento CUCTEMbl UMW NPUMIOXKEHUS, KOTOPbIA MCNONb3yeTcs Ans

obecneyvyeHus cobnoaeHns NnonnuTnkKM 6e3onacHoOCTH.

2
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3.3 npuBunerus (privilege): KoHkpeTHbIN aTpnbyT BesonacHoCTM ansa cybbekta unm
nonb3oBaTenNsl, KOTOPbIN NO3BONAET 3TOMY MOMb30BATENIO UM CYyOBHEKTY BbINOSHATL Cre-
unanbHble AeNCTBUS, CBA3aHHbIE C 3TMM aTpubyTom 6Ge30onacHOCTML.

3.4 cnyx6a npo3payHoro wudcpoBaHusa (transparent encryption service): Ycnyra,
npegocraBnsieMasl cuctemon, kotopasi nmbo Bceraa BKAOYEHA, NMOO MOXET ObiTb BKIHO-
YyeHa agMUHUCTPaATOPOM, KOTOpasd aBToOMaTUYECKU WndpyeT 1 gewmdgpyeT gaHHbIe B MO-
CTOSIHHOM XpaHWUSMLLE UMW B KaHarax CBA3W, O KOTOPOM Monb3oBaTesb, KOTOPbIA XpaHUT
uUnu nepefaeT gaHHble, He 3HAeT, YTo 3Ta cnyxba wundposaHusa paboTaeT. MNMpumepamu
ABNAOTCA CNYX0Obl aBTOMATUYECKOro LWNPOBaHMA ANCKOB (Hanpumep, caMmomndpyroLm-
ecs OMCKN) UNu TyHHeNMpoBaHWe KaHarna CBA3W Yepes JIMHUIO CBA3M, 3aluuLleHHbIn IPSec
umnn TLS.

4 CokpalieHus

B HacTosilLem cTaHgapTe NPUMEHEHbI CrieayoLmne CoKpalLleHms:
IS MexagyHapoaHbIn cTaHaapT;
NCO MexagyHapogHasa opraHu3aums rno ctaHgaptTmsauuu,

MO3K MexayHapoaHas anekTpoTexHuyeckast KOMUCCUSA.

5 MpuHUMNBLI NOCTPOEHUA apPXUTEKTYpbl 6e3onacHbIX NMPOAYKTOB,

CUCTEM U NMPUSTOXKEHUN

5.1 BBegeHue

CospgaHue GesonacHoro NpoaykTa, CUCTEMbl MU NPUMOXKEHUST TpebyeT He TOorbKO
peanusaummn yHKUMOHarbHbIX TPeBOBaHUIN, HO N apXMTEKTYPbl, KOTopasi NO3BONSAET 3gh-
(hEeKTUBHO OCYLLECTBSATb OnpeaeneHHble CBocTBa 6e30nacHOCTU, KOTOpble NPOAYKT, Cu-
cTema Unu npuroxeHne AormkHbl obecrnednBatb. CNOCOGHOCTb NPOTUBOCTOSATL atakam, ¢
KOTOPbIMW MPOAYKT, CUCTEMA WX NPUNOXKEHWe MOryT CTONKHYTbCS B Npeanonaraemon
onepauuoHHON cpeae, BO MHOFOM 3aBUCUT OT apXMTEKTYpbl, koTopasi brokupyeT aTu aTta-
KM WUIK, €CNN OHM He MOryT GbiTb 3a6nOKMpOBaHbI, NO3BONSIET OBHapPYXMBaTb TakMe aTtaku
N/MnM MUHUMU3MPOBATL yLep6, NPUYMHSEMbIA TaknMy atakamu. CTpyKTypupoBaHUE Mpo-
AyKTa, CUCTEMbI UMW NPUNOXEHUS B BblAeNEHHbIE A4OMEHbI, KOTOPble U30NMPOBaHbl APYr
OT Apyra u MoryT oGMeHnBaTbCs AaHHbIMU TOMBbKO C UCMOMb30BaHMEM YETKO onpeaerneH-
HbIX KaHanoB CBSA3W, rAe MOryT NPUMEHNATLCS onpeaeneHHble NonMTUKKM 6e3onacHocTH, -

3TO U eCTb OOLUMIA apXUTEKTYPHbIN NPUHLMM, KOTOPLIA LOMKEH ObliTb NpuMeHeH. CTpyKTY-

3
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pa apxuUTEeKTypbl, UCNONb3YoLasa Takne OOMEHbl, AOMKHa ObITh TwaTtenbHo nogobpaHa,
4yTOObLI 0BecneunTb cobniogeHne cBOMCTB M TpeboBaHMI 6e3onacHOCTU, a TakkKe Coaeun-
CTBOBaTb peanu3auum TpeboBaHW, HE CBA3aHHbIX C Ge30nacHOCTbI0. Takas CTpyKTypa
TaKke He [OMKHa Bbl3blBaTb HEAOMYCTMMOIrO CHMXEHMS ObICTPOAENCTBUA NPoAYKTa, CU-
cTeMbl Unun npunoxeHus. MNMomnck NpaBunbHOro GanaHca B CTPYKType apXUTEKTYypbl, KOTO-
pasa obecneuvnBana 6bl BbINONMHEHNE BCEX TPeOOBaHUN K NPOAYKTY, CUCTEME UMW NPWUSO-
XEHWNI0, ABNSETCA OCHOBHbLIM NpeaMeToM O6CYXOEHUA apXUTEKTYPHbIX NPUHLMUNOB, M310-
XXEHHbIX B 3TOM pasgerie, KoTopble MOryT MUCMONb30BaTbCA COBMECTHO C COOTBETCTBYHO-
LWMMW NPUHLMNAMWN NPOEKTUPOBAHUS.

CyuiectByeT HecKomnbKo (hyHOaMeHTanbHbIX NPUHUMNOB 6e30MacHOCTU, KOTopble
HeobxoamMmo cobnogaTte HE3aBUCUMO OT MPUHLMUMOB MOCTPOEHUS apXUTEKTYpPbl UK Npo-
ekTnpoBaHus. OHM M3BECTHbI YXXe AaBHO W1 BnepBble ObiNn 3a40KYMEHTUPOBaHbI B UCCIe-
AoBaHuK, nposefeHHOM no nopyyeHuto lNpasutensctea CLUA B 1972 roay [1]. 3K dyH-
AaMeHTanbHble NPUHUUNLI FNacaT:

- peanusauus yHKUM 6e30nacHOCTM JOIMKHA ObITb Takon, YTOObI 3TN OYHKLMK
Hernb3s 6b110 661 060MTK NN NOAMEHNTL HEAOBEPEHHBLIM KOAOM,;

- dyHKUuMM 6e3onacHOCTM OOMKHbI ObiTh BbI3BaHbl KaXAbl pas, korga Heobxo-
ANMO OCYLLIECTBUTbL BbINOSTHEHNE NONUTUKM 6e30MacHOCTY;

- YacTb NpoAyKTa, CUCTEMbI U NPUIOXEHUSA, peanuayoLwas yHkunn desonac-
HOCTW, OOSMKHA ObITb JOCTAaTOYMHO Mana, 4Tobbl ee MOXHO OblIo NpoaHanuanpoBaTb Ha
KOPPEKTHOCTb 1 BO3MOXHbI€ NOBOYHbIE 3hDeKTbI, KpUTUYHBIE ANa 6e30nacHOCTH.

B 6onee no3gHMx otyeTax [2] YacTu NpoayKTa, KOTOpble OOSMKHbI ObiTb AOBEPEH-
HbIMW AN BbINOMHEHUSA NONMUTMK ©6e30MacHOCTM U KOTOpble YAOBMETBOPAOT BbILEONN-
CaHHbIM NpUHUMNam 6e3o0nacHOCTU, Ha3biBaANMUCh «4OBEPEHHON BbIMMCNUTENBHOM 6a301»
wnu 1BB.

Paa npuHUMNOB MPOEKTUPOBaHMSA, YNOMSAHYTbIX B 3TOM cneundukaumm, yxe Obin
BBeAdeH B [3] B 1974 r.

C 1ex nop UT-npoayKkTbl M CUCTEMbI 3HAYUTENBHO YCIOXHUIMCL U Tenepb 4acTo
pacnpoCcTpaHATCS, nonarascb Ha BHELUHWX NPOBanaepoB YCryr U oxsaTtbiBaloT Gonee
LUMPOKUI cnekTp dyHKumn 6esonacHocTn. ATo TpebyeT Bonee CrnoXHbIX apXUTEKTYP U
KOHCTPYKLUWIA, N HACTOALWMI CTaHAapT NpeaocTaBnsaeT onucaHve NpUHLUNOB MNOCTPOEHMS

APXUTEKTYPbI N NPOEKTUPOBaHNA C COOTBETCTBYHOLLNMN aClekTamMmm 6GesonacHocTu.
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5.2 PaspgeneHne Ha AOMEHbI
5.2.1 O6wme nonoxeHus

PasgeneHve Ha AOMeHbl — 3TO MPUHUMMA WHKANCYNSLUMU KOMMOHEHTOB, AaHHbIX
n/vinn nporpaMM B OTAErNbHble OOBLEKTbI, KOTOPbIMW MOXHO YNPaBMNSATb HE3aBUCUMO,
BKNtOYas HasHa4YeHve npas 1 Opyrnx aTpmbyToB 6e3onacHOCTU Kaxaomy aomeHy. Mexay
AOMeHaMy MOryT ObITb OnpedeneHbl KaHanbl CBS3W, peanu3oBaHHble Takum o6pasom,
4TOObI KOHTPONMPOBATL B3AaUMOAENCTBME MEXAY AOMEHAMMU, a Takke NO3BOMATb AOMEHY,
nonyyaroLemy 3anpoc M3 Apyroro oMeHa Nno KaHamny CBsi3u, naeHTuduumpoBaTh 3anpa-
LUMBAOLLMIA JOMEH U COOTBETCTBYIOLLE pearnpoBaTb Ha NONy4YeHHbIN 3anpoc.

Momumo 6e30MacHOCTU, MOFYT CyLLIECTBOBATb PasfnyHble MPUYUHbLI ANS CTPYKTYPK-
pOBaHMS CUCTEMbI, NPUNOXeHUs U T. A. Hactoawmin ctaHaapT paccmaTtpuBaeT TOSbKO
MPUYMHbBI CTPYKTYPUPOBAHMS, CBA3aHHbIe C 6e30MacHOCTbHO.

C ToukM 3peHust 6e3onacHoOCT, pasdernieHne NpoaykTa, CUCTEMbI UNN NPUIIOXKEHNS
Ha oTAeNnbHble AOMEHbl MOXET OblTb 3(PEKTUBHBIM METOAOM AN 06beauHEHUs pyHK-
LM 1 o6bekToB, TpebyloLWmMX BblaeneHHoro Habopa npuBunernii, npae gocTyna, unu ans
OTAENEHUSI KPUTUYHBIX PYHKLMIA U OOBEKTOB OT MEHee KPUTUYHbIX. PasgeneHme goMeHoB
0COBEHHO BaXXHO W MOe3Ho, ecrnv onpeaeneHHble cBovcTBa 6e30nacHOCTU MOryT ObiTb
COMOCTaBreHbl C BblAENeHHbIMX JOMEHaAMWU, U LOKa3aTeNbCTBO TOro, YTO cucTtema wunu
npoayKkT YAOBMNETBOPSIET 3TUM CBOWCTBAM, MOXET OblTb OrpaHM4YeHO NPOBEPKON 3TUX Bbl-
AeneHHbIX JOMEHOB.

PasgeneHve OOMEHOB 4YacTO CBSI3aHO TaKkKe C pacnpenerieHHoW CTPYKTYpOn Cu-
CTEMbI UNK NPUNOXEHWS!, KOrga OTAeNbHble JOMEHbI peannu3oBaHbl B oU3MYeckn pasge-
NEeHHbIX YacTsX NPoAykTa U 0OMeHMBaoTCS AaHHbIMK Yepes ceTeBble coeanHeHus. B Ta-
KMX apXUTeKTypax oauH AOMEH MOXEeT peanun3oBbiBaTb HEKOTOPLIN OOLLMIA CepBuUC, KOTO-
pbI Mcronb3yeTcs cpasdy Heckonbknumu cuctemamu. MNpumepammn cnyx6b 6esonacHocTw,
npenocTaBnsieMblx Takum obpasom, ABMsTCS CryXbbl KaTanoros, criyX6bl LEHTPanM3o-
BaHHOW ayTeHTuduKauun, crnyxbbl ynpaeneHus ceptTudunkaTtamm unm cnyxobl LeHTpanu-

30BaHHOro ynpasneHus 4OCTYMnoM.
5.2.2 NpuHUMNbI onpeaeneHnsa CTPYKTYp AOMEHOB

|-|pl/l pasgeneHnn npunoXxeHma nnn cMCcTtemMmbl Ha oTaesNibHble JOMEHbI cneayetT yydn-

TbiBaTb HE TOJ1IbKO coo6pa>|<eH|/|;| 6e3onacHocTn. B HacToswem CTaHOapTe nepedyuncieHbl
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TONbKO MPUYUHBI, CBSI3aHHblE C 6€30NacHOCTbLI0, KOTOpbIE creayeT yunTbiBaTb Npu onpe-
AeNeHnn JOMEHHOMN CTPYKTYpbI.

[MepBonpuyMHa Ans onpeaeneHust AOMEHOB C TOYKM 3peHust 6e30nMacHOCTU 3aKnio-
YaeTcsl B TOM, YTOObl OTAENUTbL KOMMNOHEHTbI MPUNOXEHUS UM CUCTEMBbI C OBLLMMK aTpu-
BGyTamn 6e3onacHOCTK, TaKMMK Kak nNpaea, 4OCTyN K dpannam u T. 4., OT APYrnX KOMMNOHEH-
TOB C pasnnyHbiMu aTpnbytamm 6e3onacHoOCTM. XopoLuasi CTPYKTypa NO3BOMSET KaXxaomy
AoMeHy paboTaTb C MUHUMManbHbIM Habopom npas, HEOOXOAUMbLIM A5 BbINOSTHEHUSA CBO-
en 3agayn. Kpome T0ro, nsonupoBaHme AOMEHOB C YETKO OnpedenieHHbIMU 1 ynpaBnse-
MbIMU MHTEPENCaMM 1N CBASAMU MEXAY HUMKU MO3BOMSET fierko obHapyXuBaTb OLIMOKM,
orpaHu4MBaTb UX pacnpocTpaHeHne 1 peanu3oBbiBaTb cTpaTernio rnybokon 3awmTbl. [o-
MEHbI OOMKHbI ObITb OTAENEHblI ApYr OT Apyra, 4Tobbl B3aMMHOE BNUAHWE MexXay LOMe-
Hamu B6bINoO orpaHnyeHo u ynpasngemo. MeTton, MCnonb3yembin ANg U3oNMpoBaHus, 3a-
BUCUT OT onepaunoHHon cpedbl. OTaenbHble 4OMEHbI MOryT ObITb peanu3oBaHbl B pas-
NNYHBIX (PU3NYECKUX CUCTEMAX, CBA3AHHBIX Mexay coBoM HEKOTOPOW CETbIo, OHU MOryT
OblTb peanu3oBaHbl PasfMYHbIMU BUPTYanbHbIMW MalLuMHaMK, KOTopble OBMeHMBaoTCH
AaHHBbIMU Yepe3 MexaHn3Mbl, NpegocTaBnsieMble 6a30BbIM rMNEPBU3OPOM, UMM OHU MOTYT
OblTb peann3oBaHbl Kak OTAenbHble Npouecchl, paboTatLlmne B onepaLnoHHON CUCTEME.
B aTux cny4asix mexaHusm pasgeneHus obecneymBaeTcsa annapaTtHOM YacTbio, rmnepBu-
30pOM UNM ONEepPaUMOHHOM CUCTEMOW. B ocTanbHbIX cnyyasax npunoXeHue unu cuctema
MOrYT CaMOCTOSITENbHO peanu3oBaTb YPOBEHb, KOTOPbLIA NPeACTaBnseT 06NN MEXaHN3M
pasgeneHus (4acto C MCMNOoMb30BaHMEM BCMNOMOraTesibHbIX OYHKLUUIN OCHOBHbIX annapar-
HbIX CPEACTB UM NporpaMmMHoro obecneyeHus).

YacTo xopoluen cTpaternen aBnseTcs HageneHne JOMeHOB, NOABEPKEHHbIX aTake,
MUHMManNbHLIM HAOOPOM Npae, He0bXoaMMbIX ANsa ux paboTbl. [loBepue K TakumMm AoOMeHaMm
CO CTOPOHbI APYrMX OOMEHOB TakKe LOMMKHO OblTb OrpaHu4eHo, 4YTo TpebyeT oT Apyrux
AOMEHOB BbINOMIHEHNST AOMOMHUTENbBHbIX NMPOBEPOK AAHHbLIX, KOTOPbIE OHM MOMyYalrT OT

Taknx 4OMeEHOB ¢ 6onee HN3KMM YPOBHEM OOBEPUSI.
5.2.3 MNpuHUMNBI NOCTPOEHNSA B3auUMOAEUCTBUA Mexay AOMEeHaMun

MexxgomeHHble CBSA3N Tpe6yI-OTCFI Ansi Toro, 4Todbl OTAENbHLIE AOMEHbBI MO B3a-
NMOLENCTBOBATb. nOCKOﬂbe OOMEHblI UMEKOT pa3Hble npaBa U MOryT ObITb noaBepPXXeHbl
pa3nnyHbiM aTakam, 0OMeH OaHHbIMMK Mexay otaesibHbIMWU OMEHaMU OO0JTKEeH KOHTPOIN-
poBaTbCA NOSINTUKON, KOTOpad y4utbiBaeT Yrposbl, CBA3aHHbIE C pa3nnyinamMimn B npususe-

’M4ax n NOKPbITUAX aTak. Takum o6pa30M, Takad NoJfiInTUKa OOJ1KHa ornpenendTb:
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- KaK OaAWH OOMEH MOXET A0BEPATb APYroMy AOMEHY;

- KaK OAMH AOMEH MOXEeT NpMHMMAaTh [aHHble, MNONyYeHHble N3 APYroro AoMeHa
(Hanpumep, ecnn atpmbyTam AaHHbIX MOXHO OOBEPATb, €CNU AaHHble Oblny NpoaHanunan-
poBaHbl HA NpeaAMEeT UX CMHTaKCMca U CTPYKTYpbl, €Cnn AaHHbIM obecneveHa KOHpmaeH-
LUManbHOCTb);

- Kakue npoBepkn 6e30nacHOCTN HEOBXOAMMO BbINONHUTB;

- Korga npuHnMaThb Ui OTKIMOHATb NOJ1yYeHHble OaHHbIe.

5.2.4 Monutnkn 6e3onacHOCTU, KOTOpble MOryT ObiTb peanu3oBaHbl C NOMO-

Wb pa3aeneHnsa oOMeHOB

PasgeneHne JOMEHOB MOXHO UCMNOMb30BaTb B KAY€CTBE OCHOBbI A4 onpepeneHud
NOJINTUK I/IHCbOpMaLI,VIOHHbIX NOTOKOB WUJTN NOJTUTUK pa6o-||/|x npoueccoB nyTem onpeanere-
Hus cnocoba B3aMMoOOenCcTBUS OOMEHOB apyr ¢ apyrom. Monutnkn MoryTt ObITb onpepge-
JlIeHbl Ha OCHOBe I/Iﬂ,eHTVI(bVIKaLl,I/II/I OOMEHOB UIn ux anMGyTOB, TakKnX Kak npmBunernn.
Kpome TOro, ypoBeHb OoBepua K oTAelibHbIM JOMEHaM MOXEeT WUCNOoJ1b30BaTbCA ONA

obecneyeHnsa cobnoaeHnst NOSIUTUKN.
5.2.5 Npumepsl

5.2.5.1 CTpyKTypupoBaHue ceTu Ha AOMEHbI

Cetn moryT ObiTb pa3geneHbl Ha AOMEHbI (CerMeHTbl), r4e CBA3b MEeXAy pasnuy-
HbIMU IOMEHaMW perynupyeTcs LW3aMn, TakMMU Kak MapLpyTnsaTopbl ¢ YHKUUSMU
MEXCETEBOro dkpaHa unu 6onee CNoXHbIMW YCTPOMCTBaMM C uUnbTpaunen Ha ypoBHE
npunoxeHun. MapwpyTtusauma, a Takke Takme metogbl, kak VPN mnnu VLAN, moryT wmc-
nonb3oBaTbCA ANA onpegeneHns crnocoboB CBA3WM Mexay AOMeHamu, B TO BpeMsi Kak
MeXceTeBble 3KpaHbl U LW03bl KOHTPOSTMPYIOT MPOTOKOM U KOHTEHT. Nonutukn ynpasne-
HUA MHPOPMALNOHHBIMU NOTOKaMW, OCHOBAHHbIE HA METKaX AaHHbIX, Takke MOryT ObiTb
ahbekTMBHO peanu3oBaHbl NyTeM pasgeneHnsa JOMEHOB, korga obpasupbl «40BEPEHHbIX
LUNO30BY» YNpaBngalT NHTepdencammn Mexany pasnuyHbiMuU JOMEeHaMN «C OLHOW METKOW»
W rapaHTUpYIOT, YTO AaHHble nepefarTcs B AOMEH TOSbKO Torga, Korga MeTka COOTBeT-

CTByeT MeTKe JOMeEHa.

5.2.5.2 PaspeneHuve npusnoxeHus no AOMeHam
MopobHo ceTaM, oTaeNbHbIE NPUNOXKEHUNA Takke MOryT ObITb pasaeneHsl Ha Aome-

Hbl, KOTOpbIE B JaHHOM Cry4Yae npeacTaBnsitoT COOO0N pasnnyHble Npouecchl. TN npouec-
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Cbl MOryT BbITb BHYTPW OOHOWN (h13nYeCcKon cucTembl, NMM60O pacnpeneneHbl N0 HECKONbKUM
cuctemam B ceTu. B ogHom cucteme npouecchl 06blMHO pasgensaTca onepaunoHHON Ch-
CTEMOW UNKN rMNepBmn3opoM, KOTopble Takke obecnevmBaloT BO3MOXHOCTb OnpeaeneHns u

NCnonb30BaHMs cnocoboB CBA3N MeXxay 3TMMu npoueccamn.

5.2.5.3 CTpyKTypupoBaHue AaHHbIX B JOMEHDI

Ha gomeHbl MOryT ObiTb pasgeneHbl Takke aHHble B 3aBUCUMOCTM OT BaXKHOCTU
AaHHbIX 1 TpeboBaHunM K nx 3awmte. Kputnyeckme aaHHble 3atem MOryT ObiTb NOMELLEHBbI
B IOMEH C BbICOKMM YPOBHEM 3aLLUUTbI, HANPUMEpP, B TOT, K KOTOPOMY MOTYT NOSTy4nUTb O0-
CTYN TOSMbKO MPOLECCHI C BbICOKUMU MPUBUNENMAMU, MU TOT, KOTOPLIA BKNOYaeT pesep-
BMpPOBaHWe, 4YToObl n3bexaTb NOTepU AaHHbIX. [Ipyron MeToa CTPYKTYpUpOBaHMSA OAHHbIX
B PasfnM4YHbIX OMEeHax - 3almpoBaTb AaHHbIE B KaXXAOM JOMEHE C MCMOfb30BaHMEM
pasHbIX KIYen WndpoBaHus. TOT, KTO Xo4eT NOoNy4nuTb JOCTYN K MHpopMaunn, OOMKeH
UMEeTb AOCTYN K KoYy AOMeHa Ansa pacwmdpoBky. [JoMeHbl Ans AaHHbIX MOryT ObITh pe-
ann3oBaHbl C MOMOLLbLIO PasfnUYHbIX bannos (KOTopble NO3BOSISAKOT UCMOMb30BaTb Pasnny-
Hble aTpubyTbl ynpaBneHust AOCTYNOM), PasfnU4YHbIX AWCKOB C pasHbIMW CBOWCTBaMMU
HagexHocTu/uenoctHocTu (Hanpumep, ypoBHaAMU RAID) nnu ncnons3dosats CYB[ B kave-
CTBE XpaHunuwia AaHHbiX, obecneuvvBalolero OOMNOMHUTENbHYK 6e30nacHOCTb, Takyro

Kak, Hanpumep, 6e30nacHOCTb TpaH3aKLNNA.
5.2.6 3amey4yaHus No oLeHKe acneKkToB 6e3onacHoOCTHU

B Bonpocax oOLeHKkM acnekTbl, KoTopble He0BX0AMMO PacCMOTPETb B NEPBYO O4ye-
pedb, — 3TO MeXaHU3Mbl, UCTONb3yeMble ANS pasfeneHnss LOMEHOB, U MeXaHU3Mbl, UC-
nonb3yeMble Ansi CBS3N MeXay A0OMeHaMW.

Mpu oueHke acnekToB Ge30MacHOCTM pasfeneHnsi AOMEeHOB 0COBEHHO BaXKHbl Me-
XaHU3Mbl, obGecrneynBatone pasaeneHne JOMEHOB, CTEMEHb N30NSAUMM AOMEHOB ApPYr OT
Apyra, ynpaBneHue gomeHamu (ecnu ucnonb3yeTtcsl), TakMe Kak co3aaHue, yaaneHve go-
MEHOB UNWN U3MEHEHWEe NpuBMnernii JoMeHoB. CrieqyeT paccMoTpeTb Creayowme acnek-
Thl:

—  BO3MOXHOCTW MEXaHW3MOB pa3ferieHusi, KOTopble N30NUPYIOT AOMEHbI APYr OT
Apyra Takum o6pasom, YTO eQUHCTBEHHbIA CNocob, KOTOPLIM AOMEHbI MOTYT BNUSITL APYr
Ha apyra, - 3To Yepes 3afaHHble MexaHN3Mbl CBSI3W.

- SBNSIOTCHA NU AOMEHbl U MX MPUBUMErU CTaTUYECKUMU U AVHAMUYECKUMM.

Ecnn oHn aBnaTca AnHaMmM4ecknmun, HeobxoanmMo co3gatb U oueHuTb bornee CITOXHYHO
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MOAeErb, NOKa3blBatoLLYyt0, YTO CBOMCTBA 6€30NacHOCTM CUCTEMbI HE MOTYT ObITb HapyLle-

Hbl 4ONYCTUMOW OUHAMWKOWN.
5.3 MHoroypoBHeBasi apxXuTeKkTypa
5.3.1 O6wure nonoxeHus

MHoroypoBHeBasi apxuTektypa — 3TO uepapxuyeckasi apxuTekTypa, B KOTOPOW
YHKUUN OOHOMO YPOBHS MCMOMb3YT PYHKUUKW Apyroro 6onee HU3KOro ypoBHSA U Npeao-
CTaBnAT YHKUUKN, KOTOpblE UCMOMb3YKTCHA Ha cnegytowem 6onee BbICOKOM YpOBHE
nepapxumn. O6bIY4HO B MHOFOYPOBHEBOW apXUTEKTYPE CaMbli HUXKHUA YPOBEHb NpeaoCTaB-
nsieT oveHb NpocTble 6a3oBble PYHKLMK, KOTOPbLIE 3aTEM UCMNONb3YIOTCA crieaylowmm 6o-
nee BbICOKMM YPOBHEM N5t peanusaunmn donee CnoXHbIiX YHKLUUI, 3aTEM UCMONb3YHTCH
cnegylowmm ypoBHemMm anst obecneveHuns ewe 6onee CrnoxHbiX yHKUMA 1 T. 4. Kaxabin
ypoBeHb abcTparnpyetca oT yHKUun 6onee HU3KMX YPOBHEWN, MO3BOMAS UCMNONb30BaTb
3TN PYHKUNN HUKHUX YPOBHEN TOMBKO TeM (PYHKUMAM, KOTOpble OH npeaoctasnseTr. 31O
MO3BONSAET KaXXAOMY YPOBHIO Takke peannsoBaTb CBOK COBCTBEHHY nonutuky 6esonac-
HOCTW - MpK YCMOBMMK, YTO MHOrOYPOBHEBAS apXUTEKTypa peanu3oBaHa TakMuMm obpasom,
YTO He MO3BOMSET YPOBHIO 06X0OUTb (PYHKUMN NpeablayLlero HUKHEro YpoBHSA U Hanps-
MYIO UCMONb30BaTh PYHKLUUK, NpefoCTaBEeHHbIE ABYMSI YPOBHAMU HUXE.

MHoroypoBHeBasi apxuTekTypa LUMPOKO MCMONb3YlTCsA Npu paspaboTke ceTeBbiX
NMPOTOKONOB, @ Takke npu paspaboTke NpunoxeHun. Ho oHa He yyacTByeT Henocpea-
CTBEeHHO B obecneyeHun GesonacHOCTM, nogaepxmsas yoobcTBO akchnyaTtaumMm U mac-

wrabnpyemMocTb, — acnekTbl, KOTOpble Takke noaaepxusatoT 6e30nacHOCTb U AoBepUE.
5.3.2 NpuHUKUNbLI onpeaeneHnsa ypoBHeU

C TouYkM 3peHns 6e30nacHOCTN yPOBHU NPEeAOCTaBnAOT MeXaHW3M, NO3BONSALWUNA
pacnpefensaTb PyHKUUM 6e30nacHOCTM NO pasHbiM YPOBHAM B 3aBUCMMOCTU OT OCHOBHbIX
CBOWCTB (PYHKUMI N OBBEKTOB, NPEAOCTaBMSEMbIX KaXAbIM YPOBHEM, U 3alimaTb yHK-
Unn, peanu3oBaHHble Ha uepapxmyeckn b6onee HU3KMX YPOBHSX, OT BMeLlaTenbCcTBa Unu
obxona pyHKUMAMU, peann3oBaHHbIMU Ha nepapxu4eckn 6onee BbICOKUX YPOBHSX.

[ns Toro, 4Tobbl 3aWNUTUTL epapxmnyeckn bornee HU3KME YPOBHN, KaxXadbl YPOBEHb
(M1 HaBop CMEXHbIX YPOBHEN) MOXeET BbITb peann3oBaH Kak CBOW COBCTBEHHbIN AOMEH C
nepapxmyeckn 6onee HU3KUMKU YPOBHSMU, MMeOWUn Gornblue npusunernn, 4em bonee

BbICOKME YPOBHMU.
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5.3.3 NMpuHUUNbI paboTbl MHTepdEencoB, NpeaocTaBNAeMbIX YPOBHEM

YpoBeHb 06bIYHO peanusyeT cnyx0bbl 6onee BbICOKOro YpOBHS, MCNONb3Yyst (OYHKLNUK
npeablgywero 6onee HA3KOro ypoBHS. OTO O3HA4YaeT, YTO BCe OCHOBHble CBOMCTBA, HEOb-
XoauMble And peanusaumm (YHKUMOHANbHOCTU YPOBHS, MOFYT ObITb MOCTPOEHbI C MUC-
nonb3oBaHNEM UHTePdENCcoB, NpeaocTaBnaeMblx npeabiaywmm 6onee HU3KMM YpPOBHEM.
B HekoTOpbIX crny4vasix criod MOXeT ObiTb paspelleH AOCTYn K (PYHKUUAM He TOSbKO
npeablgywero 6onee HA3KOro YPOBHS, HO Takke U K (PYHKLMAM YPOBHS HUXE, YeM npeabl-

AYLLA.

5.3.4 Monutnkn 6e3onacHOCTU, KOTOpble MOryT ObiTb peanu3oBaHbl C NOMO-

Wb MHOrOYPOBHEBOMW apXUTEKTYpPbl

MHOroypoBHEBOCTb HE SIBMSIETCS OCHOBHbLIM apXMTEKTYPHbIM MPUHLMIMOM, CBSI3aH-
HbIM C KOHKPETHbIMW NonuTMKaMu 6e30nacHOCTU, HO ee MOXHO 3(P(EeKTUBHO MUCMONb30-
BaTb AN peanusaunn yHKUMA Ge30MacHOCTM Ha YpoBHe, AOCTYNHOM Gonee BbICOKMM
ypoBHsAIM. Cnyx6bl Npo3payHoro WMpPoBaHUS ABMASKOTCS OAHUMM M3 NPUMEPOB TakMX
cnyx6 6e3onacHoOCTH, KOTOpble MOryT ObiTb peann3oBaHbl Ha ypoBHE. OTO AOBOMbHO pac-
npocTpaHeHHoe siBreHne Ans anroBbiX CUCTEM, a Takke Ans KpunTorpadryecknx npo-
TokonoB. Mogo6HbIM 06pa3om Ha BblAeNEHHOM YPOBHE MOryT OblTb peanv3oBaHbl Takke
Apyrue cnyxbbl 6e3onacHoOCTM, KOTopble noaaepKmMBatoT cryxbbl oGecrneyeHns LenocT-

HOCTW, KOHTPOMS A0CTyNna Unun n3bbITOYHOCTMW.
5.3.5 Npumepsl

5.3.5.1 MHoroypoBHeBas apxutektypa pannoBou CUCTEMbI

Hanpvmep, B MHOroypoBHEeBOW peanu3aumm hannoBo CUCTEMbl CaMbIl HUKHUIN
YPOBEHb MOXET NpeaoCTaBfATb AOCTYN TOSbKO K HEPa3MeYeHHbIM CekTopaM ucKa, U ero
eMHCTBEHHasa PyHKUNA 6e30MacHOCTU MOXET 3aKnoyaTbCcsa B obecnedeHnn LenocTHOCTH
CEKTOPOB Aucka. BTopon ypoBeHb MOXET 3aTeM co3faBaTb BUPTyarbHble OUCKN HA OCHO-
Be YPOBHSI HEpa3MeYeHHbIX CEKTOPOB AMCKa U NpeaoCTaBnsaATb AONONHUTENbHbIE (DYHKLUK
6e3onacHOCTM, TakMe Kak 6a3oBbIi KOHTPOSNb AOCTyNna K 3TUM BUPTyanbHbIM OUCKaM
(Hanpumep, NO3BONASA Ha3Ha4aTb UX pasgenaMm Unu NPUNOXEHUsM), UK gaxe peanuso-
BbIBaTb (PYHKLMOHANBHOCTb MOMHOMo WKUPOBaHUS ANCKa AN1s 9TUX BUPTyarbHbIX AUCKOB
UnNu NyTeM peanumsaumm ynydeHHbIX MeXaHM3MOB obecnedeHnst LLenoCTHOCTH.

TpeTun ypoBeHb MOXET 3aTeM peann3oBaTtb (PansioByd CUCTEMY Ha Tex BUpTyasib-

HbIX OUCKax, raoe cbaﬁnosaﬂ cuctema obecneunBaet CITOXHYHO beHKLl,I/IOHaJ'IbHOCTb ynpas-
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neHnst 4OCTyNnom (HanpuMmep, Ha OCHOBE CMUCKa KOHTPOMSA AOCTYNoOM W/vnu Apyrux atpu-
6yToB Ge3onacHOCTM hannoB) 1 BO3MOXHO LUMpOBaHME Ha OCHOBE (hannos.
UeTBepTbil ypOBEHb Ha BEPLUMHE TaKOW (hannoBOM CUCTEMbI MOXET ObiTb peanu-
30BaH MpPUNOXeHNeM, Korga AaHHble annoB NpeacTaBnATCA OTAENbHbIM NONb3oBaTe-
NsSM NPUMoXeHns, NyTéM peanusauum COOBCTBEHHOrO KOHTPOMsS AOCTyna Wnu Jpyrux

dyHKUMI Be30MacHOCTM Ha OCHOBE OTAEerbHbIX 3anucen B pannax.

5.3.5.2 KpunTtorpacuueckue cpyHKUum

Kpuntorpadgudeckne dyHKUUM MOryT ObiTb Takke peanu3oBaHbl MHOMOYPOBHEBbLIM
o6pa3oM. B kadecTBe npMmMepa MOXHO ONpeaenuTb crneayolme ypoBHMU:

Ha caMbIx HWKHUX YPOBHAX peanu3yrTCA OCHOBHble KpunTorpaduyeckne npumu-
TMBbI, TaKuWe Kak anropuTMbl LWNPOBAHNSA, X3LW-aNrOpUTMbl U reHepaunsa CriydamHbIX Yu-
cen.

Ha cneaytowem 6onee BbICOKOM YpOBHE 3TU (PYHKUMM UCMOMb3YKTCS ANa co3fa-
HUA W NPOBEPKN LMEPOBOM NOAMNUCK, KOAOB ayTeHTU(MKaLMM COOBLLEHUI, reHepauum
Kntoven, obMeHa knoyamu, ynpasneHus Kndamm u T. 4.

Cnegyowimi ypoBeHb peanusyeT Takme yHKUUK, KaK NpoBepkKa cepTudukara, co-

34aHune cepTuukata n WwngpoBaHne KNoyen.
5.3.6 3ameuyaHusi Nno oueHke

MHoroypoBHeBas apxutekTypa MOXeT ObITb NCNONb30BaHa B nNpeaenax ogHoro o-
BEPEHHOro AOMEHa NSl CTPYKTYpUpoBaHUs (OYHKLUMIA B 3TOM AOMEHE UMM €€ MOXHO MUC-
nonb3oBaTb ANSA peanu3aumm YpOBHEN Kak CBOMX COBCTBEHHbIX AOMEHOB. B nepBom cny-
Yyae HeT HeobGXoOMMOCTM paccMaTpmBaTb Kakme-nmbo KOHKPETHble acnekTbl OueHku. B
crnyvae, Korga ypOBHU peanu3oBaHbl Kak OTAeNbHble JOMEHbI, NPU OLeHKke Heobxoanumo
ybeauTbca, 4To cobnoaeHbl NpaBuna pasgeneHns LOMEHOB, U, KPOME TOro, YPOBHU KOp-
PEKTHO pacnosioXeHbl OTHOCUTENbHO ApYr Apyra. XOoTs He 3anpeLeHo, 4Tobbl ypoBEHb
ncnonb3oBan PyHKUUN HE TONbKO Mpeabigyuiero, Ho n 6onee rnyboknx ypoBHENW, Takas
peanu3auua MOXeT No3BONUTb 060MTU (PYyHKUMOHaNbHOCTE 6e30MacHOCTN, peanu3oBaH-
Hyl0 Ha ypoBHe. [pn oueHke HeobxoauMO TaTeNbHO NpoaHanM3MpoBaTb Takyl peanu-
3aLMI0 apXMTEKTYpbl, YTOObI yoeanTbes, 4To 06xon dyHKunn 6e3onacHOCTN B Takou pea-

JM3aumm HeBO3MOXEH.
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5.4 UHkancynsauums
5.4.1 O6Lwure NprUHUMUNbI

NHkancynaums — 3TO apXUTEKTYPHbIA NPUHLMM, NPU KOTOPOM OOBLEKTHI «MHKarMCy-
NUpYTCA» (PYHKUMSMU, UCNOSb3yeMbIMU AN OOCTyna K 0ObekTam, MaHWnynnMpoBaHus
nnu ynpaeneHnss UMU. COBOKYNHOCTb TakUX (PYHKLIMIA, KOTOPblE UHKANCyNUpyT OBbEKT,
MOXXHO paccmaTpuBaTb Kak areHTa, ynpaBnsitowero o6 bekToM.

B Takon koHUenumMmn gyHKUMKN, KOTOPbIE UHKANCYNUPYT 0OBbEKT, MOTYyT ONpeaensiTh
nonutuky 6e3onacHocTu ans obvekta. OHM MOryT onpeaensaTb cnocob Co3aaHust K3eM-
nnspa obbekTa, MOTEHUMANbHOrO M3MEHEeHUs 3ak3emnnspa obbekTa (Hanpumep, ecnu
0OBEKT COCTOMT M3 AaHHbIX, U3MEHSITb MECTO U Crnoco® XpaHeHUs OaHHbIX), a Takke
onpeaensitb NOMUTMKY YNpaBrieHUst AOCTynoM Ansi obbekta (koTopas TpebyeT, 4ToObl
hyHKUMSA MHKancynaumm morna 6esonacHo nony4yatb BCO MHOpMauuio, Heobxoanmyio
AN NPUHATUS PELLUEHNUs Ha OCHOBE MONUTUKM Ge30MacHOCTU, HanpuMep, rapaHTUPOBaH-

HYI0 naeHTUdMKaLmo cpeacTBOM 4OCTyna).
5.4.2 NMpuHUMNBbI peanu3aumm UHKancynsumm

Korga uvHkancynsumst mcnonb3yetca ana obecnedeHns 6e30MacHOCTWU, areHTbl,
ynpasnsaowmne o6beKTOM, MOryT, KOHEYHO, TaKkKe peanv3oBbiBaTb pasnuyHble (OYHKUMK
6esonacHocTy, 3awmwiarowme obbeKkT. OTn PyHKUMM Be3onacHOCTM MOryT, Hanpumep,
BKMOYaTb B cebsa ynpaBneHme AoCcTynom, ayauT 6e30nacHOCT, 3almTy LEenOCTHOCTU Unn
npo3payvyHoe WndgpoBaHue.

AreHTbl, peanusylowmne yHKUMM 6e3onacHOCTM, HeOBX0AMMO OTAENUTb OT HeAo-
BEPEHHbIX CYLLLHOCTEN N rapaHTUPOBaTb, YTO OHN HE MOryT ObiTb B3fIOMaHbl UM NPOUTHO-

PUPOBaHbI.

5.4.3 Monutnkn 6e3onacHOCTU, KOTOpble MOryT ObiTb peanu3oBaHbl C NOMO-

Wb MHKancynauyumn

CywecTtByeT psag dyHkuun 6e3onacHOCTH, KoTopble MOryT ObiTb peann3oBaHbl
areHTamu, nHKancynupylowmMmm obbekT. K HAM OTHOCATCS KOHTPOMb AOCTyna K caMmomy
0OGBHEKTY, KOHTPONb TOr0, KOMYy paspeLleHO MCMNOoNb30oBaTb onpeaerieHHble PYHKUMK, pa-
GoTalwme ¢ 06BHLEKTOM, KOHTPOSb YNpaBNeHNs 06 HLEKTOM, KOHTPOSb U yNpaBneHue aTpu-
GyTamn 6e30MacHOCTN U NPUBUNETNSAMWN, KOTOPbIE areHT CBA3biBaeT C 0ObeKToM, ayauT

MCNoJib30BaHUA (*)yHKLI,MVI, obecneyeHne LUEenoCTHOCTU U OOCTYMNMHOCTU obbekTa unm LIJI/I(b-
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poBaHME COAEPXKNUMOro obbekTa, Korga OH XPaHUTCA B KOHTEMHEPAX, He MOMHOCTbI KOH-
TPONMPYEMbIX areHTOM (Hanpumep, ecnv 06beKkTbl ABNAOTCA 3anMCAMU, XPaHALLMMAUCS B

danne).
5.4.4 Npumepsbl

B cpepe UNIX mexaHusm «setuid» nossonget adppekTMBHO peanu3oBaTb MHKarcy-
nsaumto. BmecTo Toro, 4tobbl NpeocTaBnNATb NONb30BATENO AOCTYM, HAanpumep, K ganny
KOH(pUrypaumm, KOTOpbIA COAEPXUT HECKOSbKO napamMeTpoB KOH(Urypauum, MOXHO pas-
paboTtaTtb Habop Nporpamm, Kaxaast U3 KOTOPbIX OTBEYaeT 3a yrnpaBfieHNe TONbKO OOHUM
N3 9TMX napameTpoB. Kaxgaa u3 aTMx nporpaMm 3aTem nonyvaet Habop atpubyToB
«setuid», B KOTOPOM Mpu BbI30BE MAEHTU(UKaATOpa Nonb3oBaTensa nepeknioyaeTcs Ha ToT,
KOTOpbIN NpefocTaBndeT A0CTyN ANS YTEeHUA U 3anucn B dhann KoHdurypauuun. Ecnu Het
Apyrvx nonb3oBaTtenen, MeLWnX npasa AocTyna K danny, AocTyn K danny koHdurypa-
umm (Ona nonb3oBaTeneun, He SBASIOWNUXCA Cyneprnofb3oBaTensamMu) OcCyLecTBNAeTCs
TONbKO 4Yepes3 pasnuyHblie nporpaMmmbl «setuid». Habop atnx nporpamm «setuid» MOXHO
paccMaTpmBaTh Kak areHT, KOTOPbIN UHKancynupyeT dann KoHurypawmu.

Camu nporpammbl «setuid» Takke MOryT ynpasnaTb AOCTYNOM K OTAENbHOMY Ma-
pamMeTpy KoHdUrypauum, KOHTPONMPOBaTb 3HAYEeHUS 3TUX NapamMeTpoB, KOHTPONMPOBaTb
X N3MEHEHNS, BECTU NCTOPUIO UBMEHEHUI C LiENbi0 BOCCTAHOBMEHMS 3Ha4YeHun, obecne-
4YynmBaTb COBMECTMMOCTb C APYrMMU NapamMeTpamu, XpaHuUTb NapameTp TOSbKO B 3alundg-
poBaHHOM Buae u T.4. Kpome TOro, ata popma MHKancynsaumm no3sosiseT genernposatb
onpegeneHHyo paboTy No agMUHUCTPUMPOBaHMIO 6e30MacHOCTM M yCTaHaBnMBaTb KOH-
KpeTHble agMUHUCTPaTMBHbIE PONW, TAe Kaxaas pofb MMeeT AOCTYN TOMbKO K Heobxoaun-

MOMY Habopy agMUHUCTPATUBHBLIX (OYHKLNNA.
5.4.5 3ameuyaHus no oueHke 3chPeKTUBHOCTU UHKANCYNALMUU

OueHka 3 peKTMBHOCTN MHKaMNCynsumMm TpebyeT OT OLEHLLMKA pacCMOTPEHUS Crie-
AYOLNX aCrNeKToB:

—  3aBeplUeHa N WHKaNCynsiuus WM ecTb NN acnekTbl WMHKarCcynMpoBaHHOMO
ob6bekTa, A0CTYMHble 6e3 UCNOMb30BaHMSA SIBHO 3a4aHHbIX (OYHKLWIA;

-  MOXET N MexaHu3M, peanuaylolimii camy MHKancynsumio, bbb danbcndu-
LMpPOBaH;

- MOXEeT NW MHKancynsauus ObiTb MoauduumpoBaHa HeCaHKUMOHUPOBAHHLIMM

CyLLHOCTAMM (BKntoYas aTpnbyTbl 6e30MacHOCTH, CBSAA3aHHbIE C MHKANCynsunen).
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5.5 PesepBupoBaHue
5.5.1 O6wme nonoxeHus

Pe3epBupoBaHne — 37O apXMTEKTYPHbIA NPUHLMM, KOTOPbIN NO3BONSIET BOCCTaHaB-
NMBaTb TaKne 3NeMeHTbl, Kak AaHHble, YHKLMMK, KaHarnbl CBS3W, YCTPONCTBA U T. 4., AaXe
B cnyyae owwunbok. Ecnu TpebyeTtcs HenpepbiBHaa paboTa gaxe B criydyae owubok unu
cboeB, pe3epBMpOBaHME 4acTO MCMNOMb3YeTCA ANA aBTOMAaTUYECKOro BOCCTaHOBIEHUS.
PesepBupoBaHne Takke MOXET UCNONb30BaTbCA AM5 MNOBbILWEHWUS AOCTYNHOCTU 3f1eMEeH-
Ta, 0COBEHHO ecnn OXnaaeTcsa BbICOKast UHTEHCUBHOCTb €r0 UCMOSIb30BaHUSA, U OH MOXET
NCNONb30BaTbCA TOSMbKO NMOCNeaoBaTeNbHO UM MMEET OrpaHUYEHns No NPon3BOaUTESNb-
HOCTW.

Ecnu pesepsupoBaHune ucnonb3dyeTtcs ans obecneyeHnsa BOCCTaHOBNEHUSA paboTbl
unun obecneveHns HenpepbiBHOW paboTbl B criydyae owubok mnu cboes, BaXHO MMETb
YyHKUNOHANbHbIE BO3MOXHOCTU, CNOCOOHbIE Kak MOXHO ObicTpee obHapyXuBaTb NOTEH-
unanbHble owmnbkn n cbon n onpenenaTb, Kakon U3 aNemMeHToB BCe elle paboTaeT npa-
BUNbHO. Kpome TOro, HeucrnpasHble 3N1eMEHTbI AOSTKHbI ObITb ObICTPO 3aMeHEeHbl NN OT-
PEMOHTUPOBaHbLI Ansi obecneyeHns AOMKHOIO YPOBHS pe3epBMpOBaHUsA. B npoTMBHOM
crnyyae gononHutenbHast owmnbka mnu cbor B nepuon COKpaLleHHOro pe3epBMpOBaHUS
MOTYT CTaTb KPUTUYECKUMM.

B cnyyae, ecnu pesepBupoBaHWE MCMNOMb3yeTCA AN BOCCTAHOBIIEHUS, KpaWHe
BaXXHO OBHapyxuTb owmnbky unu cbor Ha atane akcnryaTauun, Koraa BOCCTAHOBEHME
elle BO3MOXHO. Hanpumep, B cucteme TpaH3akuuin oObIMHO eCTb TONbKO hbasa nepeq
dukcaumnen TpaHsakumm, Ha Kotopon byayT paboTaTtb Npouenypbl BOCCTAHOBNEHUS.

PesepBupoBaHne, ncnonb3yemoe Ansi NOBbILWEHUS AOCTYMHOCTU, TpebyeT byHKUmMIA
ynpaeneHus, Kotopble O6bl pacnpegensnu paboty mexay n3bbITOYHbIMU dfieMeHTamMun Ta-
Knm obpasom, 4TOObl MakCMMU3NPOBaTb MPOMNYCKHYD CNOCOBHOCTb MM MUHUMU3MPOBATb

MaKcMMarbHOe BPEMS OXUOaHUSI.
5.5.2 MpuHUMNbI peann3auun N3GbITOYHbIX 3NIEMEHTOB

|-|pl/l Bbl60pe N30bITOYHbIX 31IEMEHTOB B ApXUTEKType cnenyeT ydntbliBaTb Creayto-
LLine acCnekKkTbl:
- Kpl/ITVI‘-lHOCTb/Ba)KHOCTb ANneMeHTa,

- BEPOATHOCTb OTKa3a 3NIeMeHTa,
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- TpeboBaHMA K OCTYNHOCTU anemMeHTa (06bl4HO onpeaenaTca TpeboBaHUAMM
K NPOMYCKHOM CMOCOBHOCTU WMAM MakCMManbHOMY BPEMEHU OXMAaHUS/MUHUMaNbHOMY

BPEMEHW OTKIINKA).
5.5.3 MpuHuMnbI 06ecneyeHnss CONOCTaBUMOCTU U3ObLITOYHbLIX 3NIEMEHTOB

OcHoBHasi npobrema ¢ pe3epBUpOBaHMEM 3aKrovaeTcss B o6ecnedeHnn conocTa-
BMMOCTW U3BbITOYHBIX 3neMeHToB. Koraa AaHHble XpaHsATest 3bbiTouHo, Nntoboe 06HoBIE-
HMe 3TUX AaHHbIX OOMMKHO OTpaXkaTbCsi BO BCEX 3a4eMCTBOBaHHbLIX MECTax XpaHeHUs.
OwunbKkM Mnn aTaku, NpensTCTBYOLLME KOPPEKTHOMY OBHOBMEHMIO BCEX 3TUX obnacTei
XpaHeHUs1, NPUBOASAT K HECOOTBETCTBUSIM, KOTOPbIE NPOTUBOPEYAT LIENN pe3epBMpoBaHuS,
U MOryT Aaxke MpYMBECTM K HapylleHusim 6esonacHocTu. [oaToMy BaxHo obecneuymBaTb
npaBunbHOE OTOOpaXeHne COCTOSIHUS OOHOBMNEHUIN, COXpaHEeHWe MHAuKaTopa, noka 06-
HOBNeHne He ByaeT 3aBepLUEHO, U rapaHTMpoBaTh, YTO OBHOBMNEHUS, BbINONHEHHbIE TOMb-
KO YaCTU4YHO, MOXHO NBO OTKaTUTb, NGO BEPHYTb COOTBETCTBYHOLLME AaHHbIE K COCTOS-
HMIO 0O UCMONb30BaHMS.

Mpy peanusaumm pyHKUUA C N3BLITOYHOCTBIO, UX BbINOSIHEHNE HEOOGXOAUMO CUH-
XPOHM3MPOBATbL A1 KOPPEKTHOIO UCMONb30BaHNSI PECYPCOB, K KOTOPbIM MOXHO 06paTUTb-

CA TOJbKO nocrnenoBaTesibHO.

5.5.4 Monutukn Ge3onacHOCTU, KOTOpble MOryT ObiTb peanu3oBaHbl C UC-

NnoNb30BaHMWEM pe3epBUPOBaHUS

N36bITOYHOCTb MOXET noaoepXxumBatb OOCTYMNMHOCTb q)yHKLlMVI N OaHHbIX, TaKkke XO-
pOLO, KaK N UerloCTHOCTb AaHHbIX. PesepBHoe XpaHeHne OaHHbIX MOXeT pellnTb Npo-
Onembl, cBsI3aHHbIE CO OLUMBKamMK XpaHeHNA Ha oTAesNlbHbIX CEeKTopax AUCKa UM BCero
ANCKa, HO OHO TakkKe MOXeT ObITb 4YacTbi NnaHa aBapMVIHOFO BOCCTAHOBIIEHUA, KOrga
OaHHble XpPaHATCA C N36bITOYHOCTLIO B pa3HbIX MecCTaxX. Pe3epB|/|pOBaHV|e TaKkke MoXeT
cnocobcTBOBaTH OOCTYNMHOCTKN, COXpaHAA KONUK AOaHHbIX, KOTOPblEe YaCTO MCNONb3YHTCA
nnn MoryT ObITb MCNONb30BaHbI B TEYEHME KOPOTKOro nepmuoga BpemMeHun, B XxpaHunumie, K
KOTOPOMY MOXHO Nony4ynTb OOCTYyN 6bICTpee, 4YyeM K O6bl‘-IHOMy XpaHunuily.

N36bITOYHOCTb Takke MOXET UCMONb30BaTLCA ANt MUHUMM3aLUK yu.l,ep6a OT aTaKu,
€CInn 3Ta aTakKa HaueneHa TOJNIbKO Ha OAWH U3 pe3epBHbIX MEXaHU3MOB. OTO MOXHO UC-
nonb3oBaTb B TEX ClyYadX, Korga TOJIbKO OOWH acnekTt (*)yHKLI,I/II/I MeXaHn3Ma OTKaXeT B

pe3ynbTtaTte aTaku. B Takux cny4dasax N30bITOYHOCTL MOXET WCMONb30BaTbCA Kak Mexa-
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HU3M onpeaeneHns Toro, YTO YTO-TO NOABEpPraeTca aTake, OOHapyXeHust aTakyemomn

DYHKUUN UM MEXaHU3Ma U BbINOSTHEHUS HEOOXOAMMBIX ENCTBUN.
5.5.5 Npumepsl

RAID (M36bITOYHbIN MaccMB HE3ABUCUMMbIX OUCKOB) - XOPOLUMA NPUMEP TEXHOMNOMNN,
NCNonb3yrLlen pe3epBMpoBaHnE st NOBbILLEHNS HA4EXHOCTU U AOCTYMHOCTU ANCKOBOIO
Xpanvnuwa. Opyrum npumepom sIBMSIeTCA KacTepHOe peLleHne C BbICOKOM AOCTYMHO-
CTbi0, B KOTOPOM Npu OBHapy>XeHUn oTKasa anemMeHTa Kractepa, 3agayu, BbIMOMHAEMbIe
OTKa3aBLUMM 3fIEMEHTOM KrnacTepa, nepeaarnTcs ApYromy arieMeHTy KnacTtepa.

B o6oux npumepax n3bbITOYHOCTb UCMONb3yeTCs B COYETaHMM C OBHapyXeHuem
owmnbok/cboeB, NPUOCTAHOBKOM MCMNOSb30BaHUSA MOBPEXAEHHbLIX 31EMEHTOB A0 TeX nop,
noka OoHu He ByayT ucnpasrieHbl, 1 MEXaHM3MOM nepe3anycka, KOTOPbIN NO3BONSAET aBTO-
MaTUYECKN CUHXPOHU3NPOBATbL UCNPaBMEHHbIA 3NEMEHT OO COCTOsIHMSA, KOorda OH CHOBa
MONHOCTBIO (PYHKUMOHMPYET 1 CUCTEMa AOCTUraeT MCXOLHOIO YPOBHSA N3ObITOYHOCTH.

Kak ynomunHanocb paHee, M3bbITOYHOCTb TakkKe MOXET UCNoNb3oBaTbCsa Ans o6Ha-
PY>XEHMSA 3MIOHAMEPEHHOr0 U3MeHeHus gyHKunoHana. Mpumepom MoxeT ObiTb, Hanpwu-
Mep, He3aBuCUMas peanusauust Kpuntorpadruyeckoro anroputma B ABYyX pasnuyHbIX A0-
MeHax, KoTopble Obino 6bl TpyoHO aTtakoBaTb OoAHOBpeMeHHO. Ecnu ogHa peanusauums
Oblfla 3NMOHAaMEpPEHHO W3MEHeHa, W, eCnu BblYUCReHMe Kpuntorpaduyeckon yHKUMK
ocyulecTBngaeTca B obonx mecrax, nnmbo Ans Kaxagoro Bbi3oBa, MO0 ANS KaXaoro n-ro
Bbl30Ba, Takad aTaka OyaeT obHapyXeHa Ha paHHen cTagun N Heobxoaumble OENCTBUSA
MOryT ObITb NPeAnpPUHATLI CBOEBPEMEHHO.

BaxkHenwme acnekTbl n3bbITOYHOCTM B CMCTEMAX 3TO:

- MexaHu3m obHapyXeHus oWmMBOoK, KOTOPbIN A0MKEH OBHapyXMBaTb OWNOKY A0
TOro, Kak OHa NpuBeAET K NOTEHUNANbHO KPUTUYECKUM NOCNEACTBUSM;

- MexaHu3mbl, obecneymnBaroLLiMe HENPEPbLIBHYIO Haanexaily paboty cuctemsl
Aaxe npyv BO3HUKHOBEHUWN OLLUNBKM;

- W yCTaHOBKa HOBOro KOMMOHEHTa B3aMeH HENCNPaBHOro.

BbiBatoT cuTyaummn, koraa obHapyxeHue 3rioHaMepPeHHO M3MEHEHHOIO KOMMOHEHTA
NpaKTUYECKN HEBO3MOXHO. Npumepom aBnsieTcss PYHKLMA reHepauumn CriydarHbIX Yncern,
KOTOPOM MOXXHO MaHUNynMpoBaTb TakMMm 0OpasoM, YTO 3MI0YMbILLNIEHHMK 3HAET reHepupy-
eMble ClnyYanHble YMcna, XOTS OHU U NPOXOAAT BCE BO3MOXHbIE CTaTUCTUYECKue TecThl. B
3TOM MpMMepe UCMonb3oBaHWe U3ObITOYHbIX, HO HE3ABMCUMbIX FEHEPATOPOB CryYanHbIX

yucesn MoOXeT YMEeHbLUNTb YA3BUMOCTD, KOTOpOIZ nogBepraeTcA MaHI/II'IyJ'IVIpyeMbIIZ reHepa-
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TOp criyvyanHbIx Ynicen. B cnyyasx, korga crnydanHble yicna TpebytoTca ans ncnonb3osa-
HUA TOMbKO OOWH pas, UNKn B ClyyYae reHepaumm Kkpuntorpamuyeckmx Kroyven, ncnosb3o-
BaHMe OLHOro N TOrO Xe reHepatopa CrnyyYanHbIx yucen ans obeunx uenen MOXeT npuse-
CTM K ySI3BMMOCTW, KOrga 3rOoyMbIWMEHHUK nonyvaeT mHpopmauuio opgHopasoso. [lo-
CKOJTbKYy OfHOpa30Bble Yncna O0bbl4HO MepechINalTCa B OTKPLITOM BUAE KaK YacTb KpWUM-
Torpadn4eckoro NPOTOKONA, 3MOYMbILSIEHHUK MOXET NOSyYnuTb MHPOPMAaLUIO O COCTOS-
HAWN MaHUMYNMPYEMOro reHepaTtopa CriyvyanHbIX yucen. 9T1a MHopmMaums MOoXeT No3BO-
NUTb 3MI0YMBbILUNIEHHUKY BbIYMCANTD Ny 3HTPOMNUU, UCMONb3YEMbIA FEHEPaToOpoM Cryyan-
HbIX YMCen, UNn 3Ha4nTenbHO obnerynTb 3Ty 3agady. Micnonb3oBaHWe pasHbIX HE3aBUCU-
MbIX FEHEPATOPOB CryvarHbIX YNCEN ANA pa3HbIX Lenen, a Takke NCNoNb30BaHNE PasHbIX
HE3aBMCUMbIX MCTOYHUKOB 3HTPOMUM AN KaXOO0ro reHepatopa CriydarHbIX YMCen MOXeT
OblTb 9PPEKTUBHBIMM MEXAHU3MAMUN MPOTUBOAENCTBUSA YrpOo3€e 3NTIOHAaMEPEHHOro NnoBpe-

XOEHNA eANHCTBEHHOIO MCTOYHUKA SHTPOMUN UM reHepaTopa CnyYanHblX Ymucen.
5.5.6 3ameuyaHusi No oLeHKe CUCTEMbI pe3epBUPOBaAHUA

Cuctembl pe3epBMPOBaHUSA 4acTO NpeaHasHadeHbl AN yCTpaHeHus owubok u
Henonagok B KOMMOHEHTaX, KOTOpble BO3HMKAKOT HeYacTo unu cryvyarHo. Btopoe gony-
LLleHMe COCTOUT B TOM, YTO 3TW OWNBKM He3aBUCKMMbI Apyr OT gpyra. Ecnu oba atn ycno-
BUSI HE BbINOJSTHAIOTCS, PE3EPBMPOBAHNE HE CMOXET peLLnTb Npobnemy nosBneHUst HeMno-
nafoK B KOMIMOHEHTaX.

[pyron acnekT n3bbITOYHOCTU — 3TO 3alumMTa OT NpegHaMEpEeHHbIX aTak, Hanpas-
NEHHbIX TONIbKO Ha OAHY U3 U3BbITOYHbLIX (DYHKLMIA NN MEXaHN3MOB. Takoe pe3epBupoBa-
HWe no3BonsaeT 0b6HApPYXMTb NOTEHUMANbHOE MOBPEXAEHNE UNN 3IOHAMEPEHHOE YynpaB-
neHne 1 NcnNpaBuTb ero, IMBO OTKMOYMB HEUCNpPaBHY YHKLMIO, NGO MoaMduLmMpoBaB
ee, NMbo nepesarpy3nB PyHKUMIO, YTOObI N36aBUTLCA OT MaHUNYNSLMM.

[MoaTomy Npu OUEHKE CUCTEM M NPOAYKTOB BaXXHO, YTOObLI OLEHLUMK onpeaenun tmn
owmnboK, KOTopble, Kak NpeanonaraeTcs, yCTpaHATCA N36bITOYHOCTLIO, U MPOBEPUN:

- YTO 3T OWMNBKM MOTyT BO3HMKATb TOMBKO Ha Crly4YanHON OCHOBE;

- YTO 3TV OWMOBKM BO3HMKAIOT HEYACTO MPU BCEX BO3MOXHbIX OOMYCTUMbIX 3KC-
nnyaTauMOHHbIX YCNOBUSIX;

- YTO BO3HMKHOBEHME OAHOW TakoW OWNOKM HE 3aBUCUT OT BO3HWKHOBEHUSA OpY-
ror OLLNGKM.

[MpoBepka nocrnegHero ycnoBus TpebyeT TWaTeNnbHOro aHanusa noTeHunanbHbIX

3aBUCMMOCTEN Mexny N30bITOYHBIMX KOMMOHEHTaMN, KOTOpPblE MOryT NpmBecTtTn K onoG-
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Kam, BO3HMKaIOLINUM OAHOBPEMEHHO B HECKOSIbKMX KOMMOHeHTax. Obwwnin kog B n3bbiTou-
HbIX KOMMOHEHTax - 3TO NpUMep NOTEHLMANbHO KPUTUYECKNX B3aMMO3aBUCUMOCTEN, Koraa
OOMH 1 TOT e HeaoCTaToK B KoA4e MOXeT NoTeHumnanbHo BbidaBaTb cbon 6onee yem ogHo-
ro n3bbITOYHOrO KOMMOHEHTa NoYTU ogHoBpeMeHHO. OcobeHHOo, Koraa OAWH KOMMOHEHT
3aMeHsieT BblWeaLWwnin N3 CTPOSA APYron KOMMOHEHT U paboTaeT C TeMM Xe AaHHbIMU, KO-
TOpble BbI3blBanM O0TKa3 NepBoro. BepoaTHOCTbL 0TKasza BTOPOro KOMMOHEHTa OY€Hb BbICO-
Ka, ecnu oba KOMNoHeHTa paboTatoT C OAHUM U TEM XKE KOOOM.

C momeHTa obHapyXeHnsa owmnbkn 4O MOMEHTa 3aMeHbl HEMCNPaBHOrO KOMMOHEHTA
cuctema paboTtaeT C MOHMXKEHHbIM YPOBHEM U3ObITOYHOCTU, U OWMOKa, BO3HMKaKOLWAaa Ha
3TOM 3Tane, MOXeT UMETb KPUTUYECKME NOCNEeACTBUS.

Takon pexmnm yHKLMOHMPOBAHUS AaeT BO3MOXHOCTb 3/10YMbILLNIEHHMKAM MOMbI-
TaTbCA BbI3blBaTb OLWINOKM JOCTATOYMHO 4acTo Ans TOro, 4Tobbl CNPOBOLMPOBATL BO3HMK-
HoBeHME X0THa 6bl OQHON OLNOBKM B TAKOM KpUTUYECKOW hase, NpMBOASLLEN K (B KOHEYHOM
nTore) otkasy B 0GCNy>XMBaHWWN, KOTOPbLIN AOMkKHA Obina NnpeaoTBpaTtUTb peannu3oBaHHas
N36bITOYHOCTb.

Takum obpasom, cneumanuctbl NO OUEHKE AO0SMKHblI MpoaHanM3MpoBaTb TUM OLUU-
6oK, KOTOopble OOSMKHa NpeaoTBpawaTth M3bbITOYHAA PYHKUMOHANbHOCTb, U y6eanTbes,
YTO 3TN OWMOKM HE MOryT BO3HMKATb 4Yalle, YeM OXMAaeTCs 3N0oyMbllUNEeHHUKOM. B npo-
TMBHOM Clnyyae peanu3oBaHHast N3bbITOYHOCTb MOXET OKa3aTbCHA He B COCTOsiHUM obec-

NeYnTb OXNOaeMbli YpOBEHb 3aLLUTHI.
5.6 Buptyanusauusa
5.6.1 O6wme nonoxeHus

BupTyanusaums - 370 apXMTEKTYPHbIA NPUHLUWUM, KOTOPbIM 3MynupyeT ¢YHKLMO-
HaNbHOCTb peanbHOro UM rMNOTETUYECKOro YCTPOMCTBA, NpoLieccopa, CUCTEMbI U T. . Ha
APYroMm yCcTponcTBe. OTO NO3BOMSET OXuaaTb, YTO NporpaMmmHoe obecneyeHue, paspabo-
TaHHOEe paHee AN HEBUPTYanuM3MpoOBaHHOIO KOMMNOHEHTa, ByaeT BbINONHATLCA 6e3 nsme-
HEHUA Unn ¢ HeGONbLUMMU U3MEHEHUAMUN Ha YPOBHE, oGecneynBatoLLeM BUPTyanm3aLmtio,
nnu abctparmpoBaHme OT CIOXHON PYHKLNOHANBHOCTU pearnbHbIX KOMMOHEHTOB.

Takum obpasom, BupTyanuaaums no3sonseT obecneynTb obLWNn NporpaMmMHbIA NH-
Tepdenc Ha ABOMYHOM YPOBHE LaXe NpW MCMNOMb30BaHUW PasfuyHbIX NAatopMm unu
anemeHToB nnatgopmbl. MoaToMy BUpTYyanu3aums ABNAETCA OAHOM M3 KINOYEBbIX TEXHO-
Norvm, Korga nporpaMmma BO BpeMsi UCMOSNHEHNST A0SMKHA OblTb HE3aBUCMMOW OT pearnibHOM

nnaTtgopMsbl, HA KOTOPOW OHa BbINOJSTHAETCA.
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BupTyanusaums ycTpoMCTB pacnpocTpaHeHa Ans OUMCKOB, BUOEOYCTPOWCTB U OpY-
rMx yCTPOWCTB BBOAa-BbiBoAa. OHa NO3BOMSET MCMNONb30BaTb HEKOTOPbIE YNPOLLEHHbIE
nHTepdencol ons paboTbl C 3TUMU KOMMOHEHTaMK, OCTaBnAs ob6paboTKy 0cobGeHHOoCTEN
KOHKPETHbIX peasibHbIX YCTPOMNCTB YPOBHIO BUPTyanu3auuu.

BupTyanusaums npoueccopoB 1 nnatopM UCMONb3yeTcsl cerogHs, 4Tobbl No3Bo-
NUTb HECKOJBbKNM «BUPTYaribHbIM MawwmnHaMm» pabotaTb Ha ogHon nnaTtdgopme. Takas ap-
XUTeKTypa npegoctaenseT 6onee cTporoe pasgeneHve, 4em To, KOTopoe obecnevvBaeT-
CA pasgeneHvMeM npoLeccoB U agpecHOro NpoCTpaHCTBa B OonepauuoHHbIX cuctemax ob-
ero HasHavyeHus. OHa Takke NO3BONSAET TakKMM OnepaLMOHHbIM CUCTEMAM BbIMNOSHATLCS
Ha HoBoW nnatdgopme 6e3 HeoBXoAUMOCTM UCMONb30BaHMS HOBbIX UM MOAMAULMPOBAH-
HbIX DYHKLMOHASTbHbLIX BO3MOXHOCTEN, NpefocTaBnsemMble 3ToN nnatgopmon (npu ycro-
BMW, YTO YPOBEHb BUpTyanu3auun aMynupyeT Bepcuio NnatdopMbl, NOAAEPKUBAEMYHO
onepaunoHHOM CUCTEMOWN).

BupTyanusaums Takke no3BonsieT NOfb30BaTeNto Ha YpoOBHE BUpPTyanu3auum Mo-
AenupoBaTtb 60oMblIe KOMMNOHEHTOB, YeM OCTYMHO B peanbHon cucteme. OgHum ns nep-
BbIX MPUMNOXEHUA BUpPTyanu3auumn Obina peanusaumsi BUPTyaribHONW NamMsiTW, NO3BONSAIO-
Wwas npunoXeHnam ucnonb3oBaTb Gonblue onepaTUBHOM NamATW, YeM NpenocTaBrieHo

peanbHOW CUCTEMON.
5.6.2 NpuHUMNbI onpeaeneHna BUpTyanusauum

BupTyanusaums - 370 MeToA, KOTOpbIn obecneynBaeT ypoBeHb abCcTpakumm, KOTO-
pbii MOXET ObiTb «BCTaBNEH» MexXAy ABYMS CyLLECTBYHOLMMU YPOBHSAMMK, No3Bonss 60-
nee BbICOKOMY YPOBHIO pabotatb 6€3 N3MeHeHU UNn ¢ He3HaAYUTENbHBIMU U3MEHEHUAMM
Ha HWKHEM ypoBHE. YPOBEHb BMpPTyanuaauumn 4acto abecrparmpyercsa OT CBOMCTB HUMXKHErO
YPOBHS, YTO NO3BOJSISIET YNPOCTUTb BEPXHUM YpOBEHb. BupTyanusaums Takke 4yacto ucC-
nonb3yeTca Ans onpeaenieHnst HECKONbKUX «BUPTYarbHbIX MalUMH» UM «BUPTYanbHbIX
pecypcoB/yCTPOMUCTB» U COMOCTaBIIEHUS UX C OOQHOW pearnbHOW MaLlWHOW UKW OOHUM pe-

cypcom/ yCTPOMUCTBOM.

5.6.3 Monutnkn 6e3onacHOCTN, KOTOpble MOryT ObiTb peanu3oBaHbl C NOMO-

Wb BUPTyanu3aumm

C To4kmM 3peHnA GesonacHocTn BMUpTyanm3auna — 310, npexne Bcero, MexaHu3wm,
No3BONAIOLLMIN OCyLWleCTBNATbL pasfeneHune, AOMONHUTENbHbLIN KOHTPOJ1b AO0CTyna u npo-

3payHylo peann3audunio OONOJTHUTESbHbIX (byHKLI,VIVI ©e30MacHOCTM, TakMX Kak CJ'Iy>K6bI

19



rocTt -

(npoekm, okoHYameribHasi pedaKyusi)

wndgpoBaHua. MNMoaTomy B 6ONbLUIMHCTBE CNyyYyaeB BUpTyanua3auus peanu3yeTcs Kak ypo-
BEHb (MMM YacTb YPOBHS), KOTOPLIN paboTaeT Mexay UCNoNHAeMon nporpaMmmon n 6aso-
BOM NnaTgopmoNn, KoTopbl npeobpasyeT 3anpochbl NPUNOXEHUS PECYPCOB BUMPTYyarbHON
nnaTtgopMbl B 3anpoCkl pecypcoB peanbHOW nNnaTtgopMsl.

C TouYkM 3peHusa 6e3onacHOCTU BUPTYyanusaumns - 3T0 apXMTEKTYPHbIA NPUHLMM, KO-
TOPbIN MOXET ObITb UCMONb30BaH ANA peanu3aumm psiga pasfnuyHbiX QYyHKUMA 1 Mexa-
HU3MOB ©e30nMacHOCTM CNOCOBOM, MOHATHBIM ANs NPUIIOXKEHWUS, BbIMOSHAKOLLErocs Ha
ypoOBHe BUpTyanu3auuun. PasgeneHve pasnuyHbiX NpUNoXeHUn asnsetcsa Hambonee ove-
BMOHBIM, HO Ha YPOBHE BUPTyanu3auuMm MOryT ObiTb TakkKe peannsoBaHbl KOHTPOSb A0-
cTyna, Npo3payHoe WndpoBaHme, N3bbITOYHOCTb, PYHKLMM ayamTa 6e3o0nacHOCTH, a Tak-
Xe ayTeHTU(MKaums BHELWHUX OOBEKTOB. YPOBHM BUPTyanusaumm Takke MOryT npepo-
CTaBNATb «Knaccudeckue» (pyHkuumn 6e3onacHoCcTn, TakMe Kak ayTeHTuukaums nonb3o-

BaTenien, KOHTPOmb A0CTyNna n ayauT.
5.6.4 Npumepsbl

BupTyanusaumsa ycTpoucTB, Hanpumep, MO3BOMSEeT MWMUTUPOBATb HECKOSIbKO
YCTPOWCTB, KOTOpble B AENUCTBUTENBHOCTU COOTBETCTBYIOT OAHOMY YCTPOMWCTBY, U, Takum
o6pa3om, NO3BONSET COBMECTHO MCMOSMb30BaTb Takoe YCTPOMCTBO ynpasnsembiM obpa-
30M. OOWH HaCTOSALIMIN XECTKUN OAUCK MOXET, Harnpumep, UCNosib3oBaTbCa ANS peanusa-
UMM HECKONbKUX BUPTYamnbHbIX XECTKUX OMCKOB, NO3BOSIAS MOMNb30BaTENt0 Takoro BUPTY-
anbHOrO XeCTKOro AncKa MMeTb MOSHbIA KOHTPOSb Ha4 STUM BUPTYarbHbIM YCTPOUCTBOM,
He BMelIMBasiCb B paboTy ApyrMx BUPTYyaribHbIX XECTKMX OUCKOB, peanim3oBaHHbIX Ha
3TOM Xe Pn3n4eckomMm gucke.

BupTyanbHasa namaTb NO3BOMSET NPUIOXEHUIO paboTaTb Tak, kak ecniv 6bl emy 6bin
BblaeneH 6onblon doparMeHT peanbHOM NamMaTh, oparMeHT, KOTOPbIA MOXET ObITb Jaxe
Gonblle, Yem peanbHas NamaTb, OOCTYyNHas B 6Ga3oBoOW cucTeme. YpPOBEHb BMpTyanusa-
UMM B 3TOM Clyyae MCMNosib3yeT pe3epBHOE XPaHWUIULLE Ha XECTKUX AUCKaX UM gpyrom
YCTPOWCTBE XpaHeHUs1, 3aeNCTBOBAaHHOM B Ka4yeCTBe pe3epBHOro XpaHunuuia, n Ucnosib-
3yeT cTpaTeruio NoAKayky, YTobbl 9TM YacTu BUPTyanbHOW NamaTy NoagepXuBanuch pe-
anbHOM NaMATbIO, KOTOPYHO MPUMOXEeHMEe UCMNOSb3YeT B HACTOsILLEe BPEMS.

[Mpymepom Mcnonb3oBaHUA BUpPTyanusauuu onsg aMynsauuMmM Bcen nnatgopmbl Mo-
XeT cnyxuTb [unepsmsop. Takaa TeXHOMOrMs No3BonsieT NporpaMMHOMY obecneyeHuto,
HanMcaHHOMY A11s 3TON NNaTtgopMbl, BbINOMHATLCS Ha YPOBHE BUpTyanu3aumm 6e3 name-

HEHUA WNU C HEeKOTOPbIMAU NPOCTbIMU U3MEHEHUAMU AOnAd ajantauun K amynmpyeMOVl
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nnatcpopme. Mnatopma, Ha KOTOPOW pasBepHYT rMnepBmn3op, MoXeT OblTb NOEHTUYHON
NN OYeHb MOXOoXen Ha nnatdopmy, KoTopas aMynupyeTcs (camoBupTyanusaumsi), a Mo-

XeT 1 NOMHOCTbLI0 OTNMYaTbCs (KpoccnnaTopMeHHas BUpTyanusaums).
5.6.5 3amMeuyaHuMa No oLeHKe YPOBHA BUpTyanusauuu

B 3aBMCMMOCTU OT CBOEro HasHadeHusi ypoOBEHb BMPTyanusauum MoxeT peanuso-
BbiBaTb psa (OyHKUMIA 1 cBOMUCTB Be3onacHocTn. Ecnv HeCckonbKo pecypcoB comnocTaBre-
Hbl C OOHUM €OWHCTBEHHbIM, pasgerneHne BUMpTyarbHbIX PeCypCcoB ApYr OT Apyra umeer
KpUTUYECKOEe 3Ha4YeHMe, N NMPUMEHSIOTCA Te e acnekTbl, YTO U ANS pasgeneHns Ha JoMe-
Hbl.

B 6GonblUMHCTBE CnyyYyaeB YpOBEHb BUPTyanu3auuMum Takke peanu3yeT yHKLUUIo
aMynauMn, KOTopasi ConocTaBnseT BUPTyalibHble pPecypchbl C pearnbHbiMU. Hanpumep, ru-
nepBM3opy HeobxoauMMO COMOCTaBUTb BUPTYyaribHble MPOLIECCOPbl C pearibHbIMWU, BUPTY-
arnbHyl NaMATb C peanbHOW U BUPTYyarnbHble YCTPONCTBA C pearibHbIMW U rapaHTMpoBaThb,
YTO pasfnn4yHble BUPTYyasnbHble MalWHbl OTAENEHbl APYr OT Apyra (3a UCKNIOYEHNEM SIBHO-
ro paspeLLeHHOro COBMECTHOro MCnosib3oBaHus pecypcoB). Takum obpasom, runepsusop
OYeHb MOXOX Ha OnepauMOHHYK CUCTEMY, KOoTopas oTaenseT afpecHble NpPOCTpaHCTBa
apyr ot gpyra. [1oaToMy OuUeHKa runepBM3opa OYEeHb MOX0Xa Ha OUEHKY onepalyoHHOW
CUCTEMbI B OTHOLLEHUN CBOWCTB COOCTBEHHOWM 3alUMTbl U OTAENEHUSA PasfnyHbIX BUPTY-
anbHbIX MaLIWH Apyr OT gpyra.

Tem He MeHee, cywlecTByeT OANH acnekT, cneunduyHbIn Ans rmnepBu3opoB, KOTO-
pbiM YacTo npeHebperatoT: HeobxoauMo ybeanTbCsl, YTO Ha BUPTyanbHOW MallUHE He
Npou3oaeT MOBbILLEHUS NPUBUIErIA, ecnn nporpaMmmHoe obecneyeHue, BbiNoSHAEMOe
Ha 6a3e BMpTyanbHOM MalluHbl ByaeT paboTaTb HEMOCPEACTBEHHO Ha peanbHOM 00opy-
AoBaHMK. Takoe NoBbIEHNE NPUBUIETMI MOXET NPOU3ONTN, €CNM SMYNMPYyEMbIE pecyp-

Cbl HE UMEKT TOYHO TaKnX e CBOI7ICTB, KaK pearibHble.
6 NMpuHUMNBbI NPOEKTUPOBaHUA

6.1 BBepgeHue

B aTom pasgene npeacTtaBneH CiMcoK NPUHLMIMOB NPOEKTUPOBAHMS, KOTOPbIE MOryT
OblTb MCMONb30BaHbl BMECTE C MPUHLUMMNAMW NOCTPOEHUS apXMTEKTYpbl, ONMCaHHLIMU B
npegblaywem pasgene, ons npoekTMpoBaHWUs CUCTEM, NPOAYKTOB UNN NpuroxeHun. Mx

ncnonb3oBaHMe nomoraeT yaoCctoBepUTbCA, YTO MPOAYKTbl, CUCTEMbI UMK NPUNOXEHUA,
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peanu3oBaHHblE C WCMNOMb30BaHMEM COOTBETCTBYHOLEN KOMOMHAUUM 3TUX NPUHLMMNOB
NpoeKkTMpoBaHus, obecneymBaloT BbINOMIHEHNE 3asiBIIEHHbIX CBOWCTB 6Ge30nacHOCTM U
CNocobHbl NPOTUBOCTOATL atakaM. HekoTopble U3 3TUX NPUHLMUMOB NPOEKTUPOBAHNA TeC-
HO CBSiI3aHbl C KOHKPETHbIMW CBOMCTBamMM 6e30NacHOCTM, B TO BpeMs Kak Apyrne MoryT
NPUMEHATBCS B UenoM. [1na Kaxaoro anemMeHTa Cnucka B COOTBETCTBYHOLLEM pasfgerne
OMNNCaHO, CBA3aH N NPUHUMM MPOEKTUPOBAHMSA C KOHKPETHbIMU CBOMCTBaMM Ge3onacHo-
CTW, YTO MO3BOMSET BbiOpaTb COOTBETCTBYHOLLNE MPUHLMMNBI NPOEKTUPOBAHUSA B OTHOLLE-
HUWN CBONCTB 6€30NacHOCTM, KOTOPbIM NPOAYKT, CUCTEMA UMW MPUMOXKEHNE OOSMKHbI YA0-

BIETBOPATb.

6.2 CnNMCcoOK NpPMHLMNOB NPOEKTUpPOBaHUA Ans obecnevyeHus 6esonacHo-

CcTU
6.2.1 NMpUHUMN HaMMEeHbLUMX NPUBUNETUNA

MpVHUMN HAaUMEHbBLUMX MPUBUIEMUMA — 3TO MPUHLUMN Ha3Ha4YeHWs Nonb3oBaTento,
MPUINOXEHWIO UM KOMMOHEHTY CUCTEMbI TOMbKO TE€X MPUBUIENMIA, KOTOPblE HEOBXOAMMBI
ANS BbINONHEHUSI NOCTABMNEHHOW neped HUMK 3agayn. MpuMeHeHne 3Toro nNpuHUMNa Tpe-
OyeT Hanuyma Habopa NpMBMNErMI, KOTOPbIE MOTYT ObITb Ha3HaYeHbl OObeKTaM (cTaTnde-
CKAM U OUHAMUYECKUM), AN OrPaHUYEHNs AOCTyna oObEeKTOB K AaHHBbIM UK OyHKLM-

AM.

6.2.1.1 OnucaHue NpMHUMNA HaMMEHbLIUX NPUBUIIErMA

MpMHLUMN HaMMeHbLINX NpuBuNernin TpebyeT, YToObl NoNb3oBaTENsIM, NPUNOXKEHN-
M UM CUCTEMHBIM KOMMOHEHTaM 6bin HasHayeH Habop NpuMBUMErUiA, KOTOPbIA HE MOXET
OblTb paclwmpeH 6e3 ABHbIX KOHTPONMPYEMbIX agMUHUCTPATUBHbLIX OEWACTBUMMA UMK C MO-
MOLLbIO YeTKO onpeaeneHHOn U KOHTPONUpyemMoun NonnTukN. ABTOMAaTMYeCcKoe HasHade-
HWe NpuBUNErMn MoxeT ObITb NONE3HbIM, KOrga NPUBUMErMU, B KOTOPbIX HY>KOAeTCs CyLLU-
HOCTb, MOTyT ObITb OnNpeaesieHbl C NOMOLbI0 YETKO CHOPMYNIMPOBAHHOM MOMNMTUKMA Ha OC-

HOBE COCTOAHUA CUCTEMbI UMK NpOoAYKTa.

6.2.1.2 CBoncTBa 6e3o0nacHOCTU, NnoaaepXKuBaemMblie NPUHLUUMOM HaMMEHbLUUX
npuBuUnerun

Hannune ToyHOW geTanusaumy nNpuBUNEruim, KOTopble MOryT OblTb Ha3HAYeHbl WH-
AnBMayarnbHbIM NONb30BaTENAM, NPUMOXKEHUSIM NN KOMNOHEHTaM, iBNAeTCcA Heobxoau-

MbIM ycClioBnemMm Onsa Ucnosib3oBaHuUA npuHUMNna HanMeHbLUnX I'Ipl/lBI/IJ'IGFI/II?I. Takon Ha6op
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NpuBUNErMi 3ateM MOXET MCMNOMb30BaTbCH AN AEeTanM3MpOBaHHbIX agMUHUCTPATUBHbBIX
ponen, rae Kaxabld TMN agMUHUCTPATUBHOIO AENCTBUSA OTHOCUTCS K BblAENEHHOW NpUBK-
neruu, kKotopasa MoxeT BbITb Ha3Ha4YeHa Nosib3oBaTENsIM.

Kpome Toro, ana npunoXeHUn npuMeHeHue npuHuUuna HamMeHbLUMX NPUBUMErnii
MOXEeT NoBblCUTb 6e3onacHoCTb. OrpaHnyeHne ocTyna NPUNOXKEHUN TONbKO K HEOOXo-
AnmbIM barinam u ceTeBbiM cryxbam NpensaTcTByeT ToMmy, YTOObl AeekT nnn BpegoHoc-
HbI KoL, BHEAPEHHbIA B NPUMOXEHWE, MOMN NONYyYnTb AOCTYN, NOBpeauTb Apyrue dan-
nbl X UCNONb30BaTb CMYXObl, HE pa3peLUeHHble ANs NPUNOXeHUs. DTO, KOHEYHO, Tpe-
OyeT, 4TOOLI MpuUnoXxeHne BbINO OTAENEHO OT APYrMx NPUNOXeHun (Hanpumep, Kak oT-
AenbHble NPOLEeCChl) U YTOObI OHO BLINOMHANOCH B Cpeae, KoTopas No3BONSET Ha3HavaTb
nHOuBMAYanbHblE NpaBa NPUNOXKEHUIO (Hanpumep, YTobbl NPUNOXEHMNE BbINOMHANOCH C
BblAEeNeHHbIM NAEHTUDOUKATOPOM, KOTOPOMY MOryT BbITb HA3HAYEHbI CBOW NPUBUIETUN).

OrpaHudeHne Habopa npuBMNernin 4O MUHUMAaNbHOIO YPOBHSA TpebyeT obHapyxe-
HMA owmMBOK, a TaKkke CUTyaunin, Koraa HeJOBEPEHHbIE NOSb30BaTENW NN HEJOBEPEHHbIN
KoA mony4yaroT AOCTYN K pecypcam, K KOTOpbIM 3Ta CyLLHOCTb HEe umeeT goctyna. [Noatomy,
3almnTa KpUTMYECKN BaXKHbIX PECYPCOB, a TakkKe paHHee OBHapyXeHue ownboK nunu Kpu-
TMYECKOro NoBeAEHNS ABNAOTCA BaXKHbIMW CBOMCTBaMM 6€30MnacHOCTU, KOTopble noaaep-

XnBakTCAd NpUMEeHeHneM npuHumnna HamnMmeHbLLnX I'IpVIBI/IJ'IGFI/II?].

6.2.1.3 AcnekTbl/3aBUCMMOCTU, KOTOpbleé HEeOOGXOoAUMMO YyuYuUTbIBaTb MpPU UC-
Nnonb30BaHUM NPUHLMNA HAaUMEHbLIUX NPUBUIIErMn

CyuiecTByeT KOMNPOMUCC MeXAY CTerneHblo AeTanu3auuv npuBuUMernini U CRoXHO-
CTbi0 ynpaBneHus nmun. Hebonbwon Habop npuBunernn moxet notpeboBaTb npegocta-
BUTb CYLLUHOCTWN GOnbLUe BO3MOXHOCTEN, YEM HEOBXO0ANMO ANA BbINOSHEHUNA eé 3agaun. B
KpaHeM cnyyae, Korga BcCe agMUHUCTPATMBHbIE MpuBUnern obbeanHeHbl B OAHY
(Hanpumep, ecnn ecTb TOSbKO Cynepnorib3oBaTenb), €ANHCTBEHHbLIM BapuaHT AN CyLHO-
CTW, KOTOPON HEOBXOAUMO BbINOSTHUTL Kakoe-nubo aenctene Nno agMMHUCTPUPOBAHMUIO, —
3TO Ha3HaYUTb 3TY CaMylO «CyneprpuBUNETNIO».

Bonbwon Habop NpuBUNErMin MOXeT CHU3UTb 3TOT PUCK, HO OObIMHO Takon Habop
3Ha4YUTENbHO YBENUYMBAET CIIOXHOCTb yrpasneHua npusunernamu. Mogernbs npusunerum
MOXET CTaTb HACTOSbKO CMOXHOW, YTo ByaeT TpyaHO OBHapyXuTb BO3MOXHOCTU MO MO-
BbILUEHNIO MPUBUMErMA, T.e. Korga onpeaeneHHbli Habop npuBUNErnn, HasHaYeHHbIX
CYLLIHOCTW, NO3BONSAET 3TOWN CYLIHOCTU NOMYYUTb NPUBUIETNIO, HE Ha3HaYeHHY0 en, B 06-

Xo4 cpencTB ynpaBrieHUA.
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CyLLeCcTBYIOT apXUTEKTYPHbIE MPUHLMIbI, KOTOPbIE MOTYT MOMOYb B CO34aHUN AeTa-
NN3MPOBaHHbIX MoAenen NPUBUNETNIA, KOTOPbIMU TaKXKe HE CIMLLKOM CMOXHO YyNpaBnsTb.
MHkancynaums o6bekToB MOXET MCNONb30BaTbCA Kak MeTon ob6beanHeHUs nNpuBUiernn,
CBSI3aHHbIX C onepauMsaMn Hag 06bEKTOM, C caMMM OBBEKTOM, a Takke Ans onpeaeneHns
METOLOB yNpaBfeHuUs 3TUMU NPUBUIErMAMM Kak YacTb MHKaNcynaumm. OTOT METOA MNo3-
BONSAET UCNONb30BaTb HABOPbI MTMOKNX, pacLUMPSEMbIX U AeTann3npoBaHHbIX NPUBUNErUN,
KOTOpbl€ OrpaHUYEeHHbIX A4J151 KOHKPETHbIX OO BbEKTOB, KOTOPbIE HA3HAYaKTCH N yNPaBnsAoT-

CS1 C MOMOLLIbIO OObEKTA.

6.2.1.4 NMpumepsbl

Mpumepammn NPUMEHEHNS NPUHLUMNA HAUMEHBLUNX NPUBUNETNNIN SBAAIOTCA:

- OrpaHu4eHue OocTyna K CeTEBbIM CEpBUCaM TOMbKO TeMU, KOTOpble Heobxoau-
Mbl AN paboTbl CUCTEMBI UNU NPUNOXKEHUS;

— OrpaHudeHwe OocTyna rnonb3oBaTensd Unu rnpurnoxeHust K gannam TosbKo Te-
MUK, KOTOpble HeobGxoaumbl Ana paboTbl, W OrpaHMYEeHWE pexuMMoB AocTyna (4Te-
HWe/3anncb/BbINONHEHME) TONBKO OAHMM HEOOXOAMMBIM;

— CBs3blBaHWE OTAENbHbIX onepaunn agMUHUCTPUPOBAHUS C NPUBUNETUSMU Y
HasHa4yeHne 3TUX NPUBUIENNMN aaMUHUCTPATMBHbBIM MOSb30BATENSAM B OTHOLIEHUWN adMU-
HUCTPATMBHbIX 3aa4y, KOTOPbIE€ OHU AOJTKHbI BbINOMHATD;

-  BPEMEHHOE NULLIEHNEe NPUBUMIENNNA NPU BbINOSIHEHUN HEHAAEXHOIo UMK NOTEeH-
LManbLHO onacHoOro Koaa;

—  MonyyeHue npuMBuUMernn NCXoas U3 COCTOSHUS CUCTEMbI UMW NPOAYKTa N aBTO-
MaTU4YeCKOe HasHayYeHue NPpUBUIIENNMIN Ha OCHOBE YETKO onpeaeneHHOW MNOSIMTUKN OpraHu-

3aumu paboyero npotecca.

6.2.1.5 3amMe4yaHusi No oueHKe NpUBUIErnn

Mopgenun HaszHayeHus NpUBUNErMn MOryT CTaTb OYEHb CIOXHLIMU NPU YBENUYEHUN
Konu4yecTBa M CTeneHn getanuaauuun npusmnernin. Xota 60MbLLIOE KONMMYECTBO NpuUBUIIe-
T MOXET MO3BOSIUTb OFPaHMYUTb CYLIHOCTb TOMBbKO TEMW, YTO el HeobxoauMMbl AN Bbl-
NMONHEHNs CBOEW 3afdayu, ynpasrneHve O0onblMMM U CROXHbIMKM Habopamu NpuBUNErnn
TaKKe 4acTo CTAHOBUTCH OYEHb CIOXHbIM. B Takmx CroXHbIX MOOEnsiX BO3MOXHO MOBbI-
LEeHMe NpUBUIIErMIA B CryYasX, KOrga CyLWHOCTb MOXET UCNosib3oBaTb HAabop Has3HayeH-
HbIX en NpuBUNerun Ang nonyyYyeHna OQHON UMM HECKOMbKUX AOMNONMHUTENbHbIX, HE Ha3Ha-
YEeHHbIX e agMUHUCTPaATOPOM WUIU MOMUTUKON cucTeMbl. [pocTon npumep - Nonb3oBa-

Tenb, NONyYMBLIMIA NpaBo cbpackiBaTb Naponu Apyrnx nonb3oBaTenen (Kak cBoero poga
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dyHKUMA cnyxbbl noaaepxkn). Ecnn Takon nonb3oBaTenb MOXeT COPOCUTbL Naposb ApY-
roro nNofnb3oBaTens ¢ AOMOMHUTENBbHbIMU NPUBUIEMMAMKN, OH MOXET BblgaTb cebs 3a aToro
nonb3oBaTens u, Takum obpasom, UCNonbL30BaTb NPUBUMETMM 3TOFO NOMb30BaTENS.

[MoBbIWEHWE nNpuBUIIErMiA He Bcerga Tak MpoCTO M OYEeBUAHO, Kak B npumepe C
dyHKUnen cnyxbbl nogaepXkkn. ATakm MOBbILWEHUS NPUBUIETMA MOTYT UMETb AOBOSIbHO
CMNOXHble M HeodeBMaHble NyTK aTakn. CnegoBaTtenbHO, ANs OLEHKM HeobxogMmo BOC-
CTaHOBUTb CTPYKTYpPY NPUBMUMErMiA B CUCTEME U CNOCOObI yNpaBneHnsa umu, a Takke onpe-
AEeNUTb CNocobbl NOBbILLEHUS MPUBUIETNMI, OT KOTOPbIX CUCTEMA WM NPOAYKT AOSMKHbI
ObITb 3aLmLeHbl. BaXXHO OTMETUTL, YTO MHOTME MOMUTUKN YNPaBeHUs NPUBUNETNAMUN HE
npegHasHayeHbl AN 3anpeta BCeX MeTodoB MNOBbIWEHUA npuBunernn. Bmecto aToro,
CYLLHOCTW C onpefeneHHbIMU NpUBUMIErMsSMn mnu Habopamu nNpuBUNErni SOMKHbI ObITh
AOBEPEHHbIMU, YTOObI HE 3roynoTpebnsaTb UMK, [na OLeHKN BaXXHO onpeaenuTb nNpuBu-
nervu, Kotopble TpebytoT 6e3yCnoBHOro AOBEPUS K CYLLHOCTSM, U nNnbo ybeanTbes, YTo
3TO 3al0OKYMEHTMPOBAHO Kak AonylleHue (B criyvyae, ecrn CyLHOCTb SBNSETCH BHELUHEN
MO OTHOLLIEHMIO K CUCTEME MUNK NPoayKTy), NMbo 4To 310 6e3ycnoBHoOe AoBepue NpUHMMa-
€TCH BO BHMMaHME Mpu OUEHKe, eCnNUn CYLHOCTb SIBMSIETCA BHYTPEHHEN MO OTHOLUEHUIO K
cUCTEME NN NMPOAYKTY.

B kOHEYHOM uTOre oueHka OOoSKHa nokasaTb, YTO, MO0 NOBbILEHWE NPUBUNETNIA
HEBO3MOXHO, NIMOO BO3MOXHO TOSbKO AS1S1 JOBEPEHHbIX CYLLLHOCTEN (KOTOpble, Kak npea-

nonaraeTcs UnNn 4EMOHCTPUPYETCS, He 3N0ynoTpebnaioT CBOUMU NPUBUNETNSMN).
6.2.2 MMHUMM3aLmusa NOBEPXHOCTU aTaKku

6.2.2.1 O6wue nonoxeHus

[MoBEPXHOCTb aTakM CUCTEMbI UIM NPUITOXEHUSA XapakTepusyeTcsa Habopom MHTep-
dencos/cnyxb, KoTopble MOryT 6bITb MCMOMNBL30BaHbl HEAOBEPEHHBIMU U NOTEHUMANbHO
ONacHbIMK CYLLHOCTAMM ANs 3anycka atakn. CBegeHne K MMHUMYMY 3TOro Habopa BaXXHO

AOnaA CHXEeHnA BEPOATHOCTU yCNEeLHOro 3anycka aTtaku.

6.2.2.2 OnucaHue npuMHUMNa MUMHMMU3aLUN MOBEPXHOCTU aTakun

Pa3paboTumkn CKNOHHbLI Nonaratb, YTO BOMbLIOE KONMYECTBO UHTEPENCOB Npeao-
cTaBnsieT 6onblie rmbkocTn 1 ato xopoLo. C ApYror CTOPOHLI, 3NOYMbILLNIEHHNKaM Hpa-
BUTCA GonbLUOe KONMMYECTBO MHTEPMENCOB, KOTOPbIE OHWM MOTYT MCNOMb30BaTb AS1A MO-
TeHUManbHOW aTaku, MOCKOSMbKY 3TO yBerMyMBaeT BEPOATHOCTb HaWTU UHTepdenc, npum-
rogHbi 4ns ataku. MNoatomy, no coobpakeHnam 6e30nacHOCTH, Nyylle MUHUMU3MPOBATb

KONM4eCTBO MHTEP(ENCoB, K KOTOPbIM MOTEHLMANbHbINA 3M0YMbILUNEHHUK MOXET NONy4nTb
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AO0CTYN, YMEHbLNTb CIOXHOCTb 3TUX MHTEP(ENCOB U 3aLLUNTUTL UX UCMONb3OBaHWE AN
CBOEBPEMEHHOrO0 OBHapyXeHns noTeHunanbHbIX 3n0ynoTpebneHnin unm nonbITOK aTaku.
Takon nopxop TpebyeT aHanu3a TOro, Kakne UHTepdencol ABASITCS YacTbio NOBEPXHO-
CTW aTaku, Kakoro Turna 3noyMbILUNEHHUKN MOTYT 3KCMyaTMpoBaTh 3TU MHTEpPMenchl 1 Ka-
KMe HaBblKM U MOTUBALMIO MOTYT UMETb 3TW 3MOYMbILWMEHHWKX. Opyrumn cnosamu, Heob-
XOOMMO MPOBECTU aHanu3 PUCKOB ANA MHTepP(encoB, AOCTYMHbIX NOTEHUMaribHOMY 3510-
YMBbILUMEHHWKY, W, BNOCNEACTBMX, ONpeaenuTb Heobxoammble OyHKUMWU 3awnTbl ANs Uc-
nosib3oBaHUsA 3TUX UHTepdencoB. Korga Bce caenaHo NpaBuibHO, BKIKOYUTL MHTEpPdEnc
B MOBEPXHOCTb aTaku, sBnsetca 6onee 3aTtpaTHbIM NO CPaBHEHUIO C NMPOBEAEHMEM aHa-
nmsa v 3aWmTbl MEXaHU3Ma, BbIMOMHAEMbIMU B pe3yrnbTaTte aHanuvsa pucka, u, noatomy,

YMEHbLUEHNE NMOBEPXHOCTU aTaku obecneunBaeT Takke 3KOHOMUYECKME npenmyLliecTBa.

6.2.2.3 CBoncTtBa 6e3onacHoOCTU, noaaepXxuBaemMble NMPUHLUUNOM MUHUMMU3A-
UMM NOBEPXHOCTU aTaku

MuHMMH3aumna NOBEPXHOCTN aTaku NOAAEPXKUBaAET CBOMCTBO 6e3onacHoOCTN — cob-
CTBEHHYI0 3awmTy. Hebonbluas NOBEPXHOCTb aTakm NO3BonisieT NpoBoauTb Gonee Tuwa-
TEeNbHY OLUEHKY AedeKTOB U NOTEeHUWarnbHbIX aTak, TEM CaMbiM CHUXast PUCK NOSIBNEHNS
Hepacno3HaHHbIX YSA3BUMOCTEMN, KOTOPblE 3MO0YMbILWSIEHHUK MOXET WCMNofb30BaTbh Kak
4YacTb CBOEW aTakn. B 4aCTHOCTM, MOXHO 3HAYUTENBbHO COKPaTUTb AedEKTbl, CBSA3aHHbIE C
NMOBEPXHOCTbIO aTakn, TakMe Kak HEKOPPEKTHasi My HENOSTHas NpoBepKa napameTpoB.

UTOoObl YMEHLLWNTL pa3mMep NOBEPXHOCTU aTaku, HeobBXoAUMMO npoaHanu3npoBaTb
yHKUUKN, peanu3oBaHHble B KOMMOHEHTaX NPOAYKTa UMM CUCTEMbI, KOTOpblE ABMSOTCA
KPUTUYHBbIMK ANna 6e30nMacHOCTU, KOTopble Takke MOryT ObiTb peanv3oBaHbl BHE KPUTUY-
HbIX KOMMOHEHTOB. Hanpumep, korga ons goctyna K o6bekTy TpebyroTcst CnoXHble yHK-
uun npeobpasoBaHna 4N TOro, YTobbl 06BLEKT Obl naeHTUUUMPOBaH (Hanpumep, Mno-
TOMy 4TO TpebyeTca noaaepKaTb HECKOMBKO NyTEN, BEAYyLNX K 0ObEKTY),

6.2.2.4 AcnekTbl/3aBUCMMOCTU, KOTOpble HEOOGXOAMMO YyuYUTbIBaTb MpPU UC-
NoNb30BaHMU NPUHLMNA MUHMMU3ALIMN MOBEPXHOCTU aTaku

YMeHbLUeHE KonnyecTBa MHTEPEENCOB Ha NOBEPXHOCTN aTaku - 3TO OA4MH acnekT,
CHWXXEHWEe CIOXHOCTU 3TUX MHTepdencos - apyron. Oba acnekrta Heo6xoaNUMO yunTbIBaTb
ANS MUHUMU3aLMM MOBEPXHOCTM aTaku.

MeToa, KOTOpbIM Takke MOXHO UCNONb30BaTb AMs YMEHbLUEHMS pa3Mepa noBepx-
HOCTW aTakW, 3aKnyaeTca B [eakTuBaumm MHTEpPdENcoB, KOTopble He TpebykTca Ans
KOHKPETHOro aKk3eMnnsipa NpoayKTa uinn st KOHKPETHOM cuctemsl. [1oaTomy paspaboTum-

KM npoAayKTa OO0JMKHbI NpeayCcMOoTpeTb cnoco6, no3BonsaLWMIA caenartb I/IHTGpCbGIZCbI Bpe-
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MEHHO WNN NOCTOSIHHO HEeAOCTYNHbIMU ANSA onpeaeneHHon KoHduUrypaumm npoaykra, Tem
caMbiM NO3BOSAS NOMb30BaTENAM MPOAYKTAa MUHMMMU3MPOBATL MOBEPXHOCTb aTaku B CO-

OTBETCTBMM C UX KCMyaTauNOHHbIMW NOTPEOHOCTAMMN.
6.2.2.5 MNpumepsbl
lpumep 1: Cemeesbie uHmepghelcni

CyuwiecTtByeT ABa nNpoOCTbIX METOAA MUHUMU3ALUKN MOBEPXHOCTU aTaku Af1s CeTeBbIX
NHTEePJdENCOB:

—  YMEHbLUEHNe KONMYecTBa OTKPbITbIX CETEBbLIX MOPTOB A0 MUHUMAasbHOro, Heob-
xoaumoro gns paboThl;

- TYHHENUPOBaHWE Kak MOXHO ©GonbLlero Yncna oTKpbITbIX MOPTOB C MUCMOMb30-
BaHWeM KpunTorpaunyecknx NpoTokonoB, Takmx Kak IPSec nnu TLS.

MepBbI acnekT ymeHbluaeT obliee KONMYecTBO CeTEBbIX WUHTepdencoB, BTOPOM
orpaHu4MBaeT Habop BO3MOXHbIX 3MTIOYMbILLMEHHUKOB TEMW, KTO BrageeT Knyamu ns

YyCTaHOBMEHNA 3alnPOBaHHOIO COeANHEHNS.
TMpumep 2: Uhmepaghelicbl onepayuoHHOU cucmembl

OnepaunoHHas cuctema obLwero HasHayeHuss OObIMHO npegnaraeT pasfnuyHble
Habopbl MHTEPdENCOB, KOTOPbIE BKMOYAOT CUCTEMHbIE Bbl30Bbl, CETEBbIE MHTEP(ENCHI,
NpUBUIIErMPOBaHHbIE MPOrpamMMbl, a Takke UHTepdenchbl KOHpUrypaumm n ynpasneHus.
Hepepnko Bo3HuKaloT cnegyowme npobnemsi:

- OonepauvoHHas cuctema npegnaraeTt pasHble CUCTEMHbIE BbI30Bbl ANl OYEHb
NOXOXNX PYHKLMI (4acTo, YTOObI HE HapyLaTb COBMECTUMOCTb CO CTapbiMU BEPCUAMM);

- OonepauuvoHHas cuctema npegnaraeT nNpUBUIErMpOBaHHbIE MporpaMmmbl Anis
dYyHKUUIA, KOTOpble He TpebylT npuBuUnerMn unu korga Habop nNpuBMNErnin NporpamMmel,
3Ha4nTeNbHO BonbLue, YeM TpebyeTcs (HapyLeHne NpUHUMNA HaMMeHbLUNX NPUBUNETNIA);

- OonepauuoHHasa cuctemMa HeJoCTaTOYHO OrpaHuMyYmMBaeT AOCTYN K MHTepdercam
KOH(purypaumm n ynpasneHns, no3Bonss noTeHuuanbHbIM 3r0yMbILLIEHHUKAM MONyYnTb
AO0CTYyN K 3TUM UHTepdencam.

Pa3paboTumk onepaLmMoHHON CUCTEMbI NPU BHEAPEHMM HOBOrO UHTepdenca Ha no-
BEPXHOCTb aTaky UM U3MEHEHUU TaKoro MHTepdenca OOMKEeH y4uTbiBaTb cregyolimne

aCleKTbl:
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- HeoGXoauMm NN HOBbIN UHTEPMENC, NN aTa PYHKUNA Takke MOXeT ObiTb Bbl-
3BaHa C NOMOLLbIO CyLLECTBYIOLWMX MHTEPdENCOB, BO3MOXHO, C HEOOMbLUMMU U3MEHEHW-
AMU;

- TpebywoTcsa nu BCe NpUBUIErnn, Ha3HayYeHHble NPUBUMIErMPOBaHHOW Nporpam-
Me, unn Habop nNpuBUnNernii MoXeT BbITb YMeHbLLeH 6e3 yulepba Ansa PyHKUMOHaNbHOCTY;

- MOXHO N1 MOSMHOCTLIO yAanuTb UHTEPdENC C NOBEPXHOCTU aTaku, OrpaHU4umB

OOCTYyN K HEMY TOJ1bKO AOBEPEHHBIM CYLLIHOCTAM.

6.2.2.6 3amMe4yaHusi Npu oLeHKe NOBEPXHOCTU aTaku

BbisiBneHne NnoBEPXHOCTU aTakM — OAUH U3 BaXKHbIX LUAroB, KOTOPbIM HEO6X0AMMO
BbINOSTHUTbL Npu oueHke. OueHLLMKY HeobX0aAMMO MAEHTMULMPOBATL BCE MHTEPMENCHI 1
X NapameTpbl, K KOTOPbIM MOTEHUManbHbIA 3M0YMbILWMEHHUK MOXET NOonyYnTb MPsSiMON
AOCTyn UK, Mo KpanHen mepe, NOBIIMATb Ha HUX. DTO MEPBbIN War B KOHCTPYKTMBHOM
aHanuse ysassumocTten. OyeBngHo, 4YTO 0OWMM 06bemM paboT No aHanuay ysi3BUMOCTEWN
NpsiIMO NPOMOpLMOHAnNeH pasMepy MNOBEPXHOCTU aTaku, U NodToMy Hebonbluas noBepx-
HOCTb aTaku YMEeHbLUNT Tpygo3aTpaThbl N0 oLeHKe B 06nactu aHanuaa ysi3BUMOCTMU.

Camo onpepgeneHve NOBEPXHOCTU aTakn 4acTto ObiBaeT OOBOSIbHO TPyAHbIM, MO-
CKOJbKY MOBEPXHOCTb aTakym MOXET CUITbHO OTNIMYaTbCA OT NPOrpaMMHbIX UM NONb30Ba-
TEeNbCKUX MHTEPEENCOB, ONUCaHHbIX pa3paboTynkoMm. Bo MHOrMx cnyvasx nporpaMmHble
UNn Nonb3oBaTeNbCKNE MHTEPdENCHI, ONMCaHHbIE pa3paboTynMKoM, ABASKOTCSA NPOCTO WH-
Tepdencamm Kk oyHKUMAM-000M104Kam, KOTOpble 3aTeM Camu BbI3blBalOT UHTepPdenchbl Ha
NMOBEPXHOCTW aTakn. YacTo 3T 060MI0YKM MOXKHO Nierko 06onTn, YTo AenaeT OrpaHuYeHus,
Hanaraemble 3TMMu obonoyvkamm, HeaPPEKTUBHBLIMM.

[Mo3TOMY OUEHLLMK OOSMKEH OnpefeniuTb NOBEPXHOCTb aTakuM KakK CaMbli HU3KUIN
YPOBEHb MHTepdenca npoaykra uUnm CUCTeMbl, K KOTOPOMY MNOTEHUMaNbHbIA 3510YMblILU-
NEHHUK MOXEeT Nony4nTb AOCTyn. 3ayacTtyto, aTo TpebyeT AgocTtyna K nHdopmMaumm, KoTo-
pylo pas3paboTumKk He >xenaeT pacKkpbiBaTb. TeM He MeHee, 3Ta MHdOpMaLMa OOSDKHA
OblTb AOCTYyNHA B Ka4yeCTBE BHYTPEHHEW MPOEKTHOW AOKyMeHTauuu oT paspaboTtyuka, u
nobas KOHCTPYKTMBHAsA OLEHKa O0S/MKHA OCHOBbLIBATbCS Ha 3TOW OOKyMEHTauuu, 4Tobbl

onpeaenuTb NOBEPXHOCTb aTaku U HavyaTb aHann3 noTeHuuanbHbIX yA3BUMOCTEN.
6.2.3 LleHTpanu3oBaHHasi npoBepKa napamMmeTpoB

6.2.3.1 O6wue nonoxeHus
Bonblioe KoNM4ecTBO ysI3BUMOCTEN, O KOTOPbIX COOBLLaeTcs B peno3nTopusax yaa-

BUMOCTEN, BbI3BAHO HEMOJSTHOW UIN HEKOPPEKTHOM NMPOBEPKON MapamMeTpoB. ATaku nepe-
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nonHeHns bydepa nnn MHbLEKUMM — 3TO NULLL ABa NpUMepa aTak, Bbl3BaHHbIX HEMNOSTHON
npoBepkon napameTpoB. M03TOMYy O4YeHb BaHO 06ecneyunTb MOSHYK M TOYHYK Banuaa-
uUnio napameTpoB. [ns JOCTMXKEHMS 3TOW uenu Heobxooumo Hamnuuune obwmx OyHKLMN,
NPOBEPSAIOLLNX NapameTpbl, KOTOpble NO3BONsANM Obl NPOBOAUTL €4WHbIA KOMMMNEKCHbIN

aHanmsa aTnx (*)yHKLI,I/IIZ Ha TOYHOCTb U NOJIHOTY.

6.2.3.2 OnucaHuve NnpMHUMNa LeHTparMm3oBaHHOW NPOBEPKN NapameTpoB

LleHTpanu3oBaHHas npoBepka napaMeTpoB AOSMKHA rapaHTMpoBaTb, YTO BCe napa-
METPbI KPUTUYECKMNX (PYHKLMIA NPOBEPSAIOTCS C UCMONb3oBaHMEM 06LLero Habopa yHKUMI
NpoBepKKN, KOTopble Obinn TWwaTenbHO NpoaHanM3MpoBaHbl HA TOYHOCTb M MOMHOTY. Ko-
HEYHO, CyLeCTBYIOT OCOBEHHOCTU NPOBEPKM NapaMeTpoB B 3aBUCMMOCTU OT MUCMONb3ye-
MOro 43blka, TUna uHTepdgenca u Tuna napameTpos. [1o3ToMy eanHaa peanusauus npo-
BEPKM NapamMeTpoB YacTo OKa3biBAETCS HEBO3MOXHOMN.

Tem He meHee, BONbLUMHCTBO CUCTEM U NPOAYKTOB MMEKT Habopbl MHTepdencos, B
KOTOPbIX MPOBEPKa NapamMeTpPOB MMEET AOCTAaTOYHO OBLUMX acrnekToB, YTOObI C HAMUN MOX-
HO Oblno paboTaTb KaKMM-TO LIEHTPanNnM3oBaHHbIM 06pa3oM. OTOT LEeHTPanM30BaHHbIN Me-
TOA MOXET ObITb €4MHCTBEHHbIM MPMMEPOM KoAa, HO Yalle BCEero aTo ogHa bubnuorteka, K
KoTopon Kog obpallaetcs no Mepe Heo6XoaMMOCTMW.

To4Hasa n nonHas NpoBepka NapamMeTpoB OCOOEHHO BaXkHa ANs MHTepdEncoB, Ko-
TOpble NpuHagnexaTt NOBEPXHOCTU aTaku. Ha aTux uHTepdencax Henb3s oxmaatb, YTO
BbI3blBalOWMA MX OyaeT npuaepxumBaTbCA MNpaBun, OnpedeneHHbIX ANns napameTpos.
BMecTo 3TOro 3roymMbIlLNIEHHUK MOXET HaMepPeHHO BbI3BaTb 3TW UHTepdencbl ¢ Heaony-

CTUMbIMU NN npenyTaHHbIMX 3HA4YEeHUAMN NapaMeTpPoB.

6.2.3.3 CBoncrtBa 6e3onacHoOCTH, noaaepXuBaemMblie NPUHLUMNOM LIeHTPanu3o-
BaHHOW NMPOBEPKU NapamMeTpoB

LleHTpann3oBaHHas npoBepka NapamMeTpoB - BakHasd Mepa COOCTBEHHOM 3alUnThI,
MOCKONbKY NPV NPaBUiIbHOM NMPUMEHEHUN OHA CHWXAeT BEPOATHOCTb MOSABIIEHUS OAHOro
N3 OCHOBHbIX MCTOYHMKOB YA3BMMOCTEN.

[loBONbHO YacTo NapamMeTpbl MHTepdenca, NpuHagnexawero NOBEPXHOCTM aTaku,
ueneHanpasfieHHO CO34alTCA 3MI0YMbILLNIEHHMKOM A8 TECTUPOBAHUSA UK SKCNyaTauum

noTeHumManbHbIX yFISBMMOCTeVI.

6.2.3.4 AcnekTbl/3aBUCMMOCTU, KOTOpble HEOOGXOoAMMO YyuYuTbIBaTb MpPU UC-

nonb3oBaHUN NpuHUUNA LleHTpanI/I3OBaHHOﬁ NnpoBepPKN napamMmeTpoB
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Kak ynomunHanoch Bbile, Ansa LeHTpanM3oBaHHOW NPOBEPKM NapaMeTpoB TpebytoT-
cs1 Habopbl MHTEpPhEeNCcoB, KOTOpPbIE MOTYT UCNOSb30BaTb OOLLY0 METOAONOMNI0 NPOBEPKM
napameTpoB. Bo MHOrmMx crnyyasix 3TO CBHA3aHO C MCMNOJSIb3yeMOW TEXHWKOW peanusauuu
(Hanpumep, 0BLWMI A3bIK NPOrpaMMUPOBaHKS) UK Mcnonb3yemon nnatgpopmon. Yacto
TpebyeTca onpefeneHne HeKOTOpbIX OOLWMX cornaweHun o paspaboTke/BHeApeHUn, Ta-
KMX KaK MakcumarbHas AfiMHa CTPOKW, onpegeneHHble ¢opmaTbl UM HeaonycTUMble
CMMBOSbI U BblpaXXeHWsi B CTPOKax Wnu Apyrve BXOoAHble napamMeTpbl. OTU COrnalleHus
AOIMKHbI ObITh ONpeaeneHsbl rnobanbHo, 1 Bce pa3paboTynkm JOMKHbI ObiTb OCBEAOMIIEHDI
06 3Tnx orpaHudeHusix. iHoraa moxeT notpeboBaTbCsl UBMEHEHNE NN CHATUE OrpaHnye-
HWIA, HO TOorga 3T M3MeHeHMs HeobxoamMmo 060CHOBATL M MPUHATL, NPEXAe YeM B COOT-
BETCTBMM C HUMMK ByayT onpeaeneHbl PYHKLMM LEeHTPannM3oBaHHOMW NPOBEPKN NapameT-

pOB.

6.2.3.5 Npumepbl

MexceTeBble 3KpaHbl, KOTOPblE BbIMOMHAT (PUbTpPaLMIO NaKeTOB WUMN NPOBEPKY
NMPOTOKOSIOB Ha YPOBHE MPUMOXEHUI, ABNSAIOTCA OOHUM M3 NPUMEPOB CryXbbl LLeHTpanu-
30BaHHOM MNPOBEPKM MapamMeTpoB, OObIYHO BbINOMHANOLWEN Takke HEeKOTopble OOMNOSHU-
TenbHble PyHKUUKN. [pyron npumep - cneuynanuanpoBaHHas 6ubnuoTeka, KOTopyto paspa-
BOTYMKM OOSMKHBbI MCNONBb30BaTb AS1 NPOBEPKM NapamMeTpoB Npu peanusaumm Kputude-

CKUX (byHKLI,VIVI C ncnonb3oBaHneM onpenerieHHoro A3blka nporpaMmmMmmpoBaHnA.

6.2.3.6 3amMe4yaHusi NO OLEHKE LIeHTPaNnM30BaHHOM NPOBEPKU NapaMmeTpoB

LleHTpanu3oBaHHasa npoBepka napamMeTpoB MOXET MOMOYb CHU3UTb 3aTpaTbl Ha
oueHky. lMomMnmo aHanm3a TOYHOCTM U MOSTHOTbI NPOBEPKM NapaMeTpoB, OLEHLLMKY Heob-
XOOAUMO pacCMOTpeTb cnefyroLwme acnekTbl:

- pearnuvsoBaHa nu NpoBepka napameTpoB Kak YacTb AOBEPEHHOro KoAda npoayk-
Ta unn cuctembl. B npoTMBHOM cny4ae, 3Ty PyHKLUMIO MOXHO ferko o6onTn nunmn Hentpa-
nn3oBarTb;

- MOXHO Nnn 0BoNTM NPOBEPKY NapameTpoB (Hanpumep, C NOMOLLbI UHTepden-
COB, KOTOPble He BbI3bIBAIOT LIEHTPanun3oBaHHY0 NPOBEPKY napaMeTpoB (Hanpumep, ns-3a
ApYroro ceTeBOro NyTW, KOTOPbIN OBXOAWUT LEHTpanv3oBaHHYK MPOBEPKY MapaMeTpos,
UNn n3-3a TOro, YTo PYHKUUKN MPOBEPKN MapamMeTpoB pearim3oBaHbl C UCMOMNb30BaHNEM
APYron TeXHONornu, B KOTOPOW LeHTpann3oBaHHas rnpoBepka napameTpoB - KaK peanuso-

BaHO — HE MOXET ObITb BbII'IOJ'IHeHa);
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— OxBaTblBaeT N UeHTpann3oBaHHasa nposepka napaMeTpoB BCe NapameTpbl UH-
Tepenca,;
—  CYLLeCTBYKT NN OrpaHUYeHus B MHTepdence unu napameTpbl MHTepdenca,
TpebytoLlime OONOMHUTENBHbIX NMPOBEPOK, HE BXOAALMX B LIEHTPaNM30BaHHYK NPOBEPKY
napameTpoB. B aTom cnyyae oueHwuky Heobxoanmo ybeanTbca, YTo 3TU JOMNOSNHUTENb-

Hble OrpaHNYeHns peannsyrTca caMon PyHKLMEN.
6.2.4 LleHTpanusoBaHHble 0OLWMe cnyXobl 6e3onacHoCcTU

6.2.4.1 O6wue nonoxeHus

KoHkpeTHble crnybbl 6€30nacHOCTM HOCAT OOLUMI XapaKTep M UCMOMb3YKTCS He-
CKOJTbKMMW KOMMOHEHTaMu NpoaykTa unu cuctemsbl. NpegocraBneHne atux cnyx6 6aso-
BbIM KOMMOHEHTOM MPOAYKTa UM CUCTEMbI YNpoLLaeT 3ag4ady M No3BonseT pacrnonaratb
OBLIMPHBIMW 3HAHUSIMU O Pa3NMYHbIX NOABOAHbBIX KAMHAX NP peanusauun 3Tu QyHKUUK.

CywectByeT psag cnyxb 6e3onacHocTu, KOTopble NpeaocTaBnaTca nmbo 6aszoson
nnatcopmon (Hanpumep, OnNepaumMoHHOM cUcTemMon), NGO HEKOTOPOW LIEHTParibHON
cnyx0or B paMmkax MHGPacTpyKTypbl cuctembl. Ecnn Takme cnyxbbl yxxe obecnednatoTcs
cpeaov nNpoAyKTa unm CUCTEMbI, TO UX cnefyeT UCnosfb3oBaTb, BMECTO TOro, YToObl pea-

JIN30BbIBaTb OTAOEJIbHO.

6.2.4.2 OnucaHwe NpMHUMNA LeHTpanu3auum obwmx cnyxo6 6esonacHocTH

LleHTpanun3oBaHHble cnyx0Obl 6e3onacHoCTM obecrneynBalT 3HaAYUTENbHbIE Mpe-
MMYyLLECTBA HE TOJbKO C TOYKM 3peHusi peanusaumm (ogHa crnyxba BMECTO MHOXecTBa
pasnnyHbIX), HO U C TOYKM 3peHust ynpaeneHusi. Ecnn takue cnyxbbl, kak ayTeHTUdUKa-
UMs nonb3oBaTenien, KOHTPOsb AOoCcTyna wunuM ayaut, OyayT LeHTpanvM3oBaHHbIMWU, UMUK
MOXHO OyaeT ynpaenaTb eaUHO00PasHo, U UX HE HY>XHO ByaeT CUHXPOHM3MPOBAT.

XopoLwvMy kKaHangaTaMmy B LEHTpanmM3oBaHHble Cry0bl 6e30nacHOCTY ABNSATCS:

- naeHTMdUKauMa n ayTeHTMdUKaLmsa nonb3oBaTenen, ynpasneHne npuBunery-
AMW Nonb3oBaTenewn;

-  KOHTpOnb 4OCTYNa;

- cbop n oueHKka 3annucen ayanTa;

- KpunTorpadmyeckune cnyxobi;

—  MOHUTOPWHT 1 ynpaBneHne 6e30nacHOCTbH.
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6.2.4.3 CBoncrtBa 6e3onacHoCcTU, NnogaepXXMBaemMblie NPUHLMNOM LEeHTpanusa-
LMmM ooLwmnx cnyx6 6esonacHocTH

LleHTpann3oBaHHble crybbl 6€30NacHOCTM MOryT rapaHTUMpOBaTb COrNacoBaHHYO
paboTy cnyx6, npegoctaBnsieMbix B 6onee KpymHbIX cucTeMax, U MOryT YnpOCTUTb

ynpaBlieHue CrnoXXHbiIM1 CUCTEMaMN.

6.2.4.4 AcnekTbl/3aBUCMMOCTU, KOTOpble HEOOGXOAMMO YyuYUTbIBaTb MpPU UC-
Nonb30BaHMM NPUHLMNA LLeHTpanu3auum oowmx cnyx6 6esonacHocTu

Mcnonb3oBaHWe LEHTpann3oBaHHbIX ChyX06 6GesonacHOCTM nogpasymeBaeT, 4YTo
nonb3oBaTenu aTux cnyx6 moryt 6e3onacHo nosnyyaTb K HUM JOCTYN U UCMONb30BaTb UX.
Takon nogxoa TpebyeT, 4Tobbl 3TV CNyx0Obl ObINN 3aWuLLEHbI OT HECAHKLMOHMPOBAHHOIO
AOCTyna 1 rapaHTUpOBanu 3aLmTy KPUTUYECKN BaXKHbIX JaHHbIX OT HECaHKLMOHUPOBAHHO-
ro packpbiTMsi U1 U3MeHeHusi. Takke HeobXOoAMMO yunTbiBaTb AOCTYMHOCTb 3TUX CRyXO,
ocobeHHO Koraa HeT 6e3onacHoOn pe3epBHON (PYHKLMOHANBHOCTU Ha Cryvaun, eCnn Cryx-

6a 6e3onacHOCTN HeAOCTYyMHA.

6.2.4.5 MNpumepsbl

CyuwecTtByeT psag cnyxb 6e3onacHOCTK, KOTOpPble YacTO peanu3ylTcs Kak LeHTpa-
NN30BaHHble CyObl 6€30NacHOCTM C UCNONb30BaHNEM, HaNpUMep, Cryx0Obl KaTanoros,
cnyx6bl PKI (cnyx6a OTKpbITbIX KINOYEN), XOCTOB XYPHarnoB, a Takke cryx6 ynpasneHus
ceTaMU U cUcTeMamu.

MpenocTtaBneHne KOHKPETHbIX OYHKLUUIN, KOTOpblE CIOXHO peanu3oBatb Gesonac-
HbIM 06pa3oM, — O4YeHb BaxHbI acnekT. Kpuntorpaduyeckme yHKLUUN - XOPOLUNIA TOMY
npumMep. XOTa KaXeTCs, YTO NpaBUITIbHO peanu3oBaTb KOHKPETHbIN KpunTorpadunyeckun
anropuTM AOCTaTOYHO NPOCTO, NpaKkTUKa nokasana, YTo peannsoBaTtb ero Takum obpasom,
4YTOObl OH HE MMEN 3KCNyaTupyeMbIX CTOPOHHUX KaHanoB, A0BOSMbHO TpyaHo. Co Bpeme-
Hem Gbinn paspaboTaHbl ocobbie MeToabl Ans 3PEEKTUBHOrO NPOTUBOAENCTBUS TaKNUM
aTakaMm CTOPOHHMX KaHasioB. B TO BpeMs kak aTtakuM no CTOPOHHUM KaHanam, OCHOBaHHble
Ha aHanu3e BO3MOXHOCTEN UMK BbI30BE HENCMNPABHOCTEN, MOrYT ObITb ONAacHbLIMK 4SS CU-
cTem, paboTarlmx B onpeaeneHHbiXx cpegax ¢ orpaHnveHHom dumsnyeckon GesonacHo-
CTblO, CTOPOHHME KaHarnbl CUHXPOHM3aLUUKU npeactaBnsaoT cobow yrposy, koTopas cylie-
CTBYET MOYTM BO BCEX CUCTEMaX. YNpoLleHHble peanusauun Kpuntorpaduyeckux ¢oyHK-
UMM NOYTW BCerga NpuBOAAT K yTeyke MHpopmMaumn ns-3a pasHoro BpeMeHu CUHXPOHU3a-
LUUKn Ons pasHbIX KNYen, pasHbix coobLlieHn nnm obpaboTkm owmnbok. B kpariHem cnyyae

Takne CTOpOHHUE KaHallbl CUHXPOHU3aLUn NpPponyCcKakT KPUTUHECKN BaXHYHO I/IHCbOpMaLI,I/II-O

32



rocTt -
(npoekm, okoHYamesibHasi pedaKyusi)
N NO3BONAIT 3MOYMbILUIIEHHUKY MOMYYUTb [aHHble, KOTOPble AOMKHbI Obinn ObiTh 3alum-
LLIeHbI C MOMOLLbIO KpUnTorpauiecknx yHKLNN.

[MoaToMy nonesHo NpefocTaBnATb Kpuntorpadudeckue pyHKUMM Kak cepBuC, KOTO-
pbii MOXET MCMONb30BaTbCS Pa3NIMYHLIMU «KITMEHTAMMY, U peanu3oBaTb B HUX BCe (PyHK-
LUK 3amThl, Heobxoaumble Ans Toro, YTobbl caenaTb ataku Mo CTOPOHHUM KaHanam He-
BO3MOXHbIMW UM HACTOMbKO TPYAHLIMWU AN SKChnyaTaunn, YTo 3r1I0YMbILLIIEHHUK, CKOpee

BCEro, He ByaeT TpaTWUTb Ha 3TO CBOU PECYPCHI.

6.2.4.6 3amMe4yaHMA NO OLIEHKE LIeHTpPariM3oBaHHbIX CNYX06 6e3onacHocTun

Mpwn oueHKe LEHTPanu3oBaHHbIX CNyx0 6e30MacHOCTM OUEHLLMK OOIKEH yoeanTb-
CSl, YTO 3TN CEepBMUCHLI NPEAOCTaBNAT MHTEPdENCHI, KOTOpble MOryT ObiTb 6e30MacHo uc-
Nonb30BaHbl, T. €. KOTOpble obecneunBatoT Tpebyemyto 3alUMTy AaHHbIX, NepeaaBaeMbix
yepes 3TN UHTepPdENChI, FapaHTUPYIOT, YTO CNyx0a MOXET UCMNONb30BaTbLCA TONbKO aBTO-
PU30BaHHLIMU B CryX0e CyLUHOCTSIMU, U YTO Creumanm3mpoBaHHble OYHKUUM U OaHHbIE,
KOTOPbIE OHW UCMONb3YHT, 3aLUULLEHbI OT 3[IOHAMEPEHHOIO UCMONb30BaHMSA 3TUMKU aBTO-
PU30BaHHbLIMU CYLLIHOCTSIMW, 1 cama cnyx6a JoCTynHa, korga 3To Heo6XoaAMMO.

Mpun oueHke Takke Bcerda cnegyeT UMeTb B BUAY, YTO Takue LEeHTpanvM3oBaHHble
cnyx6bl 6e30MacHOCTM camu SIBNSAOTCA OOBEKTOM MPUCTaNbHOIO BHUMAHWUS NOTEeHUuanb-
HOro 3MOyMbILLNIEHHUKA. B3nom Takoro LeHTpanu3oBaHHOrO KOMMOHEHTa MOXeT npepn-
CTaBNATb ropa3go GonbLUNn MHTEpeC ANst 3MTOYMbILUSIEHHMKA, YeM B37IOM MHOIMMX OeLeH-
Tpanu3oBaHHbIX CEPBMUCOB. [MO3TOMY OLIEHLLUMK LOIMKEH MPUHATL BO BHUMaHUE, YTO Takas
LeHTpanu3oBaHHas cnyxba TpebyeT 3auTbl OT 31I0YMbILLUIEHHMKOB CO 3HAYUTENbHO 6O-
rnee BbICOKMM MOTEHUManoM HanageHusi. NoaTomy Ans Takux LEeHTpanmM3oBaHHbIX CryXo
MOXeT noTpeboBaTbCs MPUMEHEHNE OPYTNX NPUHLMUMOB apXUTEKTYPbI U MPOEKTUPOBAHUS,
TaKMX Kak M3ObITOYHOCTb M MUHMMM3AUUS NMOBEPXHOCTU aTaku. Kpome Toro, B 60NbLUNH-

cTBe cry4aeB TpebyeTcs 6onee BbICOKUMIN YPOBEHb AOBEPUS.
6.2.5 NMoaroToBka K 06paboOTKe OLWMOOK U UCKIHOUYUTESIbHBIX CUTYaLUN

6.2.5.1 O6Lwume nonoxeHus

Hukakas cuctema unum npoaykTbl HE MOFyT rapaHTMpoBaTb OTCYTCTBME OLUMOGOK.
Kpome TOro, Heo6xoanmo onpeaenuTb KOHKPETHblE YCROBUS 3Kcnnyataumm unu cbon B
cpeae pyHKUMOHMPOBaHMSA NPOAYyKTa UM CUCTEMbI, YTOObI MOXHO BbIfNI0 NPUHATEL KOPPEK-
TUpYyOLLME MepbI.

CnepoBaTenbHO, NPOAYKTbl U CUCTEMbI LOMKHbI ObIThb peanu3oBaHbl Takum obpa-

30M, 4TOObI NO3BONATE OOHaApYXMBaTb OLIMOKM UNN UCKMAOYMTENbHbIE CUTyauMu, CO06-
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WaTb O HUX U NpeanpuHUMaTb aBTOMaTU4eckme AencTBus, NMbo Ons ycTpaHeHus, nmbo

AN MMHUMU3aLUK NocneacTBUA OLLUOKN.

6.2.5.2 OnucaHme npuHuMna o6paboOTKN OWMOBOK U UCKIIOYUTENbHbLIX CUTYya-
umu

[na nogrotoBkn kK 06paboTke OWMBOK N UCKMOYMTENbHBIX CUTYyauuin Heobxoanumo
BbINOSTHUTL CrieayoLne AencTBuS:

- vaeHTMdUKauna BO3MOXHbBIX OLIMOOK U UCKMHYUTENBHBLIX CUTyauun, Tpebyto-
Wwmx ocobor o06paboTku (ITOT Wwar Heob6XoAMMO BLINOMHUTL Ha 3Tane onpeaeneHns Tpe-
6oBaHMN K NpoaykTy/cucteme);

- cneundurkaumsa QyHKLMOHANbHbIX BO3MOXHOCTEN, HEObXoaMMbIX Ana obGHapy-
XKEHNs1 OLIMBOK NNN UCKITKYNTENBHBIX CUTYyaLUI;

- cneumndmkaumsa pyHKUnn 06paboTkmM OLLIMBOK NCKNHYNTENBHBLIX CUTYaLUR,

- cneumdumkauusa WwaroB Ans BOo3BpaTa W3  COCTOAHUSA 00paboTku  owm-
BOK/MCKNIOYNTENBHBLIX CUTYaUMnANsa BO30OHOBNEHUA HOPManbHOW paboTbl MK ONAs KOp-

PEKTHOro 3aBepLieHus pa6OTbI BblOENTEHHbIX q)yHKLlMVI nnn Bcen CI/ICTeMbI/I'IpOLI,yKTa.

6.2.5.3 CBoncrTBa 6e3onacHOCTU, NnopgaepXKuBaemMbie NMPUHLMMNOM 00paboTKm
OLUMOOK U UCKNIOYUTENbHbIX CUTyaLun

O6paboTka OWMBOK N UCKMOYUTENBHBIX CUTYyauUA OOSDKHA rapaHTMpoBaTtb, YTO
BNUAHME OLIMBOK MNN UCKITKYNTENBHBIX CUTyaumn Ha 6e30NacHOCTb CUCTEMbI CBEAEHO K
MUHUMYMY. B nydwiem cnyyae OHW AOSMKHbI rapaHTMpoBaTb, YTO CUCTEMA WUIM NPOAYKT
BCerga HaxoauTcs B «6e3onacHOM COCTOsiHUMY (paboTaeT B COOTBETCTBUM C Liensamu 6es-
ONacHOCTMW) Aaxe B Clyyae BO3HUKHOBEHUSA cneumdunyHbIX ONMBOK UM UCKNHOYNTENBHBIX
cuTyaunin. Ecnmn aTo HEBO3MOXHO, CMCTEMa AOSMKHA NpoaHann3npoBaTh BAUSIHNE OLUNGOKM
WUNN UCKMOYMTENbHbIE CUTYaUMM U NPEeAnpUHATbL HaMMeHee KPUTUYHbIE OENCTBUS, BO3-
MOXHO, C MOMOLLbIO YMOSTHOMOYEHHbIX agMUHUCTPATOPOB.

N36bITOYHOCTb YacTO MCMONb3YeTCs Kak CPeaCcTBO McnpasneHms owmnbok. Bo MHo-
rMx cryyasx n3bbITOYHOCTb UCMONb3yeTcs Ans obHapyXeHnsa owmnbkuy, a Takke Anga onpe-
AENEHNs KOPPEKTUPYIOLLNX OENCTBUN, €CNN NPaBUIibHbIE 3HA4YEeHUS MOryT ObiTb U3Bneve-

Hbl N3 pe3epBHbIX AaHHbIX.

6.2.5.4 AcnekTbl/3aBUCMMOCTU, KOTOpble HEeOOGXOoAMMO YyuYUTbIBaTb MpPU UC-
NoNb30BaHUU NPUHLMNA 06pPaboOTKMN OLLMOBOK U UCKNIOYUTENbHbLIX CUTyaLun
B HekoTOpbIX crnyyasx cuctema unu npoaykT MOryT OTCReXumBaTb onpenesnieHHble

cobbiTnS, KOTOpPbIE MOTYT NPMUBECTU K COCTOAHUAM, KOrga C 6onbLon BEPOATHOCTbIO MOTyT
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BO3HMKHYTb OLUMOKM UM UCKIKOYUTENbHBIE CUTyauuun, U NpeanpuHMMaTth KOPPEKTUPYIO-
Wne OencTBusA ewe A0 UX BO3HUKHOBEHUS. [NpuMmepamMu MOryT Cry>XuUTb CUTyaLuu, Koraa
cucTemMa unu NpoayKT NOCTENEeHHO JOCTUrarT CBOUX NpeaersioB aKcnsyaTauum, Hanpumep,
Korga TemnepaTypa NOAHMMAETCS Bbllle HEKOTOPOro NMOPOroBOro 3Ha4YeHus1, Harpyska Ha
CUCTEMY CTAHOBWUTCS CIIULLKOM BbICOKOW, OUCKOBOE MPOCTPaAHCTBO MEPENOSTHAETCA WM,
Koraa cpenctBo OOGHapyXeHUst CETEBbIX BTOPXKEHUN coobuiaeT o BGOMbLOM KONn4ecTse
noao3puTENbHOM akTUBHOCTU, KOTOpasa cama no cebe elle He MOXET CHATATbCA BTOPXKe-
Huem. B aTnx cnyyasax KoppekTupyloLwmne AencTBms MoryT ObiTb NpeanpuHATLI 4O Nepexo-
Aa B KPUTUYECKOE COCTOSAAHMNE, KOr4a BO3HUKHET oLmnbKa nnm NCKNIYUTENbHAsA CUTyauums.

B cnyyae BO3HMKHOBEHMWSI OLUMOKM UM UCKMIOYMTENBHON CUTyauun, Heobxoammo
ybeanTbCs, YTO KOppekTupyowme AencTBns no X UCnpaBneHmnto MoryT ObiTb BbINOSTHEHDI
6e3 BbI3oBa APYron OLMBKM UM UCKNKYNTENBHOM cuTyaumn. lNopoxaeHne Takon xe munm
nogobHon owmnbkn BO BpeEMS pearnpoBaHUS 4acTo UMeEEeT KpUTUYEecKue MNOoCreacTBus,

Hanpumep, Takme, Kak noriHoe npekpaweHmne (byHKLl,I/IOHVIpOBaHI/IF! npoaykta nnm CUCtemMbl.

6.2.5.5 Npumepbl

Mpumepbl 06paboTKn OLWMBOK N UCKIMOUYNTENBbHBIX CUTYaLMWA:

- [encTBus N0 OBHApPY>XEHUIO 1 ucnpasneHnto owmnbok, onpeaeneHHble Ans npo-
TOKOJSI0B CBA3M;

- oOHapyXeHue owunbkn nporpammbl, KOrga OHa MblTaeTCs MOMy4uMTb AOCTYN K
3alULLEHHON NamMatM unm obpallaetca K namsty B UMHOM dhopme, Yem OXuaanochb
(Hanpumep, NonbITKa BbINONHUTE MHCTPYKUMIO B 06niactv namat, 0603HaYeHHOW TONbKO
Kak JaHHble);

- obHapyXeHune HeCOOTBETCTBMI B CETEBbLIX AAHHbIX UMK napameTpax KoHGUry-

pauuun 1 MHpopMUpoBaHME aaMUHUCTpaTOopa.

6.2.5.6 3ameyvyaHMA NO oLeHKe 0OPabOTKMN OWMOOK U UCKIIOYUTENbHbIX CUTya-
umu

Kak yxe ynomuHanoch, Ans ageKTMBHOIo MCMNorb3oBaHWs NpuHumnna obpaboTku
OWMBOK M UCKMNUYUTENBHLIX CUTyauui Tpebyetca onpegeneHve nepeyvHs ownbok n umc-
KNIOYMTENBHbIX CUTyauun, KoTopble TpebytoT obpaboTku, cnocoba obHapyXeHus 3TUX
OWMBOK N WCKMIOYUTENBHBIX CUTyauui, a Takke AEWCTBUA MPU BO3HUKHOBEHUU TaKuX
OLLIMBOK UIN UCKIKYNUTENBHBIX CUTyauun n onpegeneHve Nyt Bo3spaTa K «6esonacHoMy

COCTOAHUIO».
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Takum 06pasom, OueHLLMKY HeEOBXOAMMO MPOBEPUTb COOTBETCTBME OLUMOOK U UC-
KMIOYNTENBHBIX CUTYauui, KOTOpble AOMMKHbI ObiTb OOHApYXEHbl, 3asBMEHHbIM LIeNnsiM
©e30nacHOCTK, rapaHTMpysi, YTO MOMYYEHHbIA NepeyvyeHb OLNOOK N UCKIMIOYMTENBHbIX CU-
Tyauun goctaToueH And BbINONHEHUA Lenen 6e3onacHoCcTu.

UTto kacaeTca npouecca obHapyXeHUs, OLEHLLUNKY Heob6XOaAMMO YAOCTOBEPUTHLCS,
YTO BCE OWMOKM N UCKNOUMTENBHbIE CUTyauun, Tpebyowme obpaboTtkun, 6yayT obHapy-
XKEHbI (T. €. HET HUKaKMX 3K3EMMIISIPOB TaKUX OLUMOOK UITN UCKIKOYUTENBHBLIX CUTYaLMI, KO-
TOopble He Bbinu Bbl OXBayYeHbl 3aA4aHHbLIM NpoueccoM obHapyxeHus). OcobeHHo cnegyeT
yunTbiBaTb Criyqan, Korga OwmnbKM Unmn UCKMIYUTENbHBIE CUTYaL MU BO3HUKAKOT BO BPEMS
00paboTkn paHee BO3HUKLLNX.

Kak Tonbko 310 ByaeT caenaHo, OoueHLMK AomkeH ybeanteca, 4to obpaboTtka owum-
6ok gocTuraetT HameveHHOro aghpekTa He3aBNUCUMO OT TOrO, B KAKOM COCTOSIHMM BO3HUKA-
eT owmnbka. OueHWwmnKy HeobXxoaAMMO Takke YAOCTOBEPUTLCS, YTO BCE OEWCTBUS, NpeaHa-
3HaveHHble ans 06paboTkn owmnbok, MoryT GbITb BbINOSTHEHBI BO BPEMS 3TOro npouecca.
[nsa atoro Heob6xoanmo, 4Tobbl GbINM OOCTYNHBI BCE pecypchbl, Heobxoanmble ans obpa-
6oTkn owmbok. Hanpumep, npouecc 06paboTkm owmnboK, KOTOPbLIA 3anyckaeTcs B criyvyae
HexBaTKM NaMsiTU UM OUCKOBOrO MPOCTPaHCTBa, cam no cebe He TpebyeT BblaeneHus
namaTn unu AMcKoBoro npoctpaHcTBa. ObpaboTka ownbokK, KoTopas AOSMKHA ynpaBnATb
neperpy3kon CUCTEMbI, AOMKHA BbINOMHATLCS C 4OCTATOMHO BbICOKMM MPUOPUTETOM, YTO-

Obl rapaHTUPOBAaTb, YTO HA HEE HEe MOBNUSIET caMa neperpyska.

6.3 Ucnonb3oBaHue NPUHLUNOB NMPOEKTUPOBAHUA NPU MPOEKTUPOBAHUM

6e30nacHOM cUCTEMbI UNU NPUNOXKEHUSs

B aToM pasgene onucbiBaeTcsi MCMOMb30BaHWE MPUHUMIOB MPOEKTUPOBAHUS Ha
npumMepe. MpuMepom sBNSieTCA cucTema, KoTopasi MO3BONSET MoJSib30BaTeNto MOAKIo-
4yaTbCsl K NPUINOXEHUIO Yepe3 VIHTepHeT, npocMaTpuBaTh kaTtanor 1 3akasbiBaTb TOBapbl
13 kaTanora.

Cuctema pas3buTa Ha cnegyroLne KOMMOHEHTbI:

- bpoHTanbHas cuctema, Kk KOTOPOW MoAaKnYaeTcsl Mosfib3oBaTeNb, KoTopas
npefocTaBnsieT Nonb3oBaTeNbCKUA HTEPMENC NSt TPOCMOTpa KaTarnora;

—  BHYTPEHHSIS cUCTeMa, KoTopasi COAEPXUT KaTaror, NpMHMMaeT 3akasbl, NpoBe-
pSIET UX U NOMeLLaeT 3akasbl B 6a3y AaHHbIX 3aKa30B;

- Habop Opyrux cuctem, NpefoCTaBnsOWMX LeHTpanmn3oBaHHble CryxoObl Ges-

ONacHOCTU (CM. TEKCT HUXe);
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[Mpy NpoeKTUpOBaHUN 3TON CUCTEMbI MPUMEHSAIOTCA CreayoLwmne NPUHLMMbI NPoekK-
TUPOBaHUS:

MpuHUMN HaUMEHbLUUX NPUBUNErUn

Mockonbky (bpOHTaNbHOW cUCTEME HET HeoBXoaMMOCTU BECTU KaTanor unm obpa-
wartbcs K 6a3e gaHHbIX 3aKa3oB, OHa HACTPOEHa TakMM 0b6pa3oM, YTO Y Hee HET NpuBUIe-
M Anga 3TUX AEUCTBUI, a Takke HET NpaB Ha NoAKIYeHne K nobon gpyron cucteme BO
BHYTPEHHEN CeTun.

KaTanor Takke cogepXut orpaHuyeHHble pasgesibl. OHU XpaHATCS B OTAENbHOM CU-
cTeme (cepBep yrnpasreHua OOCTYNOM), U (PpoHTarbHas cMcteMa He UMeeT NPAMOro Ao-
cTyna K 9TUM pasgenam.

[Mpouecc BO (ppOHTaNbHOM CUCTEME, KOTOPbIM NpefocTaBnseT WHTepdenc ang
BHELLHEro nonb3oBaTens, CKoHpUrypuposaH ansa paboTtbl 6e3 kaknx-nmbo npas Ha AOCTYN
K AHHbIM, KpOME TeX, KOTOpble CBSA3aHbl C KaTanoroM u qoopMon Ans pasMeLleHnsa 3aka-
30B.

BHYTpeHHASa cuctema MmeeT 3anyLleHHbIW Npouecc, KOTopbln nosydyaeTt nHgpopma-
LMI0 O 3aKkase OT (bpOHTaNbLHOro cepsepa. ATOT NPOLECC CKOHPUIypnpoBaH Tak, YTobbl He
UMETb HMKaKOro Apyroro JOCTyna, KpoMe AgocTyna K 6ase AaHHbIX 3aKa30B.

MuHMMM3aLMA NOBEPXHOCTU aTakun

®poHTanbHas cuctema CKOHUrypmpoBaHa Tak, YToObl HE MMETb HUKaKUX CeTEBbIX
NMopTOB C BbIXOAOM B WHTEpHET, KpOMe NOPTOB, HEOOXOAUMbBIX ANsi CBA3N C BHELUHUMMU
nonb3oBaTtenamu. KaHan cBsiau C BHYTPEHHEN CUCTEMOM HACTPOEH Tak, 4Tobbl He ObIno
HWKaKMUX OTKPbITbIX MOPTOB, KPOME TeX, KOTOpble HEOOXOAUMbI ANA CBA3WM C BHYTPEHHEN
CUCTEMOW.

BHyTpeHHAS cucTema, a Takke cucTembl, obecneuvvBaroline LEHTpann3oBaHHbIE
cnyx06bl 6e30NacHOCTN, YNOMSAHYTbIE HWXE, YCTAHOBMNEHbI TakMM 06pa3oM, YTO OHU He
UMEIOT NPAMOro NOAKIHYEHNS K UHTEPHETY MK K Kakon-nnbo BHYTPEHHEN CUCTEME, C KO-
TOPOM UM HE HY>XHO B3aMMOOEeNCTBOBATb.

LleHTpanu3oBaHHasi npoBepKa napameTpoB

[Mpn pasmelleHnM 3akasa ero napameTpbl nepearTcs Ha LUeHTpanu3oBaHHbLIN
cepBep, KOTOpPbIN MPoBepsiIeT KpUTU4eCcKne napameTpbl (Hanpumep, MHOpMaLMIO O Kpe-
AUTHOW KapTe, MHopMaumIo O rnonb3oBaTterne, Takyk Kak ero UMs 1 agpec). ToT cepBep
NCMonb3yeTCsl HECKONTbKUMU CUCTEMaMu, KOTOpble MO3BOMSAIOT Mofb3oBaTendm pasme-
LwaTb 3aKasbl.

LleHTpanu3oBaHHbIe CNyX0bl 6e30MacHOCTU
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dpoHTanbHaga cuctema npegocTaBndeT rnonb3oBaTendam 3aluleHHoe coeanHeHne
TLS, B koTopom npoTokon TLS peanusoBaH obwen 6ubnuotekon. Ata Gubnmuorteka wmc-
nonb3yeT LIeHTPanM30BaHHOrO NocTaBLLUMKa Kpuntorpadumn Ana pyHKUMN aCUMMeTPUYHO-
ro WwudgpoBaHns. STOT LEHTPanNmM3oBaHHbIN NOCTaBLUMK KpunTorpadum npeactaBnsaeT co-
601 BblAENEHHbIN CepBeP, NCMONb3YOLWNA PUNYECKM 3aLLMLLEHHBIA KpUnTOorpadn4eckmi
conpoueccop. Ncrnonb3yemMbli 3aKpbITbIW KITHOY XPaHUTCS TOSMBKO Ha 3TOM COMpoLieccope U
NMO3TOMY HMKOrAa He nonageT B NamMsaTb BHELIHEro cepsepa. Takmm obpasom, aaxe ecnu
BHELHUN cepBep OyaeT CKOMNPOMETMPOBAH, 3aKPbITbI KMAY, WCMNOMNb3yeMbIA Mpu
HacTponke TLS-coegmHeHus, He ByaeT CKOMNPOMETUPOBAH.

Korga ppoHTanbHas cuctema Takke NO3BOSSET NoNb3oBaTensaM ayTeHTUuumnpo-
BaTbCsl, OHA MOXET OTNPaBNATb YY4E€THbIE AaHHbIE NOSb30BaTENS HA LeHTparbHbIA cepBep
ayTeHTudukaumm. Ecnn nonb3oBaTtenb yCMNELWHO npowlen ayTeHTUduKauu, OH MOXeT
npocMmaTpuBaTb LOMOMHUTESbHbIE YacTW KaTanora 1 pasMellatb 3akasbl Ha TOBapbl, KO-
TOpble MOryT GbITb OTNPAaBMEHbl TONbKO ayTEHTUULMPOBAHHBIM Nonb3oBaTenam. YTobbl
onpenenuTb, Kakne OONONHUTENbHbIE YacTu KaTarora paspeLlleHo npocMmaTpusaTb Mofb-
30BaTento, PpoHTanbHasi cuctema OTnpaBnseT 3anpoc Ha MPOCMOTP 3aKpbITbIX YacTeun
Katanora Ha LUEHTpanu3OBaHHbIN CepBep YnpaBfieHUs [OCTYNOM, KOTOpbIM ynpaBnseT
npaBamMu JOCTyna nonb3oBatenen. ATOT CepBep LEeHTPanNM3oBaHHOIo ynpasrieHus OOCTY-
nom obpabaTbiBaeT 3anpoc M OTNpaBnseT pe3yfbTaTbl HA BHELLUHUIN cepBep. Takon cno-
cob 06paboTkmn AaHHbIX 3anpeLliaeT NCNoNb30BaHNE B3NTOMAHHOW (OPOHTasIbHOM CUCTEMBI
ANA JOCTyNa K 3aKpbITbIM YacTaM KaTanora.

MoaroToBka K 06paboTKe OWMOOK U UCKINOUYUTESIbHBIX CUTYaLUN

N dpoHTanbHbIN, 1 BHYTPEHHUN CepBEpP UCNOMb3YT (PYyHKUMU, NpeaocTaBnsemble
nX onepauMoHHON CUCTEMOM, YTOObLI Ana o6paboTKM OWNBOK N UCKMYUTENbHBIX CUTYya-
UUn nepeaatb ynpasneHne yHKUuaM obpaTHOro Bbi3oBa A51s NOOON Takom OWMBOKM nnu
UCKITIOYEHNS, ONA KOTOPbIX OnepauuoHHas cucTema MNO3BONSAET yCTaHaBnuBaTb Takue
dyHKUMKM 06paTHOro Bbi3oBa. MpunoxeHne B 06enx cuctemax HanmcaHo ¢ BO3MOXHOCTbHO
nepesanycka B KOHTPOSbHbIX TOYKax, KOTOpble NPUITOXEHWe yCTaHaBMBaET Yepes onpe-
AeNeHHble NPoMeXyTkn BpeMeHu. Korga Bo3HMKaeT owmnbKka unm UCKYnTenbHas cutya-
UMs, NpUoXeHue NpoBepsieT ee BO3MOXHYIO NPUYMHY, a 3aTeM onpenensert:

a) ecnun npobnema He3HauynTENbHA M ONEpaLMI0O MOXHO Nepe3anycTuTb (nocne He-
KOTOPOro aHanuaa owmnbKn Nnmn UCKNIYNTENBHOM CUTYaLUN U HEKOTOPOM HE3HAYUTENBbHON

OYMCTKM), NPUIIOXKEHNE 3TO AenaeT. ATO He AOMMKHO BNMsATb Ha paboTy;
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6) ecnn npobnema G6onee cepbesHa N BO3MOXHbI BapuaHTbl: a) AanbHenwasn pado-
Ta HEBO3MOXHa, orepaumnsa MOXeT nepesarpys3vtbCs C nocrnegHen B3STOWM KOHTPOSbHOM
TOYKN. DTO B HEKOTOPOM CTEMEHUN BNMSIET Ha paboTy (AaHHble, cOOpaHHbIE NN U3MEHEH-
Hble Nocne NPOXOXAEHUS KOHTPONbHOW TOYKM, MOTYT ObITb MOTEPSHbI);

B) ecnn npobnema ewe Gonee cepbe3Ha, MOXET noTpeboBaTbCs nepes3anycTuTb
BCE MpuroxeHne. 3To TpebyeT HEKOTOPOro aHann3a Ans nepesanycka ¢ UCNosib30BaHNEM
6e3onacHoro n ctabunbHoOro coctosiHus. Bosgenctene Ha paboty moxeT 6biTb Gonee ce-
pbe3HbIM, U cnyxba MoxeT He paboTaTb B TeYEHME BPEMEHU, HeobXxoauMoro Ans nepe-
3anycka.

B HaweM npumepe BNusiHMe OWMNOKM UM UCKIMIOYUTENBHON CUTYaLMN Ha BHELLHIOK
CMCTEMY B LIENIOM MEHEee KPUTUYHO, Tak Kak 3Ta cuctema He oOHOBMSeT AaHHble. MoxeT
ObITb MOTepsiHa TONMbKO WHOpMaLMs, KOTOpPYK MNonb3oBaTenb BBen B QOpMYy 3akasa.
BoccTaHoBneHne nocne owmnboK MM UCKITHYUTENbHBIX CUTYyaUnUiA BO BHYTPEHHEW CUCTe-
Me siBnsieTcst bonee KpUTUYHBIM, U Npoueaypbl, MUHUMU3UPYOLLME BIUSHUE OLUMOKU 1nn
NCKIMIOYMTENBHBIX CUTyauUn Ha 3Ty YacTb CUCTEMbl AOIMKHbI ObITb pas3paboTaHbl Gonee
AeTarbHo.

OTOT NpuMep nokasbiBaeT, Kak NPUHLMMNbI NPOEKTUPOBAHUSA MOTYT OblTb MCMOMb30-
BaHbl AN pa3paboTkM CUCTEMbI UK NPUIOXKEHUS, 0O6ecneynBatoLLErO BbICOKUIA YPOBEHD
6e3onacHocTM. MUHMMM3ALMA NOBEPXHOCTU aTaku 3aTPYOHSET, HO HE UCKIOYaeT B3fIOM
cucteMbl. MNpUHLMN HAMMEHbLLMX NPUBUIETNIA HE MO3BONSET 3MOYMbILINEHHMKY, YCNELLIHO
B3/TOMaBLLUEMY BHELLUHIOK CUCTEMY, NMOMNYYUTb NPSIMOM AOCTYN K KPUTUYECKN BaXKHbIM pe-
cypcam. ®yHKUMM NOAroTOBKN K 0OpaboTke OWMOBOK M UCKITHYUTENbHBIX CUTyaUuUiA MOryT
NMOMOYb OBOHAPYXUTb B3NIOM U CMPaBUTLCS C CUTyauuen C MMHUMArbHbIM BIUSIHUEM Ha
paboTy. LleHTpanu3oBaHHble cnyxbbl 6e30MacHOCTX NOMOratT CHU3UTb OOLLYK CTOu-
MOCTb, HO TaKKe NOMOraT 3aLMUTUTb KPUTUYECKM BaXKHbIE PECYPCHI OT 31I0YMbILUNIEHHMKA.
LleHTpanu3oBaHHas npoBepka napaMeTpoB TaKkKe MOMOraeT CHW3WUTb 3aTpaTtbl, HO eLle

MOXEeT MMHNMN3NPOBATb OLIJVI6KI/I, aonyLlieHHble nNpu peann3auun NpoBepKn napameTpos.
7 MeponpuATHUA NoO OLEHKe apXUTEKTYPHbIX NPUHLUMNOB

7.1 BBepgeHue

B atom pasgene oOGBLACHAKTCA acnekTbl NPUHLUNOB MOCTPOEHUS apXUTEKTYpbl,
ONUCaHHbIX B pasgene 5, n cemencrea TpebosaHmn gosepua ADV_ARC, onucaHHoro B

NCO/M3K 15408-3. Pasgen npepocTtaBnseT cobom pyKOBOACTBO, Kak NPUHLIMMBI apXUTEK-

39



rocTt -

(npoekm, okoHYameribHasi pedaKyusi)

Typbl, onpefeneHHble HaCcTOAWUM CTaHA4apPTOM, COOTHOCATCHA C ONUCaHWEM 3TOr0 ceMen-
ctBa TpeboBaHun gosepusa B MCO/M3IK 15408-3 n cooTBETCTBYHOLLUX LLIArOB OLE€HUBAHNS
B METOAONOrMn OLeHKn 6e30nacHOCTM MHPOPMALNOHHBIX TEXHOMOMNA, onpeaenieHHon B
NCO/M3OK 18045. lNMoatomy B aTOM pasgernie ucnosnbdyetrca TepmuHonorus NCO/M3IK
15408 n UCO/ M3K 18045.

NCO/M3K 15408 onpepensieT CTpyKTypy oueHkn 6esonacHocty npoayktoB UT, rae
dakTu4eckun NpoayKT, MoAanexalnin oueHke, HasbiBaeTcsd «O6bekT oueHku» (0O). B
aTom npoaykte UT yacTb, oTBevatLwwas 3a peanusaumnio pyHkunn 6esonacHoctn n obec-
neyeHne cobnogeHnsa nonutukn 6esonacHoCTn, onpeaeneHHon anga npoaykrta T, Hasbl-
BaeTcsa «PyHKUMOHaNbHLIMU BO3MOXHOCTAMU B6e3onacHocTn OO» (PEBO).

Kputepun n metoponorus oueHku, onucaHHole B MCO/M3IK 15408 n MCO/M3K
18045, He TpebytoT YeTKOro crnefoBaHust OnpedeneHHbIM MpUHLMNaM apXuTeKTypbl Unn
npoektupoBaHus. Cemencteo TpebosaHun gosepua ADV_ARC TpebyeTt onucaHus apxu-
TekTypbl 6e3onacHocTn B0 vactn OO, koTopas Heobxoguma NS ONUCaHUA TOro, Kak
AOCTUratoTCa CBOMCTBA COOCTBEHHOM 3aLLMTbI, pa3geneHns Ha 4OMEHbl 1 HEBO3MOXXHOCTH
ob6xoaa yHKumn 6e3onacHoCTN. XOTS criegoBaHue onpeaeneHHbiM NPUHLMNAM NpoeKkTu-
pPOBaHMS N apXMTEKTypbl NOMOraeT AoKa3aTb, YTO 3TW MPUHUMNbLI COBMIOAATCA, OHU He
TpebytoTca aBHO. MpuHumaa Bo BHUMaHue, 4To MCO/MIK 15408 paspaboTtaH ansa npwu-
MEHEHNS K LUMPOKOMY CMEKTPY pasfnuyHbIX NPOLYKTOB, CMIOXHO MpeanucbiBaTb MCNOMb30-
BaHWe ornpeaeneHHbIX MNPUHLMMNOB MPOEKTUPOBaHUS WU apXUTEKTYpbl, K TOMYy Xe 3TO
HaknagbIBaeT OrpaHUYeHusi, KOTopble NPOTMBOPEYaT MHHOBALMOHHBIM pa3paboTkam 6es-
ONacHbIX apXUTEKTYP U NPOEKTUPOBAHUIO.

Kpome TOro, cemencrso ADV_INT tpebyeT, ytobbl ®BO 6biniv «XOpOLIO CTPYKTY-
PUPOBaHHBLIMU» N «HE CIIULLIKOM CROXHbIMU» 6e3 Kakmx-nnbo AoNOMnHUTENbHbIX NOAP06-
HocTen. B 10 Bpemsa kak ADV_ARC 4BndeTcs 4acTbl Kaxaoro npegonpeneneHHoro
ypoBHsa gosepust B MICO/MBK 15408, ADV_INT tpebyetca Tonbko ans 6onee BbICOKMX
npegornpeaesnieHHbIX ypoBHEN JOBEPUS.

Tem He mMeHee 04eBMAHO, YTO cOBNOAEHNE MPUHUMMOB MPOEKTUPOBAHUA N apXu-
TEKTYpbl MOXeT MOMOYb COKpaTUTb Tpyao3aTpaTtbl Ha OUeHKY. B onucaHun otaeribHbIX
NPUHLMMNOB NPOEKTUPOBAHUA U apXUTEKTYPbl YXXe OnMcaHbl HEKOTOPbIe acneKTbl, KOTopble
cnefyeT yyuTbiBaTb NpU oueHKe. OTOT pa3fen YTOYHSET HEeKOTOpble U3 3TUX acrekToB U
nomMeLLaeT UX B KOHTEKCT oueHKM, BbinonHsaemon B cootBeTcTBun ¢ MCO/MBK 15408 u
NCO/M3K 18045.
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KomuteT no paspabotke obwmx kputepmeB (CCDB), a Takke HauumoHamnbHble CU-
cTeMbl cepTudmKaumm MOryT BbiNyCKaTb Pa3bsACHEHUSA UNN BCNOMOraTefibHble AOKYMEHTHI,
KOTOpbl€ OTHOCATCS K apXUTEKTYPHBIM U MPOEKTHBIM acnekTam B LiefloM Un NSt KOHKPET-
HbIX TEXHONOMMN. OTN pasbsACHEHMUS SABNAOTCA 00s13aTenbHbIMU ANSA cUucTeM cepTudmka-
UMK, K KOTOPbIM OHM MPUMEHSIOTCSH, 1 UMEIOT NPUOPUTET Nepes HacTosLWEN TEXHNYECKON
cneundukaymen.

ApPXUTEKTYpPHbIE pELLEHUS, OMUCaHHbIe B 3TOM cneuyudukaumm, MoryT (U OOSMKHbI)
NCNONb30BaTbCA B COMETaAHUWN APYr C APYroM. APXUTEKTYPHbIE MPUHLMMNbI MOTYT UCMNOSb-
30BaTbCs Aaxe nepapxudeckn. Hanpumep, 4OMEH MOXET COCTOATb M3 Habopa nogaome-
HOB, MOXET UCNONb30BaTb pa3faeneHne Ha YPOBHU UMW MHKaNCynsaumio Ans BHYTPEHHEro
CTPYKTYPUPOBAHUS, @ MOXET MUCMNONb30BaTb METOAbl BUPTyanu3auumn unm n3bbiTOMHOCTb.
AOeKkBaTHOE UCMNONb30BaHUE 3TUX apPXUTEKTYPHbIX MPUHLMMNOB B MepapXnU4ecKoMm nopsigke
MOXET MOMOYb CHM3UTbL 00wyt crnoxHocTb OO u obecneunTtb Gonee ahPEKTUBHYHO
OL|EHKY.

Cemenctso ADV_TDS B MCO/M3K 15408 TpebyeT, 4tobbl OO 6bIN pasbut Ha
noacuctembl, a Ana 6onee BbICOKUX YPOBHEN Takke TpebyeTcd, YToObl 3TV NOACUCTEMDI
Obinn pas3butel Ha mogynu. Paspabotumk nmeet HekoTopyto cBoboay Bbibopa noacuctem
U Moaynen oo Tex nop, Nnoka CTPYyKTypa MOMOraeT OLEHLUMKY MOHSATb, KakK peann3oBaHbl
dyHKUMKM 6e30nacHOCTK, N NO3BONSAET OTCNEAUTb 3TO 4O CaMOrO HMXKHEro YPOBHSA NPOEK-
TMPOBaHNSA UNW Jaxe A0 peanu3auun. Takum obpasom, CTpykTypa, NpeacTaBneHHas
OLEHLLNKY pa3paboTymMKOM, CIYXUT, rnaBHbIM 0b6pa3om, Ans Toro, 4Tobbl NOMOYb eMY MO-
ny4nTb geTanbHOe npefcTtaBreHne 0 TOM, Kak Oblnv peanu3oBaHbl yHKLMKM Ge3onacHo-
ctn. OHa MOXET OTNNYaTbCs OT NPOEKTHOW crneundmrKauumn, KOTOPY AOMMKEH UMETb pas-
paboTyuk, 1 kKoTopas b6onblle OpMeHTUpoBaHa HA OCOBEHHOCTU KOHKPETHOIO KOMMOHEHTA,
3a KOTOpbIM pa3paboTumk HeceT OTBETCTBEHHOCTb MM KOTOPbIA OH AOJKEH noaaepXu-
BaTb. PaspaboTumky TpebyeTcsa KOHKpeTHOe IoKanbHOe npeacTaBneHne, Toraa Kak
OLEHLLNKY Heobxoammo nmeTtb 6onee rnobansHoe, npeactaBneHne o6 OO ¢ ToYkM 3pe-
Hus obecneveHnsa 6e3onacHOCTH.

OTO MOXET NPUBECTU K TOMY, YTO OnMcaHne NOACUCTEM U MOAYIeN, coaepxalleecs
B oOLlen NpPOEKTHOM AOKYMEeHTauuwu, NpeacTaBNEeHHOW OUEHLUMKY, He COOTBETCTBYEeT
CTPYKTYpE B YaCTU AENEHUsA Ha AOMEHbI, YPOBHU UM MHKAMNCYNMPOBaHHbIE 00BHEKTbI. JTO
He siBndeTca npobnemor Ao Tex Nop, Noka MOXHO NPOCNeauTb COOTBETCTBME MEXAY 3TU-

MK pasHbiMu NpeacTaBneHnsmu ctpyktypbl OO. OueHLMKy Takke notTpebyeTtcs onvcaHne
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cTpykTypbl OO B 4Yactu pasbueHnss Ha JOMEHbI, YPOBHU U/MNN NHKaNCynMpoBaHHbIe 06b-

€KTbl 4N4 BbINOJIHEHNA aHalnn3a yF|3BVIMOCTeI7I.
7.2 PaspgeneHve Ha AOMEHbI

KoHuenunsa pasgeneHnsa Ha gomeHsl ynommHaetcs B MICO/M3OK 15408-3 B cemen-
ctBe TpebosaHun gosepusa ADV_ARC. U3 npeacrtaBneHHOW OOKYMEHTALUWU OLIEHLLMKY
HeobxoaMMO onpefenuTb KONMMYecTBO M TN OOMEHOB, KoTopble npegoctasnget OO,
Ha3Ha4YeHne Kaxgoro JOMeHa, MexaHu3Mbl, KOTopble OTAENAT JOMEHbI Apyr OT Apyra, u
cnocob B3aMmogencTeusa oMeHOB And obecnedeHnss OYHKUMOHANbHbIX BO3MOXHOCTEN
OO. ADV_ARC onpegensieT, 4To ypOBeHb AeTanusauum B ONUCAHUN apXUTEKTypbl OO-
XeH BbITb TaknM e, YTO 1 onucaHue, Tpebyemoe ansa cemencTea TpeboBaHun JoBepus
ADV_TDS. Takum o6pa3om, OLEHLLMKY HEOBXOOMMO O3HAKOMUTLCS C TpeboBaHUAMU K
3TOMY CEMENCTBY A0BepMs, YTOObI onpeaennTb, KaKkon ypoBEHb AeTanu3auumn 1 nosiHoTbI
TpebyeTca ons onucaHna UHTEP(ENCOB U B3aUMOAENCTBUS Mexay AoMmeHamu. B G6onb-
LUMHCTBE CriydaeB CTpYKTypa AoMeHOoB cooTBeTcTBYyeT Aekomnosnuyun @O OO Ha noacu-
CTeMbl. OTO CONOCTaBfiEHNE HEe MOXET ObITb B3aMMHO OOHO3HA4YHbIM, MOCKOSbKY paspa-
6oTunk moxeT pas3bute OO Ha nogcucTemsbl, cocToswme u3 6onee Yem 0gHOrO OMEHa,
UM OOMeHbI, KOTOpble OXBaTbIBalOT HECKONbKO noacuctemM. Korga geno goxoaut o ge-
KOMNO3MUMN Ha MOAYSU, OOVUH OOMEH [OSMKEeH COCTOSATb U3 OOHOr0 UIM HECKOSTbKUX MO-
aynen. Ecnu pasgeneHne Ha NoACUCTEMbl U MOAYINU TPYAHO COOTHECTU C pa3feneHnem
®BO Ha gomeHbl, OueHLWMKY crnegyeT onMpaTbCA Ha LOKYMEeHTauuo, KoTopas no3sosivT
eMy conoctaBuTb nNoacuctembl u (rge Tpebyetcsa) mooynn ¢ AoOMeHamMu. OTO BaXKHO ANs
NOHUMaHNA TOro, Kak pasgerieHne Ha JOMEHbl BNUSET Ha CBONCTBA apXUTEKTYpbI: pasge-
neHve, cobCcTBEHHas 3almuTa n HEBO3MOXHOCTb 06xoaa.

PasnuyHble AoMeHbl 0ObIMHO MMEKT pasnuyHblie NPUBUNErNN, CBA3aHHbIE C Ges-
ONacHOCTLIO, Y NO3TOMY acrnekT NOTEeHUNarbHOro NOBbILEHUS NMPUBUNENNMI MPU UCMONb30-
BaHUN MHTEPMENCOB MeXay OAOMeHaMW U acnekT noslyyeHus unu BblBoda WMHGopMaumu,
KOTOPYO JOMEH OOMMKEH COXPaHATb KOHuaeHUManLHON, CTaHOBATCA Kputudeckumu. lo-
3TOMYy NPV NPOBEOEHUN aHanuM3a YsiI3BUMOCTEW OLEHLLUUKY HeobXoauMo yy4uTbiBaTb Cre-
ayrowmne noteHumanbsHble NpobnemMbl 6e30nacHOCTU:

— MOXHO N co3aTb TakoW NyTb aTaku, KOTOPbIW UCMNOMb3YeT NHTEP(ENCHI MeXay

pa3nnyHbiMn AOMEHaMN OnA NOoBbILLIEHUA I'IpVIBI/IJ'IGFI/If/] 3/10yMbILLUNEHHUKa,
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MOXET NN 3N0YMbILUNIEHHUK MCMNOMNb30BaTh UHTEPMENCHI K AOMEHY Takum obpa3som,
4yT106bl MHOPMaLNS, KOHPUAEHLMANBHOCTb KOTOPO JOMEH AOSMKEH 3aliuwiaTth, yTekna K

3NTI0YMbILUNEHHUKY.

—  acnekTbl NporpamMmm NMpoBEPKM kBanudukaumm nabopatopui, peannsyemMon Kak
yacTb TpeboBaHun Ha cooTBeTcTBNE MCO/MBK 17025;

- uncnonb3oBaHue 3anucen oby4veHus, nposogumoro B cootBeTcTBun ¢ MCO/M3IK
17025, B getanusaumm no mepam 3ahPeKkTMBHOCTU 0By4eHMsI, KOTOpbIE, B CBOKO OYepenpb,
MOryT NPOAEMOHCTPUPOBATL BriajeHNne HaBbIKOM,;

- npodyeccuoHarnbHble cepTUduKaTbl B OTHOLIEHUN onpeaeneHHbIX HaBbIKOB;

- obpaTHas cBA3b OT NepcoHana, ye NPU3HaAHHOrO KOMMETEHTHbIM B TOM Mnu

MHOM HaBbIKe.
7.3 PasgeneHune Ha ypoOBHU

PasgeneHne Ha ypOBHM 4acTO MCMONb3yeTcsl, YTOObl YAOCTOBEPUTLCS, YTO 30-
YMBbILMIEHHMK MOXET 000MTM onpedeneHHble PyHKUUKN, peann3oBaHHble Ha ypoBHe. [o-
BOJIbHO 4acTo pyHKUMKN 6e30MacHOCTH, Takne Kak KOHTPOSMb AOCTyNa UM UCNosib3oBaHme
3fIEMEHTOB YNpaBfeHus, peanuayTcs Ha onpefernieHHOM YPOBHE, U HWXHUE YPOBHU
npegnonaratwT, YTO 3TU 3ANIEMEHTbI yNpaBneHus yxe Obinn npumeHeHbl. B aTtom cnyyae
BaXXHO 3HATb, YTO 3TU YPOBHWU HENb3s 0OONTU, MU OYEHb BaXXHO MMETb [OKa3aTenbCTBa,
noyemy. HeBo3MOXHOCTb 06xoaa - aTo TpeboBaHue, BbipaxeHHoe B NCO/M3BK 15408 B
cemenctee ADV_ARC, n paspabotynk OomkeH NpeaocTaBuTb LOKYMEHTaumo o6 apxu-
TeKType, KoTopas no3sonuna 6bl OLUEHLNKY NOHATb, KaK NPUHUMIN pas3geneHns Ha ypoBHU
6b1n1 npumeHeH B OO.

MopobHO pasgeneHnio Ha OOMEHbl, pasdefnieHne Ha YpPOBHU MOXET He COOTBeT-
CTBOBaTb HanNpAMyl pasgeneHnto Ha nogcucteMbl U Moaynu. B aTom cnyyae oueHLimK
AOJDKEH OonNupaTbCs Ha OOKYMEHTauMto, KoTopasi No3BOMsSeT NOHATb B3aMMOCBSA3b Mexay
nogcuctemMamu 1 MoayrnsiMm 1 MHOrOypOBHEBOW CTPYKTYPOW.

TpeboBaHMs K OLEHKE MHOrOYPOBHEBOWN apXMTEKTYpbI, ncnonbdyemon B OO:

- OUEHWWKYy HeobXxoaMMO MMETb BO3MOXHOCTb COMOCTaBUTb MHOIOYPOBHEBYIO
apXMTEKTYpy C AoKasaTenbCTBaMuM HEBO3MOXHOCTM 0Oxoda, NpeacTaBNEeHHbIMU B AOKY-
meHTauum ana ADV_ARC, nockonbKy pasgeneHve Ha ypoBHU ucnonb3dyeTtcs ans obecne-

YyeHUsa HeBO3MOXXHocTn obxoaa PBO;
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- OUEeHWWKy HeobxoauMO MOHATb M3 OOKyMEHTauuu, NpeacTaBfieHHOW B Kade-
ctBe pokasatenbctBa ana ADV_ARC u ADV_TDS, kak opraHu3oBaHO pasfgerieHve Ha
YPOBHMW.

Mpn npoBegeHUM aHanu3a YA3BMMOCTEWN OLEHLUMKY HeobXoaMmo paccMOoTpeTb
BO3MOXHOCTb CO34aHUA NyTW aTaku, KOTOpbI 06XoaAnT pasgeneHne Ha ypoBHu (T. €. 06-
XOOMUT MO KparvHen Mepe OOWH YPOBEHb), U OnpeaesiuTb, NPUBOAUT NN 3TO K HapyLUEHUIO

XOTS Obl 0AHOM U3 Lenen be3onacHocTK, 3asaBneHHbix ana OO0.
7.4 UHkancynsauums

NHkancynsums 4acTto MCnonb3yeTcs Kak ofgHa M3 KOHCTPYKUMA A3blka peanusaumm
AN 3aWmnTbl AaHHbIX U PYHKUUIA OT HECAHKLMOHUPOBAHHOIO AOCTYNa M UCMONb30BaHUS.
MoaTomy obecneveHne pasgeneHns u HEBO3MOXHOCTU 06xoaa 06bl4HO BbIMNOMHAETCH UC-
MONHSAOLLEN CUCTEMOWN, KOTOpPasi MOCTaBMASIETCS C KOMMUASTOPOM, UCNOSb3yeMbiM A5isi 06-
paboTkm koga. [loBONbHO YacTO OUEHLUMK HE MMeeT JoCTyna K AaHHbIM 06 0COBEHHOCTAX
3TOM UCMONHAKOLLEN CUCTEMbI U JOIMKEH JOBEPATL EN.

Takass KOHCTPYKLMA MOXeT cTaTb npobnematnyHon, ecnn ®BO cospatoTca ¢ umc-
Nofib30BaHNEM HECKONbKUX A3bIKOB UMM KOMMUNATOPOB, YTO NMPUBOAUT K NapannesibHon
paboTe HECKONMbKMX UCNOMHALWMNX cucteM. B Takmx cnyyasax MoXeT NonyvmTbCsa Tak, YTo
WHKancynauus, npeaocTaBrieHHass 0gHON UCMNOSMHAOLWEN CUCTEMON, MOXET ObITb npony-
LeHa UnNn gaxe AeakTMBMPOBAHA YacTsIMU KOoda, CreHEPUPOBAHHOIO C UCMONb30BaHNEM
A3blka NporpaMmMupoBaHunsi, KOTopbIn NMMBo BoobLLe He obecneynBaeT UHKaNCYNaLmMIo, Nn-
60 He obGecneuynBaeT CTPOry UHKaNCynaumo, NMbo BoodLie JoNyCKaeT KOHCTPYKUMK, KO-
Topble CNOCOBOHbI MOAOpBaThb MHKaNCynsuuio, obecnedynmBaemMylo Kakom-nmbo UCNONHs0-
Len cuctemomn Ansa apyrux s3blikoB. B Takon cpene, rae npucyTcTByeT HECKOMbKO S13bIKOB
nporpaMmmMmpoBaHuns, MHKancynsums, obecnednsaemasa KOHKPETHbIMU UCMOMHSOWMUMN CU-
cTemMamu, Bcerga HaxoamTCs NoA Yyrpo30n.

OTO 3aTpygHsieT OUEHKY pasgeneHus 1 HeBo3MoxHocTn obxopga @60 OO, paspa-
BGOTaHHOro C UCNONb30BaHMEM Pa3HbIX A3bIKOB. [103TOMY OUEHLLNKY HeO6X0aMMO BbINOS-
HUTb HEKOTOPOE MCCreaoBaHMe B pamMKax aHanusa ysi3BUMOCTU, KOTOPOE NO3BOMUT onpe-
AENUTb BO3MOXHOCTb TaKOro noAapbiBa MCMNOMb3yeMbIX METOAOB MHKaNcynauuu, onpege-
NNTb BO3MOXHblE KOAOBbIE KOHCTPYKLMW N CNOCOObLI MCNOSb30BaHMA A3bIKOB NPOrpaMmu-
poOBaHMWs, KOTOpble MOTEHUManNbHO MOryT MoAopBaTh WHKancynauuio, obecneynBaemyro
APYron NCNOMHSALEN CUCTEMON, N pa3paboTaTb TECTbl HA MPOHUKHOBEHME, KOTOPbIE MO-

MblTATCSA UCMNONb30BaTb 3TN cNocobbl AN noapbiea dyHKUMI 6esonacHocTn OO.

44



rocTt -
(npoekm, okoHYamesibHasi pedaKyusi)

®B0O, KoTOpble MCMONb3YT WHKANCynsuuio, 6asvpyroTcs Ha yHKUMAX, npeno-
CTaBnsieMbIX UCMOJSTHAIOLWEN CUCTEMOM, MOITOMY OLEHLLUNKY HEeOBXOoaUMO MONyYUTb WH-
dopmMauuio 0 npuHUMNax, Kak UCMOMHAKLWAa cucTeMa peanuayeT UHKanCynauu U Kak
OHa 3awmLlaeT MHKancynMpoBaHHble 06BHEKTbI OT JOCTyna B 06xoa cpeacTB ynpasreHus,
peanu3oBaHHbIX UCNOJSTHSAOLWEN CUCTEMOW. OTOT aHanNu3 LOMMKEH BbIMNOMHATLCA KaK YacTb
oueHkn ADV_ARC n pgomkeH ObiTb OOMOMHEH TecTaMu Ha MPOHUKHOBEHME B COOTBET-
cTBUK ¢ BblbpaHHbIM ypoBHeMm AVA_VAN.

B Tex cny4yasx, korga vHkancynsaums obecnedmBaeTcs pyHKUMaAMM 3awmTtbl PEO
(Hanpumep, B cny4vae «setuid» B cpege UNIX), oueHka gomkHa GbiTb cocpegoTodeHa Ha
acrnekrte nosiyyeHns HeOBEPEHHOro Koda, UCMOSMHAEMOro B MHKancynMpoBaHHOW cpefe.
OgHUM 13 NpuMepoB TaKoro NPOHUKHOBEHUS ABNAETCS NporpaMmma, Kotopasi 3anyckaeTcs
B MHKaNCynMpoBaHHOW cpeae, rae nNpaBuUibHOCTb U JOBEPEHHOCTb BMBNMOTEKM, M3 KOTO-

pOI7I BbI3bIBAETCA NporpamMmma, He npoBepaeTCAd B LI,OCTaTO'-IHOVI cTeneHu.
7.5 PesepBupoBaHue

N30bITOUHbIE 3NEMEHTbI B apXMTEKTYpe MCMOMb3YTCA AN1S NOBbILWEHNA HageXHO-
CTM CUCTEMbI B cnyyae owmnbok unu cboes. Mpn NCNoNb30BaHUN TaKMX 3NIEMEHTOB B Lie-
nsx 6e3onacHOCTM Takke HeOOBXOAMMO y4uTbiBaTb acnekT ownbok n cboeB, Bbi3BAHHbLIX
npegHaMepeHHbIMU aTakamu.

Mpn npoBegeHUM aHanm3a OUEHLLUMKY HeobXoaMmo nonyynTb yOeamTenbHyt WH-
dopmaLmio, NO3BOMAIOLLY ONpeaenuTb, ABNATCA N U3ObITOYHbIE 3NEeMEHTbl AOCTa-
TOYHO HEe3aBMCUMbIMU ANS 3alNUTbl OT NOCNEACTBUIN TakMx ownbok nnm cboes. MoaTomy,
B apxXuTeKType, KoTopasa BKNoYaeT B cebst M3ObITOYHbIE 3MEeMEHTbI, He0BX0ANMO nepe-
YNCINUTb TUNbI OLUMBOK 1 COOEB, OT KOTOPbLIX M3OLITOYHOCTb AOSMKHA 3alUMLLaTb, apryMeH-
Tbl, MOYEMY M3ObITOYHbIE ANIEMEHTbLI ABASIOTCSA LOCTAaTOMHO HE3aBUCMMbIMWU MO OTHOLUE-
HWUIO K 3TUM owmnbKam n cbosim, onnucaHne MexaHu3ama, UCMNonNb3yemMoro Ana obHapyxeHus
owmnbok unu cboes, a Takke onucaHue (PYHKLWUA, NCNONb3yeMbIX AN pearnpoBaHus Ha
oBGHapyXeHHble OWnbKN unm coboun. ATa MHPOPMaLMS O0SPKHA COOAepPXKaTbCA B LOKYMEH-
Tauuu, cogepxawen TpeboBaHnsa K KOMNOHEHTaM, BblibpaHHbiM 13 cemencts ADV_ARC un
ADV_TDS gns oueHku.

3arteM oLeHLLMKY He0BX0aUMO NPOBEPUTD:

- YTO 3asBMEHHbIN YPOBEHb HE3ABUCMMOCTUN N3ObITOYHBIX 3NIEMEHTOB BEpEH Aa-

Xe B Clly4ae npe,qHamepeHHon aTaKku;
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- YTO MexaHu3M OBHapyXeHusa owmnbok unm cboeB acpdekTUBEH Aaxe B cnyyae
npegHaMepeHHOW ataku, U YTo owunbku unm cbom camm nNo cedbe He BNUAIOT HA STOT Me-
XaHU3M;

—  YTO peakumsi Ha owmnbkn nnmn cbomn He co3gaeT OONONHUTENbHLIX Npobrem 6e3-
OnacHOCTU (Hanpumep, ynpoLaeT neperpysky CUCTEMbl, TEM CaMbIM YBENMYMBasi BEPOAT-
HOCTb BbIXOZa UCMPAaBHOro 3fIeMeHTa U3 CTPOS);

—  YTO BOCCTaHOBJIEHWE HOpPMarnbHOM paboTbl BO3MOXHO B TeYeHMe npeagnonara-
€eMOoro nepuoga BpeMeHU, U YTO 3r1I0yMbILLFIEHHUK HE MOXET NOBNUATL Ha BpeMsi BO3BpaTa
K HopmanbHou paboTte HegonyCTUMbIM 06pPa3oMm.

Bce aTO BbINOMHAETCA B codeTaHuM ¢ meponpuatuamm no oueHke ans ADV_ARC,
ADV_TDS n AVA_VAN, rge oueHka, BbinoniHeHHas ana ADV_ARC n ADV_TDS, ucnonb-

3yeTcs Ans nosiyyeHuss TeCTOB Ha NPOHUKHOBEHUE, BbinonHsemMblx Ana AVA_VAN.
7.6 Buptyanusauus

BupTyanusauma Bcerga cBsi3aHa C aMynsiuvMen BUPTyanuanpoBaHHOrO obbekTa.
[nsa oueHkn 6e30nacHOCTU OUEHLLMKY TpebyeTcs:

- norHas noBefdeH4yeckas cneumdurkauma BUPTyanusamMpoBaHHOro obbekta. 370
Heob6xoaMMOo NS BbiBNEHNS NOOLIX HECOOTBETCTBUI MEXAY 3TOM cneundukaumen n no-
BeJeHMEM, JEMOHCTPUPYEMbIM YPOBHEM, peanuayoLmm SMynaumio;

— onucaHue YHKUUKW, peanuaylowmx QYHKUMKM aMynauun. OTO NOKpbIBaeTCs
TpeboBaHuaMU K komnoHeHTam cemencts ADV_ARC, ADV_FSP n ADV_TDS;

- OnucaHue Kakom-rmbo TeXHMYecKon noaaepXku co CcTopoHbl UT-cpefbl, wuc-
nonb3yemMon Ansa BupTyanuaaumn. 3T noaaepxusarolime pyHKUMM JOMKHbI BbITb onuca-
Hbl 4OCTaTOMHO NOApPO6HO, 0COBEHHO ecnn MCMNOoNb3yeTcs annapaTtHas Unn BCTPOEHHas
nogaepxka 6asoBon nnatgopmbl.

C nomoLLblo 3TON MHGOPMAL MK OLIEHLLMK JOMKEH OLEHUTb U NOATBEPAUTD:

- YTO cneumduKauusa BUPTyanu3MpoBaHHOrO obbekTa He onpegensieTr Hebes-
onacHoro nosefeHunda. Ecnn ato Tak, npaBunbHas BUpTyanuaauusa oTpasut 3T0 Hebes-
onacHoe noBeeHue 1 npmeeaeT K HEeHaaeXXHOW CUCTEME;

- yTO0 cneundmkauma nopaepxkn, obecneumBaemon WT-cpepon, ponyckaer
yOob6HY0 Nogaep KKy aMynauuu;

- YTO noBefeHue BMPTYyanuanpoBaHHOro obbekTa MpaBUMbHO OTpaXkaeT 3ajaH-
HOe noBefeHne «pearbHOro» 00beKTa;

- YyTO peanusaumnsa pyHKUM amynauumn 6esonacHa;
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- YTO peanusaums ucnonb3yeT nogaepxky, obecneumBaemyro UT-cpepon, kak
3agymaHo, u 6e3 No6o4HbIX 3hPeKTOB, KPUTUYHBIX ANs 6Ge3onacHoCTU.

Korga ato 6yaeT BbINOMHEHO, aHaNU3 ya3BMMOCTEN MOXET ObITb COCPEAOTOYEH Ha
acnekTax, He 3aTPOHYTbIX B NOBEAEHYECKOM crneundurkaLmm amynmpyemMmoro anemMeHTa, 1
Ha TOM, MOTYT i1 3TK acneKTbl MPUBHECTM YA3BMMOCTU, KOTOPbIE MOrYT HE CyLleCcTBOBaTb
npy UCNonb30BaHUM «peanbHoro» anemeHta. OgHUM 13 NPUMEPOB TaKOro NOBEAEHUS, HE
paccmaTpMBaeMoro B noBefeHYeckon cneundurkaumm, asnsetcsa spems. Hanpumep, Ko-
roa HEeCKONbKO BUPTYanu3MpoBaHHbIX OMCKOB COMOCTaBMEHbl C OAHUM (OU3NYECKUM OUC-
KOM, Bpemsi, ucrnonbdyemoe Ans paboTbl AncKa, MOXET npefocTaBuUTb MHOpMauuio o
TOM, UCMOMb3YKTCH N N KaK MCNOMb3YTCA ApYrne BUPTyanu3mpoBaHHble aucku. Ecnu
nogpasymMeBaeTCs MCMOMb30BaHWE pasHbIX PasfaernoB, KOTOPble AOSMKHbI ObiTb OTAEMNEHbI
Apyr oT Apyra, BUpTyanu3mpoBaHHbIE OUCKM MOFYT CO34aTb CKPbITbIA KaHan C NOTEeHLUM-

anbHO BbICOKOW MPOMYCKHON CMNOCOGHOCTLIO.
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MpunoxeHnue OA
(cnpaBo4HoOE)
CBeaeHUA 0 COOTBETCTBUM MEXIocyAapCTBEHHbIX CTaHAAPTOB CCbISTOYHLIM

MeXAyHapoAHbIM cTaHAapTaM (MeXAyHapoAHbIM [OKYMEHTaM)

Ta6bnuuya OA.1

OGosHa4eHne n HanmeHoBaHue CreneHb O603HayYeHne N HauMeHoBaHue
MeXOyHapoOHOro ctaHgapTa
(MeX[1yHapOLHOro A0KyMeHTa) COOTBETCTBMS MEeXrocyaapCTBEHHOro cTaHaapTa
ISO/IEC 15408-1 — x
ISO/IEC 15408-2 — *
ISO/IEC 15408-3 — *
ISO/IEC 18045 — *

MpumeyvyaHune — IDT — ngeHTUYHbIA CTaHOapPT.

* - COOTBETCTBYHOLLNIA MEXTOCYAAPCTBEHHbIN CTaHA4ApPT OTCYTCTBYET
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KntoueBble cnosa: MHdopmaunoHHas 6e3onacHoctb (MB), npyHUMI NOCTPOEHUST apXUTEK-

Typbl, oLieHka 6e30MacHOCTM MHPOPMALIMOHHBLIX TEXHONOMUIA

3amectutens gupekrtopa oL Y PAH 3auapuHHbIn A A.
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