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NMpeaucnosune

EBpasunckuii coBet no craHgaptmMsauuu, metposiorum u ceptudukaumm (EACC)
npeacrasnseT cobon permoHanbHoe obbeanHeHne HauMOHanbHbIX OPraHoB MO CTaHAap-
TM3auum rocygapcts, Bxogswmx B Coapyxectso Hesasucumbix ocygapcts. B ganbHen-
Wwem BO3MOXHO BCTynneHne B EACC HaumoHarbHbIX OpraHoB No CTaH4apTU3auuun apyrmx

rocynapcre.

Llenn, oCHOBHbIE MPUHLMMbLI 1 OCHOBHOW NOPSAOK NpoBeAeHust paboT No Mexrocy-
AapcteeHHou ctaHgapTtusaummn onpegenerol FOCT 1.0 «MexrocynapctBeHHas cuctema
ctaHgapTtudaumn. OcHoBHble nonoxeHus» n NOCT 1.2 «MexrocygapCTBeHHaa cuctema
ctaHpgapTtusaumn. CtaHaapTbl MeXrocyAapCTBEHHbIe, MpaBuna u pekoMeHgaunmn no Mex-
rocygapctBeHHoOW cTtaHgaptusauuun. NMpasuna pa3paboTku, NpuHATUS, OBGHOBNEHUS U OT-

MEHbI».
CBepeHus o cTaHaapTe

1 NOAIMOTOBJIEH ®eneparnbHbiM rocyfapCTBEHHbIM yupexaeHneMm «denepanbs-
HbIN nccnegosaTtenscknn LeHTp «MHpopmaTrka n ynpasneHne» Poccunckon akagemuu
Hayk» (PUL, Y PAH), O6iecTtBom C orpaHU4eHHON OTBETCTBEHHOCTbIO «VH(bopMaLmnoH-
HO — aHanuTnyeckun ueHTp» (OO0 NABLL) Ha ocHOoBEe COBCTBEHHOIO ayTEHTUYHOIO Nepe-

BOAa cTaHAapTa, ykasaHHOro B nyHkTe 4

2 BHECEH MexrocygapCTBEHHbIM TEXHUYECKMM KOMUTETOM MO CTaHZapTuM3auuun

MTK 22 «MIHpopMaLMOHHbIE TEXHONOTUNY

3 MPUHAT EBpasunckum coBeToMm Mo CTaHAapTusauuu, MeTponornm u ceptugu-

Kauun (npoTtokon Ne oT 201..1.)
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3a NPpUHATNE CTaHOapTa NporonocoBaru:

KpaTkoe HaumeHoBaHue Koa cTpaHbl no CokpallleHHOoe HauMeHo-
ctpaHbl no MK (MCO 3166) MK (UCO BaHWe HauuoHarbHOro opraHa
004-97 3166)044-97 no ctaHgapTusaumm

4 Hactoawmin cTaHgapT uMAOeHTUYeH MexayHapogHomy ctangapty ISO/IEC
27014:2020 «NHdopmMaLumoHHble TexHonorun. MiHopmaunoHHass 6esonacHocTb, Knbep-
6e3onacHOCTb U 3awmTa KoOHUaeHUManLHOCTU. PykoBoACTBO OeATEeNbHOCTbIO No obec-
neyeHuno nHgpopmaumnoHHon 6esonacHoctTn» (ISO/IEC 27014:2020 «Information technolo-
gy — Information security, cybersecurity and privacy protection— Governance of infor-
mation security»).

ISO/IEC 27014:2020 paspaboTtaH nogkomutetom [K 27 «NHdopmaumoHHaa 6e3-
onacHocCTb, knbepbesonacHOCTb M 3alumTa KoHpuaeHUmanbHOCTU» COBMECTHOrO TEXHU-
yeckoro komuteta CTK 1 «NHdopmaumoHHble TexHonorum» MexayHapogHou opraHusa-
umn no craHgaptusaumm (MCO) n MexayHapooHOW 3MEKTPOTEXHUYECKON KOMUCCUM
(M3K).

[NepeBopg ¢ aHrnumckoro aA3bika (en).

CBefieHns1 0 COOTBETCTBUM MEXrocyagapCTBeHHbIX CTaHAapTOB CCbIJTIOYHbIM MeXay-

HapoAHbIM CTaHAapTaMm npusBeAeHbl B OMONMHUTENbHOM npunoxeHun [A.
5 BBEJEH BINEPBbIE

UHpopmayus o esedeHuu 8 delicmeue (npekpaweHuu Oelicmeusi) Hacmosu,e2o
cmaHdapma U U3MeHeHUU K HeMy Ha meppumopuu yKka3aHHbIX ebllue 2ocydapcme rnybiru-
Kyemcsi 8 yKkasameJsisix HayuoOHalslbHbIX cmaHOapmos, u3dasaeMbiX 8 3mux aocydap-
cmeax, a makxe 8 cemu MlHmepHem Ha calimax coomeemcmasyuwux HayUuoHalbHbIX Op-

2aHoe rno cmaHdapmusauyuu.
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B cniyyae nepecmompa, U3MeHeHUs Uriu OmMeHbl Hacmosiujeeo cmaHOapma co-

omeemcmeyrowass uHgopmayusi bydem onybriukogaHa Ha oguyuaribHOM UHMepHem-
caume MexzaocydapcmeeHHO20 cogema o cmaHdapmu3ayuu, memposioauu u cepmu-

ukayuu 8 «MexeocydapcmeeHHble crnaHOapmbly.

© ISO, 2020 — Bce npaBa coxpaHawTCs
© IEC, 2020 — Bce npaBa coxpaHsatTCcH

NckntountenbHoe npaBo ocbmumaanoro OI'Iy6]'II/IKOBaHI/IFI HacTosALllero craHgapta
Ha TeppuTopun yKa3aHHbIX Bbille rocyaapcCTtB MNpUHaaneXxXmnt HauuoHallbHbIM (rocyp,ap-

CTBeHHbIM) opraHam no CtaHgapTu3aunm 3TUX rocyaapcTts
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BBegeHue

O6ecneveHune nHpopmaumoHHon 6esonacHocTn (MB) aBnaeTca BaxHewnwen 3aaa-
Yyen opraHusauuin, 3Ha4YeHne KOTOPOW MOCTOSIHHO MOBbIWAETCH B pe3yrnbTate Henpepbis-
HOro pas3BuMTUS METOAOB M CPEACTB NPOBeAeHUsd atak Ha MHAOPMAaLUNOHHbIE CUCTEMBI, a
Takke B CBS3M C YyCUNEHWEM HOPMaTUBHbIX TpeboBaHWI perynaTopos.

HepoctatouHocTb Mep obecneveHns VB moxeT MMeTb NS opraHusaumu, Takke
Kak 1 Ons ee napTHeEpPOB, MHOXECTBO HeraTMBHbIX NOCNEACTBUA, B TOM YMCME CBA3aHHbIX
C yTpaTou JoBepuS.

PykoBoacTBo geatenbHOCTbiO Mo obecneyveHnto B npegnonaraeT Hagnexailee
ncnonb3oBaHMe pecypcoB Ans obecneveHus adppektmBHom peanusaumm Wb, obecneun-
BaloLlen yBEPEHHOCTb B TOM, YTO:

- byayT cobntogatbes anpektusbl no Mb;

- pykoBoAcTBO BygeT nonyyaTb JOCTOBEPHYHO W akTyanbHYK OTYETHOCTb O Aes-

TenbHOCTU, cBsA3aHHOMU ¢ UB.

MpenoctaBneHHas nHgopmaums 06 Vb nomoraet pyKOBOACTBY MpuUHMMaTh peLle-
HUS1 OTHOCUTENBbHO CTpaTernyeckux Lenen opraHnsaumm, 4To rapaHTupyeT Kpome npoyero
n cootsetctBue ctpatermm VB atum uenam. OHa Takke obecnedvvBaeT COOTBETCTBUE
cTpaTermm uHopmMaLmMoHHon 6e3o0nacHOCTM OBLWMM LensMm opraHn3aumu.

MeHexkepbl 1 Apyrve paboTHUKM OpraHn3aLmmn, OMKHbI MOHUMAaTh criefyloLlee:

- TpeboBaHUSA K pyKOBOACTBY AeATENbHOCTbIO, BNNSAIOLWMNE Ha UX paboTy;

—  KaK ygoBrneTBopuTb TpeboBaHWs K PYKOBOACTBY AeATENbHOCTbIO, Tpebytowme

X OENCTBUN.

VI
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MEXIOCYOAPCTBEHHbIN CTAHOAPT

MHdopmMaLMOHHbIE TEXHONOMMKU

MHO®OPMALIMOHHAA BE3OMNACHOCTb, KWNBEPBE3OINACHOCTb U
3ALLIMTA KOHOUAOAEHUUATIBHOCTHU

PykoBoacTBO AeATeNbHOCTbLIO MO obecnevyeHnto UH(hOPMaLMOHHOMN

6e3onacHocCTH

Information technology. Information security, cybersecurity and privacy

protection. Governance of information security

[darta BBeaeHus —

1 O6bnacTtb npuMeHeHuUs

B HacToswem cTaHgapTe npeacTaBneHbl NOHATUS, Leny 1 Npouecchbl pykoBoACTBa
AeaTenbHOCTbIO No obecneveHnto nHpopmaunoHHon 6esonacHocTn (UB), ¢ NOMOLLBIO KO-
TOPbIX OpraHM3aLMmM MOryT OLEeHMBaTb, HaNpaBnsiTb, KOHTPONMPOBAaTbL M NepedaBaTb WH-
dopmaLmio 0 npoueccax, CBA3aHHbIX C MHOPMaLMOHHOM 6e30MacHOCTbIO, BHYTPU opra-
HU3aunn.

LleneBasi ayautopusa HacTosLlero ctaHgapTa:

—  pYKOBOASILLME OpraHbl 1 nnua n3 cocTaBa BbICLLEro PYKOBOACTBA;

-~ NUua, OTBETCTBEHHbIE 3a OUEHKY, YNpaBfieHWe U MOHUTOPWHI CUCTEMbl Me-
HeXXMeHTa nHopmaumoHHon 6esonacHoctn (CMUB) Ha ocHoBe MCO/M3K 27001;

-  Nuua, OTBETCTBEHHble 3a MeHeaxmeHT VB 3a npegenammn obnactu aencreus
CMWUB, ocHoBaHHOM Ha MCO/M3K 27001, HO B pamMKkax pyKoBOACTBa AeATESIbHOCTbIO.

HacTtoawun ctaHgapT npMMeHuUM KO BCEM BMAaAM OpraHusauum ¢ pasfivMyHOM uYuc-
NEHHOCTbIO PabOTHUKOB (NepcoHana).

Bce ccoinkn Ha CMWUB B HacToswem ctaHgapTte oTHocaTca kK CMUB, cooteeTcTBy-
towmm MCO/M3IK 27001.

U3paHue ocpuumanbHoe
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B HacTodlem cTaHgapTe OCHOBHOE BHUMaHWe yaensieTcs opraHmsauusm Tpex Tu-
noB no otHoweHuto Kk CMUB, npuBeaeHHbIM B npunoxeHun B. OgHako HacToAWMA CTaH-

OapT MOXET TakKKe UCMOoNb30BaTbCA U ONd OpFaHl/I3aL|,I/IIZ OPpYyrnx Tunos.

2 HopmaTuBHbI€ CCbISIKU

B HacTosiwem ctaHgapTe MCnonb3oBaHbl crnefyowme HopMaTuBHbIE CCbiku. [Ans
AATUPOBAaHHbIX CCbINTOK NPUMEHSAIOT TOMBKO YKa3aHHOEe u3faHue, ANna HefaTUpPOBaHHbIX —
nocriefHee n3gaHuve (BKroyasa Bce N3MeHeHus).

ISO/IEC 27000, Information technology — Security techniques — Information secu-
rity management systems — Overview and vocabulary (MHdopmaumoHHbIE TEXHOMNOTUN.
MeToabl 1 cpeactea obecneyeHns 6esonacHocTn. CucteMbl MeHeKMeHTa MHGOopMaLn-
OHHOW 6e3onacHocTn. OBLWMI 0630p U TEPMUHONOINS)

NCO/M3K 27001, Information technology — Security techniques — Information se-
curity management systems — Requirements (MHdpopmaumoHHble TexHonorun. Metoasl u
cpenctea obecneveHns 6eszonacHocTn. CUCTEMbI MEHeIKMeHTa UHMOpMaLnoHHON 6es-

onacHoctu. TpeboBaHus)

3 TepMmuHbI 1 onpepeneHus

B HacToqwem ctaHgapTe npuMmeHeHsl TepMuHbl o MCO/M3K 27000.

Kpome Ttoro, MCO n MOK nogaepxmnBatoT TepMmHonorndeckme 6asbl AaHHbIX Ans
cTaHAapTu3aLumm, KoTopble AOCTYMNHbI MO cnegyowmMm agpecam:

— novckoBas oHnanH-nnatgopma ISO: http://www.iso.org/obp

— |IEC Electropedia: http://www.electropedia.org/

-- TepMmuHbl 1 onpepenenus ITU-T: http://www.itu.int/go/terminology-databasehttp://
www.itu.int/go/terminology-databasehttp://www.itu.int/go/terminology-database

3.1 opraHM3sauuoHHas cTpykTypa (entity): Npegonpuatne, ydpexageHue nnv gpyrou

XO3ANCTBYIOLLMIN CYyOBEKT.

MpumedyaHwue - OpraHMsaLMOHHAA CTPYKTypa MOXET OblTb rpynnon KOMMNaHUN, oTAenNbHON
KOMMNaHuen, HEKOMMEpPYECKON opraHmu3aumen nnm 4em-Hubyab nHbiM. OpraHn3aumMoHHas CTpyKTypa UMmeet
pyKoBOAsLIME MOMHOMOYUSA Haf opraHusaumein. B otaenbHbIX cnyvasx, Hanpymep, B HEOOMbLINX KOMMaHU-

AX OpraHn3aumoHHasa CTPYKTypa MoXxeT ObITb MOAEHTUYHA opraHusauun.
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3.2 opraHusauusa (organization): 3TO 4YacTb OpraHM3auuoOHHOW CTPYKTYpbl, B
KOTOPOW 3KCNIyaTUpyeTcs U KOHTPONUPYEeTCS cuctema MeHemkKMeHTa MH(OopMaLNOHHON
6esonacHoctn (CMUB).
3.3

pykoBoaswmm opraH (governing body): Jluuo vnm rpynna nuy, HecyLimMx OTBeT-
CTBEHHOCTb 3a MPOU3BOAUTENBHOCTb OpraHM3aLMoHHOW CTpYKTypbl (3.1) 1 3a cobnoge-
HVe ero NPUMEHUMbIX HOPM.

[MCO/MBK 27000:2018 (nogpasgen 3.24) C U3MEHEHUsAMW — BMECTO TepMuHa

«opraHu3aumsi» Mcnosnb3yeTcsl TEPMUH «OpraHM3auUMoHHas CTPYKTypar]

3.4

Bbicllee pykoBoacTBo (top management): Jluuo vnu rpynna nuy, pykoBoasLMX

opraHusaumen (3.2) n KOHTPONUPYIOLLNX ee Ha BbICLLUEM YPOBHE.

MpumevyaHnsa

1 Bbicliee pyKOBOACTBO MMeeT NpaBO AernermpoBaTb MOMHOMOYMS U NPeaocTaBNATb pecypchbl B
pamkax opraHvsauuu.

2 Ecnu obnactb OeNCTBUSA CUCTEMbI MEHEOXMEHTa OXBaTbiBA€T TOMbKO YAaCTb OpPraHW3aLMOHHOW
CTPYKTYpbl, TO BbICLLUEE PYKOBOACTBO OTHOCUTCS K TEM, KTO PYKOBOAMT 3TOW 4acCTbiO OpraHvM3aLMOHHOW
CTPYKTYPbl U KOHTpPONUpyeT ee. Beicluee pykoBOACTBO MOAOTYETHO PYKOBOASILLEMY OpraHy opraHm3auuoH-
HOW CTPYKTYpbl.

3 B 3aBncuMoOCTM OT pa3mepa 1M pecypcoB OpraHu3auum, BbiCLLEe PyKOBOACTBO MOXET ObiTb COBME-
LLleHO C PyKOBOASALLMM OpraHomM.

4 Beicluee pyKOBOACTBO NOOYMHSIETCA PYKOBOASLLEMY OpraHy.

5B MCO 37001 Takke onpeaeneHbl MOHATUSA PYKOBOASLLLErO OpraHa v BbICLLErO PYKOBOACTBA.

[MCO/M3K 27000:2018 (nogpasaen 3.75) ¢ UISMEHEHUAMU:

- B MpMMeYaHnn 2 TEpMUH «OpraHu3aums» 3aMeHeH Ha TepMUH «OpraHu3aunoHHas CTPyKTypay»
n nobaBneHo BTOpoe NpearnoxeHue;

—  npumeYaHue 3 3aMeHeHo;

—  pobGaBneHbl npumeYdaHns 3 n 5]

4 CokpalieHus

B HacTosilem cTaHgapTe NpUMEeHeHbI crieyoLne CokpaLLeHns:
CMWB (ISMS) Cuctema meHemXxmeHTa UHpOpMaLMOHHOM 6e30MacHOCTH

T (IT) NHdopMaumOoHHbIE TEXHOIOMMK
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5 CocTaB M CTPYKTypa HacTosLero craHgaapra

B HacTosilem cTaHgapTe onMcaHo, KakK OCYLLEeCTBISeTCH PYKOBOACTBO AeATENbHO-
cTbio No obecneveHnto Vb B pamkax CMUB, cooteeTtctBytowen MCO/MIK 27001, n kak
Takne pykoBogsLne AeNcTBUS MOryT ObiTb CBS3aHbl C APYrMMU OENCTBUAMUN ynpaBneHns
BHe obnactu gencteua CMUB. B HacTosiwem cTaHgapTe onpeneneHbl YeTblpe OCHOBHbIX
npouecca: «oUeHKa», «KKoopaMHauusay», K MOHUTOPUHI» U «OOMeH MHdopMauneny», B KOTO-
pbix CMUAB MoxeT 6bITb CTPYKTYpMpOBaHa BHYTPWU OpraHvM3auuu, a Takke npeanararTcs
noaxodbl ANS UHTerpauumn pykoBoACTBa AeATenbHOCTbo No obecneveHunio Nb B geatens-
HOCTb NO ynNpasfeHWo opraHn3aunen Ansa Kaxxaoro ua atnx npoueccos. B npunoxexHun A
OMUCLIBAIOTCH B3aMMOCBA3N MeXAy YyrnpaBrieHneM opraHusaumen, yrnpasrieHneM UHQop-
MaUNOHHbLIMU TEXHOMOMMAMU U yNpaBrieHnem AeaTernbHOCTbIo No obecneveHuto Ub.

Mo onpeaeneHnio opraHn3aunsa oxBaTbiBaeT BCIO OPraHn3aumoHHY CTPYKTYpY (CM.
NCO/M3K 27000). Ho oHa MOXeT oxBaTbIBaTb Kak BCIO OPraHM3aLMOHHYIO CTPYKTYpPY, TaK

M ero YyacTb, Kak NokasaHo Ha pucyHke B.1.

6 PykoBoACTBO AeATENIbHOCTLIO U CTaHAAPThbl yNnpaBneHus

6.1 O630p

PykoBoacTBO AaedAtenbHoCcTbio No obecneveHmnio b — aTo npouecc, nocpeacTsomM
KOTOPOro pyKOBOAALLMIA OopraH opraHmsaumm obecnedmBaeT oOLyt0 KOOPANHALMIO N KOH-
Tponb AeaTeribHoCTU, cBadaHHoW ¢ VB opraHusaumu. KoopavHauusa n KOHTPOISib OOKyCH-
PYIOTCS Ha CUTyauusix, korga HegocTaTkm B obecnedeHnn nHgpopmaunoHHon 6esonacHo-
CTM MOrYyT HEraTMBHO BIMATb Ha CMOCOBHOCTb OpraHu3auun AoCTUratb CBOUX OCHOBHbIX
uenen. PykoBogawmm opraH obblMHO peanu3yeT Lenu CBOEero ynpabieHusi OesTeribHO-
CTbiO NOCPEACTBOM:

- obecne4veHuns KoopauHaUUM nyTem onpeaeneHns cTpaTternn n NONUTHUK;

—  MOHUTOPWHra AeATenbHOCTM OpraHm3auuu;

—  OUEHKM NpeanoXeHnni 1 NnaHoB, pa3paboTaHHbIX PyKOBOAUTEMNSMN.

YnpaBneHne mHopmaLMoHHON 6e30MacHOCTbO0 CBA3aHO ¢ obecnevyeHnem OOCTU-
XEHUs uenen opraHmsaLmm, onMcaHHbIX B CTpaTermsx U nonuTukax, onpeaeneHHblX pyko-
BOAALLMM opraHom. Kpome Toro, B3anmogemncrame ¢ pykoBOAALLMM OpraHOM MOXET BKI10-

yaTb B ceb4q:

4
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- npeacTaBfieHMe Ha pacCMOTpPeHMEe PYKOBOASLLEro opraHa npeanoXeHun wu
nnaHos;

- npegocTaBrieHMe PYKOBOASLLEMY opraHy MHopmaumm o OesTenbHOCTU opra-
HU3aUuun.

ObbekTnBHOE PYKOBOACTBO AEATENBHOCTLIO N0 ob6ecneyeHnto Nb TpebyeT, 4ToObI
KaK YneHbl pyKOBOASLLEro opraHa, Tak n MeHeaKepbl Haanexaiwmm obpasom BbINOSHANN

cooTBeTCTBYHOLLME 06s13aHHOCTM.

6.2 PykoBoACTBO OeATENbHOCTLIO B paMKax CUCTEMbl MeHeAXMeHTa

MH(pOPMaALMOHHON 6e30NacHOCTH

NCO/M3K 27001 onpegenseT TpeboBaHUA K CO30aHUI0, BHEAPEHMIO, NOAOEPXKKE U
NMOCTOAHHOMY YIYYLLIEHUIO CUCTEMblI MEHEeKMEHTa MHOpMaunoHHOM Be3onacHOCTU B
KOHTeKcTe opraHmsaumn. OH Takke BKMoYaeT TpeboBaHus K oueHke n o6paboTke pMCKOB
NMHpopmaunoHHOM 6e30nNacHOCTN C y4eTOM NOTPEBHOCTEN OpPraHN3aLMOHHON CTPYKTYPbI.

B MCO/M3K 27001 He ncnonb3yetca TEPMUH «PYKOBOACTBO AEATENBHOCTLIO», HO B
Hem onpeaeneH psg TpeboBaHWiA, yAOBNETBOPEHUE KOTOPbIX obecnevmBaeTca eNCTBUSA-
MU ynpaeneHus. [lanee npuBefeHbl NnpuMepbl Takux AencTBuin. Kak yxe oTmevanoch pa-
Hee MOHATMSA «OpraHu3auusa» n «BbICLLIEE PYKOBOACTBO» OTHOCATCS K obnactu gencTBus
CMWB Ha ocHoBe MCO/MO3K 27001.

- WNCO/M3K 27001 (nogpasaen 4.1) TpebyeT, 4Tobbl OpraHmnsaums ngeHTnpnum-
poBarna TO, Yero oHa CTPEMMUTCHA OOCTUYb — Lienu 1 3agadmn ceoen VIb. OHM gomkHbI ObiTb
CBS3aHbl C OOWUMM LieNaMn U 3agavyamMy OpraHM3aLMOHHON CTPYKTYpbl U NoaaepXuBaTtb
nX. ATO OTHOCUTCA K LEensM PYKOBOACTBA AEATENbHOCTLIO, onpeaesnieHHeiM B nN. 1, 3 n 4
pasgena 7.2 HacTosLlero ctaHgapTa.

- WNCO/M3K 27001 (nogpasaen 4.2) TpebyeT, 4Tobbl OpraHnsaums ngeHTnpnum-
poBana 3anHTepecoBaHHble CTOPOHbI, MMetloLmne oTHoweHne kK ee CMUB, a Takke Tpebo-
BaHWA 3TUX 3aUHTEepPeCcOoBaHHbIX CTOPOH, OTHOcsALWMecs K MB. 3TO OTHOCUTCA K Lenu pyko-
BOACTBA AeATEeSIbHOCTbLIO, OnpeaesieHHou B M. 4 pasgena 7.2 HacToswero craHgapTra.

- WNCO/M3K 27001 (nogpasgen 4.3) TpebyeT, 4ToOblI OpraHu3auusa onpegenuna
rpaHuubl 1 npumeHnmocte CMWB anga yctaHoBneHus ee ob6nactv NpUMEHEHUS C y4eTOM
BHELUHUX N BHYTPEHHUX hbakTopoB, TpeboBaHui, nHtepdencos n 3asmcumocten. Kpome
Toro, B cBoen CMUB opraHunsaums oormkHa yaoBneTBOpsTb TPeboBaHMAM U OXMOAHUAM

3anHTepeCcoBaHHbIX CTOPOH, a TakKKe y4nTbiBaTb BHELWWHNE U BHYTPEHHNE (baKTOpr, Takne
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Kak 3aKOHbl, HOPMAaTUBHbIE aKTbl U KOHTPaKTbl. TO OTHOCUTCS K LieNnn pyKOBOACTBA Aesd-
TEeNbHOCTbIO, ONpeaeneHHbIM B N. 1 pasgena. 7.2 HacTosILWero ctaHgapTa.

- WNCO/M3K 27001 (pasgen 5) onpefendeT, YTO opraHu3auust LOSMKHA YCTaHo-
BUTb MOMUTUKY U LIEeNN, a Takke uHTerpmpoBaTb MIB B cBOM npouecchbl (KOTOpble MOXHO
paccmaTpmBaTb Kak BKMYawLwme B cebst npouecchl pykoBOACTBA AEATENbHOCTbIO). JTO
notpebyeT OT opraHM3aumm NpeaocTaBrneHnss Haanexalmx pecypcos 1 MHOPMNpoBaHMS
O BaXHOCTW yrnpasBrieHns nHpopMaumoHHon 6e3onacHoCTbo. OYeHb BaXKHO, YTO B 3TOM
pasfene Takke ykasaHo, YTO opraHu3aums JoSHKHa HanpasnsaTb U CTUMYNUPOBAaTL JOAEN,
4yTObObl OHM BHOCKMNM CBOW BKNag B addektneHoctb CMUB, a Takke gomkHa nogaepxu-
BaTb ApyrMe COOTBETCTBYIOLLME PONN MEHEMKMEHTa B MX 06nactax OTBETCTBEHHOCTM.
NCO/M3K 27001 (pasgen 5) cooepXvT MHCTPYKUMW MO HAaCTPOWKE MOSUTUKN U Ha3Hade-
HUIO ponen Ans MeHegpKMeHTa MHMOPMaLMOHHOM 6e30NacHOCTM U OTYETHOCTU. JTO OT-
HOCUTCS K LieNnaM pyKOBOACTBa AEATENbHOCTbIO, onpedeneHHbim B N. 1 1 3 nogpasgena
7.2 HacTosLero ctaHgapTa.

- WNCO/M3K 27001 (pasgen 6) paccmatpuBaeT pa3paboTKky noaxona K MeHemX-
MEHTY PUCKOB Afs1 OpraHu3auuun, ykasbiBasi, YTO OpraHv3auusi 4OfhKHa naeHTuuumnpo-
BaTb PUCKM N BO3MOXHOCTU, KOTOPble HEOOXOAUMO YYuTbIBaTb, Y4TOObI rapaHTMpoBaTb
adpdektmBHocTb ee CMUB. OH BBOAUT MOHATME BRagenbueB PUCKOB M MOMeELLaeT uX
06A3aHHOCTN B KOHTEKCT AEeATENbHOCTU OopraHn3aumm no yrnpaBfeHuo puckamm n yTeep-
XOeHuo aencteum no obpaboTtke puckos. MNpu aTom Takke Tpebyetcs, 4TobbI OpraHusa-
umnsa yctaHoBuna uenu nHopmaumoHHon 6e3onacHoCT. OTO OTHOCUTCA K Lienvu pyKoBOA-
CTBa AeATeNIbHOCTbIO, OnpeAerieHHon B M. 2 pasgena 7.2 HacToswero craHgapTra.

- WMNCO/M3K 27001 (paspgen 7) onpegensieT, YTO B BbIMNOMHEHUN CBOMX 00s3a-
TeNnbCTB N0 MHPOPMaLMOHHON 6e30NacHOCTM COTPYAHUKM AOSMKHbI UMETb COOTBETCTBYIO-
LM ypOBEHb KOMMETEHTHOCTU, U nNpeacTaBnseT TpeboBaHUst K KOMMYHUKALUSAM OpraHu-
3aummn. OTO OTHOCUTCH K Lenn pyKOBOACTBA AEATENbHOCTbLIO, onpeaenieHHon B n. 5 pas-
aena 7.2 HacTosLero ctaHgapTa.

- WNCO/M3K 27001 (pa3gen 8) TpebyeT, 4TOObLI OpraHu3aunoOHHas CTPYKTypa
nnaHvpoBana, BHeapsana u koHtponuposana csoto CMWB paxe, ecnu oHa nepefaHa B
AYTCOPCUHT. OTO OTHOCUTCA K LIENAM pyKOBOACTBA AEATENbHOCTLIO, OnpeaeneHHbIM B M. 4
N 6 pasgena 7.2 HacTosLWero ctaHaapTa.

- WNCO/M3K 27001 (pasgen 9) TpebyeT MOHUTOPUHIA U OTYETHOCTM MO BCEM CO-
otBeTcTBYOWMM acnektam CMWB, BHyTpeHHero ayamta, a Takke aHanusa n peLleHun

BbICLLErO PYKOBOACTBA W PYKOBOASLLErO OpraHa Mo ofepauvoHHOM 3hdEKTUBHOCTH

6



FrOCT UCO/M3K 27014—
(npoekm, okoHYamesibHasi pedaKyusi)
CMWB, Bkntoyaa niobble Tpebyemble N3MeHeHNs. ATO OTHOCUTCA K LieNi pyKOBOACTBA Ae-
ATENbHOCTLIO, OnpeaeneHHoONn B N. 6 nogpasaena. 7.2 HacToswero craHgapTa.

- WNCO/M3K 27001 (pasgen 10) onpepenseT wuaeHTudukaumio mn obpaboTky
HecooTBeTCTBMI, TpeboBaHMe onpeaeneHns BO3MOXHOCTEN AN MOCTOSIHHOrO yrydlle-
HWUA, a Takke OEeNCTBUN B COOTBETCTBMM C 3TUMM BO3MOXHOCTAMMU. OTO OTHOCUTCA K Lienn
PYKOBOACTBA OeATEeNbHOCTLIO, ornpeaenieHHon B n. 4 nogpasgena 7.2 HacTosiwero craH-

papra.
6.3 lpyrue ctaHaapThbl, CBA3aHHbIe C PYKOBOACTBOM AEATENbHOCTbLIO

NCO/MO3K 38500 onpeaenseT NnpuHUUNbLI AN PYKOBOAALLMX OPraHOB opraHu3aumm
no Hagnexawemy, AeNCTBEHHOMY U 3(PEKTUBHOMY MCMOMb30BAHNIO MHPOPMALMOHHbBIX
TEXHOMOrM B opraHnsauunsax. B Hem Takke cogepxatcsa pekomeHgaumm ons Tex, KTo KOH-

CyrnbTUpyeT, UHPOPMUPYET UMM NOMOraeT PyKoBOAALMUM opraHam B ynpasneHun UT.
6.4 HanpaBneHusa pykoBoACTBa AeATEeSNIbHOCTbIO OpraHusaumm

OTn HanpaBneHnst NONMHOCTbIO COOTBETCTBYIOT MpoLieccaM ynpaBrieHusl opraHu3a-
umen, onncaHHbiM B pasgene 7. lNocnegHue gBa aneMeHTa B CNMUCKEe SIBMSIOTCA SKBMBaA-
NeHTaMn NX acnekToB YNpaBieHUs1 B KOHTEKCTE MHpOopMaLNoHHON 6e30nacHOCTH:

— cornacoBaHue uernemn nHpopmaumoHHon 6e3onacHoCcTM ¢ BUsHec-Lenamu;

—  ynpasfeHvne puckamu nHopMaumoHHOM 6e30MacHOCTN B COOTBETCTBUU C Lie-
namu MHdopmaumMoHHoM 6e3onacHOCTY;

-~  unsbexaHne KOHMIMKTA WHTEPECOB Mpu YNpaBfeHUn WHgopMaunoHHON 6e3-
OMNacHOCTbLIO;

— npegoTBpalleHne MCNOoSb30BaHUA MHM(OPMAaLUMOHHBIX TEXHOMOMMN OpraHu3a-

Unn BO Bpen ApyrnM opraHm3aunmoHHaa CTPyKTypam.

7 PykoBoACTBO [eATENbHOCTbI OpPraHU3auMoOHHOU CTPYKTYpbl U
PYKOBOACTBO [AeATENbHOCTbLIO NO obecnevyeHUrw WMHPOPMALMOHHOMN

Ge3onacHocTHn
7.1 O6wWwme nonoxeHns

B pamkax opraHu3auMOHHOW CTPYKTYpbl CYLLECTBYET psifi HanpaBreHwui pykoBOA-
CTBa [OEeATEeNbHOCTbIO, BKMOYas MHMOPMAaUMOHHYD 6e30nacHOCTb, MHM(OPMAaLUNOHHbIE

TEXHONOIMM, 300poBbe " 6e30nacHOCTb, Ka4ecTBO U (bl/IHaHCbI. Kaxpoe HanpaslieHne 006-
7
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nacTu pyKoBOACTBA OEATENbHOCTLIO SIBMSETCA COCTaBHOM 4acTbi 3aayvn OOCTUXKEHUS
o6LWKNX Lenen KopnopaTMBHOIO yNpaBreHns 1, NO3TOMY, OOJMKHO COOTBETCTBOBATL YCTa-
HOBJIEHHOM MpPaKTMKe OpraHM3auuoHHOM CTPYKTypbl. PaMku mogenen pykoBoacTBa Oes-
TEeNbHOCTBLIO B HEKOTOPLIX Crydasax nepecekatoTcd. B nogpasgenax 7.2 u 7.3 onucbiBatoT-
Cs Uenn M npouecchbl, NpuUcyLimMe PyKOBOACTBY AEATENbHOCTbIO No obecnedeHuio Wb,
npumeHnmble Ans nobon obnactn pykoBoAcTBa AEeATENBHOCTLIO.

CMUWB opueHTuUpoBaHa Ha ynpaBfeHue puckamu, CBA3aHHbIMU C WUHGOpPMaUUVeMn.
OHa He KacaeTcsi HanpsiMyl Takux BOMPOCOB, Kak MpuObINbHOCTb, NpuobpeTeHune, uc-
nosib3oBaHWe U peanusauus akTMBOB UNU 3PEEKTUBHOCTb APYrMX MPOLLEeCCOB, HO OHa

OOJKHa nogaep>XXmBatb nodble OpraHun3auunoHHbIe Uerin, cBda3aHHble C 3TUMIK acCrnekTaMn.
7.2 Uenun

7.21 Uenb 1: OGecneyeHne BCceoOBLEMNIOLWEN MHTErPpUMpPOBaAHHOM MHOpMa-

LLMUOHHOWN 6e30MaCHOCTU Ha YPOBHE OpPraHU3aLMOHHOW CTPYKTYpbI

PykoBOACTBO OeATeNnbHOCTbIO No obecnedeHnto MIB [OmMKHO rapaHTUpoBaTb, YTO
uenu nHgpopmaumnmoHHoM 6e30nacHOCTM ABMASKTCA BCEOOBHEMMOWMMN U UHTErPUPOBaH-
HbIMKU. MIHpbopmaunoHHOM 6e30nNacHOCTbI0 crneayeT 3aHMMaTbCsl Ha YPOBHE opraHm3aum-
OHHOW CTPYKTYpbl, C MPUHATUEM pELUEHUA C YY4ETOM NPUOPUTETOB OPraHM3aLMOHHOM
CTPYKTYpbl. [JecTBMSA, Kacawwmecs pmusamyeckon n nornyeckon 6e3onacHoOCTy, LOMKHbI
ObITb TLWATENbHO CKOOPAMHMPOBAaHbI. HO Npn aTOM He 06s3aTeNbHO UMETb OLHY COBOKYM-
HOCTb Mep obecrnedeHnss 6e30nNacHOCTM UNN eANHYI CUCTEMY MEHeKMeHTa MHopma-
unoHHon 6esonacHoctn (CMWB) anga Bcen opraHM3aumoHHON CTPYKTYPbI.

B uensx obecneveHns nHgopmaumoHHonm 6esonacHocTn B macwTabax Bcen opra-
HU3AUMOHHOW CTPYKTYpbl, ANS BCEro guanasoHa e€ AeATenbHOCTUM AOMMKHbl ObITh yCTa-
HOBMEHbl OTBETCTBEHHOCTb 3a WH(OpPMaUMOHHYIO 6e30nacHOCTb M COOTBETCTBYHOLLASA
nogotyeTHocTb. Obnacte Mb MOXeT BbIXOoAMTb 3a npeaenbl 06blMHO BOCMPUMHMMAEMBbIX
«rpaH1L» OpraHn3aunoHHOW CTPYKTYPbl, HAaNpUMep, BKNYaTb MHAOPMAaLMIO, XPaHSLLYHO-

CS NN nepegaBaemMyto BHELLHMMW CTOPOHAMMU.
7.2.2 Lenb 2: NMpuHATHME pelueHUn Ha OCHOBE OLIEHKN PUCKOB

PykoBOACTBO AeATenbHOCTbIO Mo obecneveHnto b gomkHO OCHOBbIBaTLCSA Ha 06si-
3aTenbcTBax Nno cobnoaeHnio TpeboBaHUIN, a Takke Ha PEeLLEeHNsIX, OCHOBAHHbIX Ha OLIEH-

Ke cneumMduyHbIX ANs OpraHM3aunoHHOW CTPYKTYpbl puckoB. OnpeaenexHve npvemnemon
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cteneHn 6e30nacHOCTU LOMMKHO OCHOBbLIBATbCA Ha OOMNYCTUMbIX ANSA OpraHm3aumoHHOM
CTPYKTYPbl YPOBHSAX PUCKOB, BKIHOYASA PUCKM NOTEPU KOHKYPEHTHOrO npemMyLlecTBa, puc-
KM HECOOTBETCTBMUS U HE BbINOMHEHMS 00513aTenbCTB, pUCkM cboeB B paboTe, puCKM peny-
TaLMOHHOro ywepba n puHaHCOBbIX YObITKOB.

YnpaeneHune puckamm b gomkHo 6biTb eamMHO0bpa3HbIM AN BCEW OpraHM3aumnoH-
HOW CTPYKTYpbl 1 BKIoYaTb B cebs aHanu3 HebnaronpuaTHbIX (OMHAHCOBbLIX, ONepaLoH-
HbIX U penyTauuoHHbIX MNOCNeACTBUI HapylweHu n HecobniogeHma tpebosaHumn. Kpome
Toro, ynpaeneHue puckamm UB pomkHO 6GbITb MHTErpupoBaHO C OOWMM MNOAXOAO0M K
yNpaBfeHno puckamm opraHn3aumoHHON CTPYKTYpPbl, YTOObl OHO HE BbIMOSTHANOCH U30MK-
POBaHHO M He BbI3blBasio NyTaHuWLbl, HANPUMep, Npu CornocTaBieHMM C MeTOA0SI0rMen op-
raHM3aumMm unu npu 3anucm ctpaTternyecknx MHPOOPMaLMOHHBIX PUCKOB B PEECTP PUCKOB
opraHusaumu.

[nsa peanusauum ynpasneHust UHOOPMaLMOHHBIMU pUCKamMn COOTBETCTBYIOLLME pe-

CYpPCbl OOIMKHbI ObITb BblAENEHbI Kak YacTb npoLecca ynpasneHnsa 6e30nacHOCTbIO.
7.2.3 Uenb 3: O6ecnevyeHne koopauHaLmMm npmobpeTeHnn

Mpn npoBeAeHUN HOBbLIX MEPOMPUATUN, TakMX Kak, fobble MHBECTULMMU, MOKYMNKW,
CnnsHWe, BHEAPEHME HOBbIX TEXHOMOMMN, 3akNYeHUss cornaweHnin o6 ayTCopcuHre u
KOHTPaKTOB C BHELLUHMMW NOCTaBLMKaMu, HEOBXOAUMO AOMKHbIM 06Pa3oM OLEHUTb BO3-
Aencteus puckos UB.

Ana ontumunsaumm b ona nogaepXkn uenen opraHM3aumMoOHHOW CTPYKTYpPbl, PyKO-
BOAALLMI OpraH AOMKeH obecneynTb MHTerpauuio MHGOpMauMoHHOM ©e3onacHoCTU C
CyLLEeCTBYOLUMN NpoLeccaMn OpraHn3aunoHHOW CTPYKTYPbI, BKNOYasa ynpasneHue npo-
eKkTamu, 3akynkamu, (PUHaHCOBbLIMM pacxodamMu, COOTBETCTBMEM 3aKoHoZaTesflbHbIM U
HOpMaTUBHbLIM TpebOBaHUAM 1 yripaBfeHne cTpaTerMyeckMMmn pmnckamu.

Ana kaxgon CMUB Bbicllee pykOBOACTBO OOIMKHO paspaboTaTb CTpaTernto WH-
dhopmMaLMOHHON 6e30NacHOCTM, OCHOBAHHYK Ha LEensiX OpraHuM3auMOHHOW CTPYKTYpbI,
obecneunBasi rapMoHM3aLmMi0 Mexay TpeboBaHUsIMN OpraHM3aLMOHHON CTPYKTYPbl U Tpe-
6oBaHNaAMN MHGPOPMALMOHHOM 6e30nMacHOCTU OpraHvM3auuu, YAOBMNEeTBOpSAa Takum obpa-

30M Tekylume 1 Gyaylume noTpebHOCTH 3aMHTePECOBaHHBLIX CTOPOH.
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7.2.4 Llenb 4: O6ecnevyeHne cOOTBETCTBUS BHYTPEHHUM U BHELWWHUM TpeboBa-

HUAM

PyKOBOLI,CTBO aeaTenbHoCcTbio No obecnevenuntio b pomkHo rapaHTnpoBaTb COOT-
BeTCTBUE NOJINTUK U NMPAKTUKUN b Tpe6OBaHI/IFIM 3anHTepeCcoBaHHbIX CTOPOH, KOTOPblEe MO-
ryT BKnwo4aTb B cebs 3aKOHbI, HOpMaTuBHbIE aKTbl, a TakKKe OOroBOpPHbIE Tpe6OBaHI/IFI n
BHYTPEHHUE obsizaTenbcTBa.

[ns Toro, 4YTOObI nony4ynTb YBepe€HHOCTb B TOM, 4YTO OEATENIbHOCTb Mo B pomkHbIM
06pa30M cooTBeTCcTByeT BHYTPEHHMM U BHELUHUM Tpe6OBaHI/IFIM COOTBETCTBNA N NOAO-
TBEpAUTb 3TO COOTBETCTBME BbICLLEE PYKOBOACTBO MOXET 3aKa3aTb He3aBMCUMbIN ayant

6e3onacHoCTL.
7.2.5 Uenb 5: PaszButne KynbTypbl 6€30nacHoCTH

PykoBoacTBO AesaTenbHOCTbio Mo obecneveHuio VB OomkHO OCHOBbIBaTbCA Ha
KyNbTYPHbIX LIEHHOCTSX OPraHn3aumMoOHHON CTPYKTYPbl C Y4ETOM MEHSIOLWMXCA NOTPeBHO-
CTEN BCeX 3avHTEepeCcOBaHHbIX CTOPOH, MOCKOSbKY 4YeryioBeyeckoe noBefeHue ABnAeTcs
OOHUM M3 (PyHOAMEHTanbHbIX 31EMEHTOB, obecnednBatoLmx COOTBETCTBYOLWMNIN YPOBEHD
MHdopMaumnoHHon BesonacHocTn. Ecnn He koopauHMpoBaTh LEenu, ponu, 06s13aHHOCTU U
pecypcbl AOMMKHbIM 06pa3om, TO OHM MOTYyT NMPOTUBOPEYUTL APYr APYry, YTO NpuBedeT K
HEeCnocobHOCTM AOCTUYb Kaknx-nnbo uenen. NoaToMy rapmMoHu3auus u corfnacoBaHHas
OpUEHTaUNA Pa3fNNYHbIX 3aUHTEPECOBAHHBIX CTOPOH OYEHb BaXXHbI.

B uenax cosgaHna nosnTuBHOW KynbTypbl B, BbiCcLLee pyKoOBOACTBO OOSMKHO Tpe-
6oBaTb, NOOLLPATL M NOAAEPXKMBATbL KOOPAMHALMIO OENCTBUA 3aUHTEPECOBAHHbLIX CTOPOH
AnNs OOCTMXKEHUS nocrenoBaTenbHOM KOOpAWHAUMM MH(OPMaUMOHHON ©e30MmacHOCTU.
OTomy cnocobecTByeT peanu3auma obpasoBaTerbHbIX, 00y4YaloWwmnx U MHPOPMaLUMOHHBIX
nporpaMmm no Bonpocam 6e3onacHoctn. O6a3aHHOCTM NO MHOPMaLMOHHON Ge3onacHo-
CTW OOIMKHbI BbITb MHTErPUPOBaHbLI B PONIN NepcoHana u Apyrmx CTOPoH, KOTopble, NPUHN-

Mas Ha cebsa aTn 06s13aHHOCTK, 1 OOMKHbI 0becneynBaTtb achdekTnBHoOCTb oo CMUB.

7.2.6 Lenb 6: O6ecneyeHne coOTBETCTBMA NOKa3zaTenem 6e30MacHOCTU TeKy-

WMM M OyayLmum Tpe6oBaHMSAM OpraHM3aLMOHHOM CTPYKTYPbI

PyKOBOLI,CTBO AeaTenbHOCTbio No obecnedennto VB gomkHO rapaHTnpoBaTtb, 4TO
Bbl6paHHbIl7I nogxon K 3awute l/IHCt)OpMaLI,I/II/I COOTBETCTBYET Uenn noanepXxkn opraHusa-

LMOHHOWN CTPYKTYpbl, obecneymBas cornacoBaHHble YPOBHM MHOpMaunoHHon Gesonac-

10
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HocTw. [Nokasatenn 6e3onacHOCTU cneayeT KOHTPONMPOBaTh M NOAAEPKUBATbL HA YPOBHE,
Heob6xoaMMoM NSl yOOBNETBOPEHMSA TEKYLUMX U ByayLmnx TpeboBaHNA.

UTo6bl NpoaHanuanpoBatb 3deKTUBHOCTL B C TOUYKM pyKOBOACTBA AEATENbHO-
CTblO, PYKOBOAALLUNA OpraH OOSMKEH OLUEHUTb He TOSIbKO pe3yribTaTMBHOCTb U OEeNCTBEH-
HOCTb Mep 6e30MacHOCTW, HO U Ha YPOBHE OPraHM3auMOHHON CTPYKTYPbl OLEHUTb 3dek-
TUBHOCTb B MO OTHOLLEHWMIO K €€ BIUSHUIO.

B pamkax kaxgon CMWB ot Bbicliero pykoBoacTBa criegyet TpeboBatb BHeAPEHUSA
nporpaMmmbl OLEHKN aPPEKTUBHOCTU AN MOHUTOPUHra, ayanTa U BbISBNIEHNS BO3MOXHO-
cTen Ang ynydweHus. PykoBoaswemMy opraHy criegyeT yBsA3atbh 3dEKTUBHOCTb UHAOP-
MaLMOHHON 6e30nacHOCTM C NMPOU3BOAUTENBHOCTBIO OpraHu3auun n opraHM3aLMOHHON

CTPYKTYPbI B LIEJIOM.
7.3 MNMpoueccobl

7.3.1 O6wme nonoxeHus
[encTBns pykoBOASILLErO OpraHa B OpraHM3aunoHHOW CTPYKType peanuaytoTcs Bbl-

MOMTHEHNEM MPOLIECCOB: «OLIEHKa», «KOOPAUHALMS», «KMOHUTOPUHI» U «0OMeH UHdopma-

umen». Ha pucyHke 1 nokaszaHa B3aMMOCBS3b MeXAy 3TMMU npoLieccamu.

11
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PucyHok 1 — Mogens ynpaBneHusi opraHn3aunoHHOW CTPYKTYpPOW C OAHOM

CUCTEMOWN MeHeXMeHTa nHopMaumnoHHon 6e3onacHoOCTH

MpumeyaHunqa

1 OnpepeneHne opraHusauuu (3.2) nogpasymeBaeT, YTO BbICLLEE PYKOBOACTBO BCErga MofHOCTbIO

BOBMeYeHo B paboTy opraHusaLuu.

2 B cocTaB opraHu3aumoHHON CTPYKTYpbl MOXeT BxoauTb 6onee ogHon CMUB, Ho moryT 6bITb 1 Ta-

KMe YacTu OpraHn3aLVoOHHON CTPYKTYpPbI, K KOTOPbIM MPUMEHNMO PYKOBOACTBO AEeATENbHOCTLIO, HO KOTOphIEe

He oxBayeHbl CMUB. CMm. pa3gen 8 n npunoxenue B.

7.3.2 OueHka

«OueHka» npeacTasnseT cobol NpoLecc pykoBOACTBaA AEATENbHOCTLIO, B X0O€ KO-

TOPOro aHanM3npyeTca TeKkyliee U nporHo3mpyemoe AoCTuxeHune Luenen Ha ocHoBe TeKy-

LLMX npoueccoB 1 3anjiaHMpoBaHHbIX N3MEHEHNI U onpependeTcd, rae Tpe6leTC$| Kakune-

nnbo KOPPEKTNUPOBKN ONA ONTUMU3ALNN OOCTUXKEeHUA CTpaTerm4eCkmnx ueneun B 6yp,y|.ueM.
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B npouecce «oueHka» pykoBOASLLMIA OpraH OpraHN3aLMOHHON CTPYKTYPbI JOSKEH:

—  rapaHTMpoBaTb, YTO MHULUMATMBLI YYUTbIBAKOT COOTBETCTBYHOLLME PUCKU N BO3-
MO>XHOCTM;

—  pearvMpoBaTb Ha OLEHKN MHpopMaunmoHHon 6esonacHoctu, CMUB n cootseT-
CTBYIOLLUME OTYETbl NyTEM OnpefeneHnsa uernen n nx nNpuopuTETOB B KOHTEKCTE KaXJown
CMWB, 4To BKMOYaAET 1 paccMoTpeHne TpeboBaHui BHe obnactn gencrems CMUB.

B npouecce «oueHka» Bbiclwee pykoBoacTBo kaxaon CMUB aosmkHo:

— rapaHTtupoBartb, 4To Ib gomkHbIM 06pa3om noggepXmBaeT Lenu opraHmsaum-
OHHOW CTPYKTYpPbl U CNOCOBCTBYET NX LOCTUXKEHWUIO;

-~ NpeAcTaBnATb Ha 0ao0bpeHne pyKOBOASALLEMY OpraHy HOBble 3HAYMMbIE MPOEK-

Tbl MIHOPMALMOHHOM 6e30NacHOCTH.
7.3.3 KoopanHauumsa

«KoopanHaums» — 9TO npouecc pyKkoBoACTBa AeATEeNbHOCTbLI, NOCPECTBOM KOTO-
poOro PyKOBOAALLWMA OpraH 3ajaeT HanpaBSieHUs pasBUTUA Lernen n ctpaTternm opraHusa-
LWOHHOW CTPYKTYpbl. KoopavHaumst MOXET BKtoYaTh B ce6s1 M3aMeHeHUs B ypOBHsIX obec-
nevyeHna pecypcamu, U3MeHeHusa pacnpeneneHns pecypcoB U NpUOPUTETOB OeATerbHO-
CTW, yTBEPXOEHME NONUTUK, MPUHATUE CYLLEeCTBEHHbIX PUCKOB W1 NIIaHOB yrpaBrieHnsa puc-
Kamu.

B npouecce «koopanHaumsi» pyKoBOOSALMN OpraH AOSMKEH:

— onpegenuTb obulee cTpaTermdeckoe HarnpasfeHne U Lenn opraHn3auyMoHHOWN
CTPYKTYpbI;

- onpegenuTb YpOBEHb NPeanoYTUTENBHOrO pycka opraHM3aunoHHON CTPYKTYPbI;

yTBEPAMUTb CcTpaTernto 6e3onacHOCT NHGOPMaLMK.

B npouecce «koopanHaumsi» BbicLLee pykoBoacTBO kaxaon CMUB gomkHo:

BblAENUTb COOTBETCTBYHOLLME NHBECTULMU N PECYPCHI;

- cornacosatb Lenn Vb opraHM3aunmoHHON CTPYKTYpbl C LEeNsiMU OopraHu3aumnoH-
HOW CTPYKTYpPBbI;

- pacnpegenutb ponun n obsisaHHocTu no Ub;

—  YCT@HOBWUTb MOMUTUKY MHOPMaLMOHHON 6e30NacHOCTMW.

MpumeyvyaHne — lNpegnovtTuTenbHbIA PUCK: — 3TO TUM PUCKa N €r0 YPOBEHb, K KOTOPOMY opra-

HU3auuna CtTpeMmnTca nnm rotosa nogaepxmBaTtb.
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7.3.4 MOHUTOPUHI

«MOHUTOPUHI» ABNSETCA NPOLECCOM YrpaBneHnss AeaTeNbHOCTbIO, NO3BOMAOLNM
PYKOBOACTBY KOHTPONIMPOBATb €€ TEKyLlee COCTOSIHNE, OLleHMBATb LOCTMKEHNE CTpaTeru-
YeCKNX Lenemny.

MOHUTOPUHI — 3TO cUCTEMA NOCTOSIHHOro HabnaeHUs 3a ABNEHNsSMIN U NpoLecca-
MU, NPOXOASLLMMM B OKPY>KatoLLIEN cpeae v obLecTBe, pe3ynbTaTbl KOTOPOro criykat Ans
060CHOBaHUA ynpaBneH4yecknx pelleHun no obecneveHumto 6esonacHocTn nogen n obmb-
€KTOB.

B npouecce «MOHUTOPUHIY» PYKOBOASILLMIA OpraH AOIIKEH:

nony4atb oT4eT 06 adhpekTMBHOCTU paboTbl kaxaon CMUB;

oueHnBaTb OTYETbI C TOYKU 3PEHNA NPUOPUTETOB OpFaHMSaLlMOHHOVI CTPYKTYpPbI,

AoKnagpiBaTh O NpUoOpUTETaXxX BbiCLLEMY PYKOBOACTBY kaxaon CMUB.

B npouecce «MOHUTOPUHI» BbiCLLEe pyKoBOACTBO kaxaon CMUB gomkHo:

- oueHmBaTb APPEKTUBHOCTb OEATENBHOCTU NO YNpaBneHUo MHHOOPMaLMOHHON
6e30nacHOCTbLIO;

- obecneunTb COOTBETCTBME BHYTPEHHUM U BHELIHUM TpeboBaHMAM;

—  YuYuTblBaTb U3MEHSIOLLYIOCH CTPYKTYpYy, NMPaBOBYHD W HOPMATUBHYKO cpeny, a
Takke nobdoe noTeHunanbHOe BAMsSHUE Ha MHPOPMALMOHHbBIE PUCKM;

- BblGpaTb nogxoasuwme nokasatenn acpekTMBHOCTN U TpeboBaTb CBOEBPEMEH-
HOW OTYETHOCTU C OPraHM3aLUNOHHON TOYKN 3PEHUS;

- obecneuvBaTb pyKOBOASLLEMY OpraHy obpaTHyl CB3b O pesynbTartax ges-
TENbHOCTN No obecneveHno HPOPMaLNOHHOM 6e30NacHOCTY;

- npeaynpexnaTb PYKOBOAALMWA OpraH O HOBbIX COObITUSAX, BIMSAIOLWIMNX HA WH-
hopMaLMOHHbIE PUCKN N NHCPOPMALIMOHHYI0 6€30MacHOCTb.

UTo6bl NpoaHanunanpoBaTb adhdeKkTMBHOCTL VB C TOUKM 3peHns pykoBOACTBa Aes-
TEeNbHOCTLIO, BbICLLIEE PYKOBOACTBO AOSMKHO OLEHMBATb HE TOSIbKO pe3yrbTaTUBHOCTb U
AENCTBEHHOCTb cpeacTtB obecneyeHns 6e3onacHoCcTn, HO u acdekTneHocTb MB oTHOCK-
TeNnbHO €ee BO3JeUCTBUS Ha YpPOBHE OpPraHuU3auMOHHOW CTPYKTYpbl U nogpasgeneHun.
AHann3 moxeT ObITb BbIMOMHEH NYTEM peanusaunm NporpaMmmbl OLLEHKM NPON3BOAUTENb-
HOCTU ONA MOHWUTOPWHra, ayamta U BbISIBIEHUA BO3MOXHOCTEN YNy4dlIEeHUsa nytemM coro-
cTaBneHns adpdHeKTUBHOCTM MHAOPMALMOHHOM ©Ee30MacHOCTM C NMPOM3BOAUTENBHOCTLIO

opraHunsauum 1 OpFaHI/I3aLI,I/IOHHOIZ CTPYKTYpbI B LIeJ1IOM.
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7.3.5 O6meH nHcpopmaumen

«OBmeH nHdopMaumen» npeacrtaBnseT cobon ABYCTOPOHHUIM MPOLIECC PYKOBOA-
CTBa OeATeNbHOCTbIO, NPU KOTOPOM PYKOBOASALIUW OpraH U 3anHTepecoBaHHble CTOPOHDI
0oBMeHMBaKTCA AaHHbIMK, COOTBETCTBYHOLMMMU UX KOHKPETHBIM NOTPEOHOCTSM.

OaHMM 13 BO3MOXHbIX JOKYMEHTOB «0OMeHa nHopmaumnen» MoxeT BbITb OTYET O
coctosiHum Wb, B KOTOPOM 3auHTEepeCcOBaHHbIM CTOPOHaAM Pas3bACHAKTCA OEWACTBUA U
npobnemsl MHOPMaLNOHHOM 6e30MacHOCTN.

OpHo 13 npuynH obmeHa nHdopMaumen sBnseTca HeobxoanMmocTb obecneyunTb
AOJDKHYKO OTBETCTBEHHOCTb OpraHu3auMOHHOW CTPYKTYpbl nepen 3avHTepecOoBaHHbIMU
CTOpPOHaMM, TakMMK Kak akumoHepbl. ObmMeH MHdopmaLmen cTaHOBUTCS Bce Bonee Bax-
HbIM, U OpraHM3auMOHHbIE CTPYKTYPbl NPEOOCTaBnAT WUH(OPMaUUIO O peanu3auumn u
noaaepxke CBOMX CUCTEM MEHeKMeHTa MHOopMaLMOHHON Ge3onacHoCTH, a Takke 006
achbekTuBHOCTM ynpaBneHnsa puckamu. Kpome Toro, B criydae ecnu nponsoLlen NHUMOEHT
NMHopMaLNOoHHON 6e30nacHOCTK, OpraHn3aunoHHaa CTPYKTypa AOSMKHA OOBbACHUTL BMW-
SAHWE, NPUYUHBI U M3MEHEHUS B Mepax obecneveHns 6e30MacHOCTU AN CHUXKEHUS pucKa
NMOBTOPHbIX NHUNOEHTOB BCEM CBOMM 3aMHTEPECOBaHHbIM CTOPOHaM a, Npu HeobxoaMmo-
CTW, AOMOMHUTENBHO U LUMPOKON OOLLECTBEHHOCTH.

O6meH vHGOopMaumer MOXeT OCYLEeCTBNATbCSA pas3HbiMM cnocobamu. OH Takxke
MOXET ObiTb pasnNUYHbIM MO COAEPXKaHUI M MMETb Camble pasHble ayauTopun. Jlrobon
oBMeH uHopmauunen aomkeH bbiTb CMPOEKTUPOBAH C YY4ETOM ayauMTopuKn, a Takke coob-
LLIEeHWI, KOTOpble, Kak npegnoniaraeTcs, ayautopus AoSbkHa noHMMaTtb. 9T ABa dhaktopa
crnegyeT Mcnonb3oBaTh ANA ONpeAeneHns coaepXkaHus coobleHun, a Takke KaHaros,
ncnonb3yemMblX AN AoCTaBkM cooblieHnn Leneson ayautopun. OanH 13 npumMepoB npu-
BeAeH B npunoxeHum C.

B npouecce «0bmeH nHopmaumneny pykoBOASILLMIA OpraH JOJTKEH:

-~ coobuwaTb BHELWHMM 3aMHTEPECOBAaHHbIM CTOPOHAM O TOM, YTO OpraHn3aLmnoH-
Hasa CTpykTypa obecnedmBaeT ypoBeHb MH(OPMaLMOHHOM 6e30MacHOCTN, COOTBETCTBYIO-
LM XapaKTepy ee AeATEeNbHOCTM U NpuoputeTam;

- cneunduumpoBaTtb M onpenensitb NPUOpPUTETbI HOPMATMBHbLIX 00A3aTenbCTB,
OXMAAHWUN 3aMHTEepPEeCcOBaHHbIX CTOPOH U TpeboBaHMI OpraHN3auNoOHHOW CTPYKTYPbl B OT-
HOLLEHMM MHAOPMALMOHHON 6e3onacHoCTH;

—  KOHCYNbTMpOBaTb BbiCcllee pykoBoACTBO kaxaon CMUB no nobbim Bonpocawm,

Tpe6YPOLLI,MM ero BHMMaHuA U pelleHnd;
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—  NoApobHO MHCTPYKTMPOBaTb COOTBETCTBYIOLINE 3aMHTEPECOBAHHbBIE CTOPOHbI O
uensax, KoTopblx HEOBXOANMMO AOCTUTHYTb B MOAAEPXKKY MPUOPUTETOB MHAOPMAaLMOHHON
6GesonacHocCTH;

—  pasBuBaTb KynbTypy MHopmaunoHHon 6e3onacHocTy;

- obyyatb 06s13aHHOCTAM M 0b6CyXaaTb MX C MEpPCOHANoM W APYyruMu nuuamu,

umerowmmm otHoweHne kK CMUB.

8 TpeboBaHMA pyKoBOAALLEro opraHa K CUCTeMe MeHemMKMeHTa

uHc¢popmMmaLnMoHHON 6e30nacHOCTHU

8.1 OpraHusaumsa n cuctema MeHegXXMeHTa MHopmaumoHHon Ge3onac-

HOCTH

[Ana nogaepXxku Lenen opraHn3aunoHHOW CTPYKTYPbl PYKOBOOSALWMW OpraH AOSTKeEH
TpeboBaTb pa3paboTkm ogHom nnmn Heckonbkux CMUB. Llenn kaxagon CMUB moryT nnbo
coBnagaTb C LeNndaMn caMmon OpraHn3aunoHHOW CTPYKTypbl, Mnbo, B 3aBUCUMOCTM OT pas-
Mepa, MmacwTtaba n CTPYKTypbl BCEW OpraHM3auMOHHON CTPYKTYPbl, MOTYT OTANYaTbCA OT
uenen opraHM3aunoHHON CTPYKTYpPbl, HO AOSMKHbI OblTb COrfacoBaHbl C HAMKW. BO3MOXHbIE
CBSA3N MeXAy PYKOBOACTBOM AeATENbHOCTbIO No obecneveHmto b n pykoBoacTBoM aes-
TENbHOCTLI0 MUHAPOPMALNOHHBLIX TEXHOSOMMI NOKa3aHbl B NpUnoxeHun A.

PykoBoaswmin opraH AofmkeH Takke TpeboBaTb, YTOObI NpoekT kaxaon CMWB co-
OTBETCTBOBAs 0OWMM MonMTMKaM M npoueccam OpraHm3aumMoHHOW CTPYKTYpbl, BKIHOYas
ynpasneHue puckamu. [ina obecneyeHunsa yetkoro obmeHa nHgpopmMaumen o puckax MoxeT
okasaTtbCs uenecoobpasHbiM ncnonb3oBatb B CMUB TOT e nNpoLecc OLEHKM PUCKOB, KO-
TOPbIV MPUMEHSETCH PYKOBOASALLUM OPraHOM.

PykoBoaswmin opraH AofmkeH Takke TpeboBaTb, YTOObl NpoekT kaxaon CMWB co-
OTBETCTBOBas 0OWMM MonMTMKaM M npoueccam OpraHm3aumMoHHOW CTPYKTYpbl, BKIHOYas
ynpaeneHue puckamu. [ina obecneyeHns yeTkoro obMeHa nHopmaumnen o puckax npea-
cTaBnseTcsa uenecoobpasHbiM ncnonb3osatb B CMUB npouecc oueHkn puckos, NPUHATLIN
pykoBoadawmmMm opraHoMm. OgHaKko ecnu AaHHbIN NPOLEeCC He COOTBETCTBYET TpeboBaHUAM
NCO/MO3K 27001, noaxon k oueHke puckos orepatopa CMWB, npuHATLIN B Liensx cooT-
BETCTBMS C 3TUM CTaHAapToM, ByaeT oTnu4atbCs OT MPUHATOrO ANs OpraHvM3auuu B Le-
nom. B Takom crnyyae, gormkeH OblTb NpeanoxeH MeToa nepegadm nHpopmauum o puckax

B BMAE, COBMECTUMOM C NOAXOAOM PYKOBOASILLEro opraHa. B kayecTBe anbTepHaTUBbI,
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PYKOBOASLLMA OpraH MOXeT U3MEHUTb CYLLECTBYHOLLMA MPOLIECC OLIEHKM PUCKOB OpraHu-
3aLMOHHON CTPYKTYpbl C TEM, YTOObLI OH cooTBeTcTBOBan TpebosaHnam MCO/M3K 27001.

PykoBoaswmin opraH MOXeT CaHKUMOHMpoBaTb ncnonb3oBaHne CMWB ona ynpas-
NeHnst CTpaTerm4eckMMn puckamm, CBA3aHHbIMWU C NOTEPEN MHTENNEKTYyarlbHON COBCTBEH-
HOCTW, ywepbom penyTauum n OUHAHCOBBLIMU MOTEPSIMMU, CBA3AHHBIMW C HapyLUEHWEM
KOH(pMOeHUManbLHOCTU, LENOCTHOCTU UM OOCTYNHOCTN MHpOpMaLnu.

CMWB moxeT obGecneunTb pyKOBOASLLMI OpraH ynpaBrieH4YecKkon nHpopmaumnen o
puckax Ans opraHnM3aunoHHON CTPYKTYpbl U 06 addekTnsHoctn CMUB.

PykoBoasiLmin opraH JOMmKeH:

- yTBepxaaTb co3gaHue kaxagon CMUB;

- onpepenAatb obnactb npumeHeHusa kaxgon CMWB n obnactb cepTudmkaumm
(3T obnacTn MoryT oTNUYaTbCs);

- obecneunBaTb koopauHaumo kaxgon CMWB, onpepensas uenu, TpeboBaHus,
poniv N pecypchl;

—  NpUHMMaTb peLleHNa O NpuemMneMblX YPOBHAX OCTAaTOYMHOIO pUCKa UM COOT-
BETCTBYHOLLMX MeToAax obpaboTkm pucka;

- npepoctaButb kaxgon CMWB kaHanbl CBSI3M U NOSTHOMOYNSA UCMNONb30BaTh 3TN
KaHanbl Ans nepegadm COOTBETCTBYHOLLEN MHGOPMALMM BCEM 3aUHTEPECOBAHHbLIM CTOPO-

HaMm 1 nuuam B npegenax gencrena CMUB.
8.2 BapuaHTthbl (cM. npunoxeHue B)

Tun A: OpraHu3auusi cocTaBnsieT eguUHoOe Lienoe ¢ opraHu3auuoHHOU CTPYK-
Typow

Ecnn eguHcTBEHHass [OencTBylOWas CcUCTeEMa MEHeIKMEeHTa COOTBeTCTBYyeT
NCO/MO3K 27001, ee MOXHO McnonNb3oBaTb ANA NpeaocTaBneHns nHopmaumm o puckax
N, TakuMm 06pasom, MO3BOMATbL OpraHu3auuun ynpasnATb MHAPOPMALMOHHBIMU PUCKAMM.
OpHako ana nopaepxku ynpasrnenus WT, ynpaBneHuss puHaHcamu, ornepauuoHHOro
ynpaBneHnsa n Opyrux BMAOB YyNpaBneHus no-npexHemy OyayT mcnonb3oBaTbCs Apyrue
npoueccsl.

B cnyyvae, korga CMUB npumeHseTca KO BCen OopraHM3aLUnMoOHHON CTPYKTYpe:

- npouecchl pyKoBOACTBa AeATENbHOCTLIO, ONUCaHHble B pasaerne 7.3, Hen3MeH-

Hbl;
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-~ BbICLUEE PYKOBOACTBO NMOMMMO PYKOBOACTBA AEATENbHOCTLIO N0 obecnevyeHunto
NMHpopMaLNOHHON 6e30MacHOCTbI0 HeceT OTBETCTBEHHOCTb 3a PYKOBOACTBO ApYrou
AeATerlbHOCTbIO, HAaNpUMep: 3a KOprnopaTuBHOE ynpaslieHue.

CornacoBaHune uenen MHGpopMaUMOHHON Ge30nacHOCTM opraHM3aunm ¢ odWmmMu
LensamMm opraHmM3aLMOHHON CTPYKTYpbl, BEPOATHO, ByaeT NpOCTbIM, NOCKOSbKY BbICLLEE PY-
KOBOACTBO OTBeYaeT U 3a Te, U 3a Apyrue. Ecnv ponb OTBETCTBEHHOrO 3a PYKOBOLCTBO
AedatenbHocTbio No obecneyeHnto VB coBmelaeTcsi ¢ ponbio OTBETCTBEHHOrO 3a Me-
HepkmeHT VB, To Heobxogmmo obecneunTb, 4TOObl OTYETHOCTL 3a YCTaAHOBMEHME MOMn-
TUKWN 1 32 €€ BbINOSNIHEHNE OblnNn JOMKHBIM 00pa3oM OTAeNeHbl Apyr OT Apyra.

Tun B: OpraHuMsaumsa oxBaTbiBaeT 4acTb 6GONbLIOA OPraHU3aUUOHHOWN CTPYK-
TYypbl

B HekoTopbIX crny4asix opraHMsaumm BXogaT B cOCTaB 60MbLUON OpraHn3aunoHHOWN
CTPYKTYpbl. [MOCKONbKY AEATENbHOCTb MO YNpaBfeHM OObIMHO pacnpocTpaHseTcs Ha
lopugndeckoe nuuo B LENOM, Kopnopauuito, 6naroTBOpPUTENbHYH OpraHU3aunoHHYH
CTPYKTYpPY, rOCyAapCTBEHHYI OpPraHM3auuoHHY CTPYKTYpPY WNU OpYryro OopraHu3aumoH-
HYIO CTPYKTYPY, PYKOBOACTBO AEATENbHOCTbID TaKOW OpraHuU3auMOHHOW CTPYKTYypbl pac-
LWwmMpsaeTca B 9TOM criydae 3a npegensl npumeHeHns CMUB. OpraHusaunoHHas CTpykTypa
MOXET nmeTb Heckornbko CMWB B cBoux rpaHuuax. Takum obpasom, pyKOBOLALLUA OpraH
MOXeT ynpaBnaTb Heckonbknmu CMUB. Bonblias yacTe HacToswero ctaHaapTa Hanuca-
Ha C y4eTOM Takoro rnoagxopa.

UeTblpe npouecca ynpasreHns, onncaHHble B 7.3, OCTalOTCH akTyallbHbIMMU.

OpHako B 3aBMCMMOCTWU OT OTHOLLUEHUW Mexay opraHusaumen (opraHmsaumsimn) u
poOaAUTENBCKON OpraHn3auuoHHOW CTPYKTYPOW, MOXET UMEeTb MeCTO OAHa U3 CriedytoLmx
CUTyauumn:

- Kaxpas opraHusauus encTByeT B Ka4yecTBe aBTOHOMHOM YacTu poauTenbCKOn
OpraHn3auUmoHHOM CTPYKTYpPbl U MO3TOMY MMEET CBOU COBCTBEHHble Bu3Hec-uenu. B atom
cny4vae uenn Vb opraHusauumn gomkHbl ObITb cornacoBaHbl ¢ ee cob6CTBEHHbIMU Br3Hec-
uensmu.

- Kaxpas opraHusauusi OTBETCTBEHHA 3a AOCTWXKEHWEe OOHOW WS HECKOSbKUX
BGu3Hec-Lenen ee poanTENbCKON OpraHN3auMOHHOW CTPYKTypbl. B aTom cny4vae uenu UNB
opraHmsaumm A0MKHbI ObITb COrnacoBaHbl C GU3HeC-LeNnaMn ee poanTENbCKON OpraHun3a-
LMOHHOW CTPYKTYpbI.

Ha kaxgyto opraHvMsaumio BO3fOXeHa OTBETCTBEHHOCTb 3a BOMPOC YrpaBrieHus

puckamu B OT MeHn poauTenbCKON OpraHn3aunoHHOW CTPYKTYpbl. B aTOM cnydae uenu
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NB opraHunsaumm OormkHbl ObiTb onpeaenieHbl PpOAUTENbCKOM OpraHM3aumMOHHON CTPYKTY-
pon, YTo obecneyvmBaeT COrnacoBaHHOCTb C BM3Hec-LensMm poauTenbCKOW opraHmnsaum-
OHHOW CTPYKTYpbI.

Kpome Toro, He06x0AMMO Takke y4nTbiBaTb B3aMMOOTHOLUEHNSA MEXAY BbICLLUMM py-
KOBOACTBOM KaXK[OW OpraHvM3aumm v pyKkoBOAALMM OPraHOM pPOAUTENLCKOM OpraHusauu-
OHHOM CTPYKTYypbl. COCTaB BbICLLUEr0 PyKOBOACTBA U COCTaB PYKOBOASALLErO OpraHa MoXeT
OblTb OOHUM M TEM X€, B HUX MOTYT BXOOUTb OOHW M T€ Xe Nuua WUn Xe OHU MOTYT He
nMeTb Huyero obulero. [1ns onpeneneHuns, KOro crnegyeTt HasHavyaTb Ha PoSiv YNEHOB py-
KOBOASLLEro opraHa U 3aMHTEpPeCOBaHHbIX CTOPOH, MOXHO MCMONb30BaTh PUCYHOK B.1.

Tun C: OpraHusauusa oxBaTbIBaeT YaCTU HECKOSIbKMX OpraHu3auuoHHbIX
CTPYKTYp

B aTon cutyaumm opraHusauus, kak o6bl4HO, yNpaBnsieTCs U KOHTPONMPYeTCs BbiC-
LWNM PYKOBOOCTBOM, HO OXBaTblBAeT HECKOSIbKO OpraHm3auuoHHbIX CTPYKTYp. Takoe BO3-
MOXHO B Cny4yae, korga 6onee KpynHasi opraHn3aumoHHas CTpyKTypa ynpasnseT rpynnon
opraHuM3aunn, KOTopble pasgensiT oOWKMA KOHTEKCT MHAOPMALMOHHOM 6e30MacHOCTM U
TpeboBaHNA NSt HEKOTOPOW YacTu CBOEW OeATENbHOCTU, Hanpumep, cbopa, obpaboTku,
XpaHEHMS1 N UCMONb30BaHMS NINYHBIX AaHHbIX A48 NpefocTaBneHns ycnyr. Heckonbko op-
raHoB yrpasrieHNsa Takke MOryT ucrnonb3oBatb oaHy u Ty xxe CMWB; Hanpumep, opraHu-
3aUMOHHaA CTPYKTypa MOXeT NpefoCTaBUTb KIMEeHTaM B Ka4yeCTBe YCNyrn Ucrnonb3oBaHue
CMWB.

B cnyyae, ecnn opraHusauusi oxBaTbiBaeT 4YaCTU HECKONbKUX OpraHuU3auMOHHbIX
CTPYKTYp:

—  npoLecchbl pyKOBOACTBA AEATENbHOCTbLIO, Kak OnNncaHo B 7,3 HEN3MEHHDI,

- uenu NB opraHu3auumn 4omkHbl 6bITb CornacoBaHbl ¢ 06LWLMMN BU3HEC-Lensamu,

KOTOpble 0GBEAMHSIIOT OpraHN3aLMOHHbIE CTPYKTYPbI.
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MpunoxeHune A
(cnpaBo4HOE)

B3anmMocBsi3ab PyKOBOACTBA AEeATENIbHOCTLIO

B3anmocsasb MeXay PyKoBOACTBOM OeATEJIbHOCTbIO MO obecneyvenuno b un pyKo-

BOACTBOM feaTenbHOCTbIo Mo UT nokasaHa Ha pucyHke A.1.

PyKOBOACTBO OpraHu3aymen

e »\\\
/,/ PyxosogcTao Pykoeogcteo
/ ARATEABHOCTBIO NO AEATENBHOCTBIO MO
\ MHPOpPMaLUOHHBIM obecneuenuio
\ TexHonoruam WHPOPMaLUOHHON
\‘\ B 6ezonacHocTH

PucyHok A.1 — CBs3b pyKOBOACTBa AEATENbHOCTbLIO MO

obecneyeHnto Vb ¢ pykoBoACTBOM AeATenNbHOCTbIO no UT

B TO Bpems kak pyKOBOACTBO AEATENbHOCTbIO MO MHAOPMALUMOHHBIM TEXHOMNOMNSM
HaueneHo Ha pecypcbl, Heobxoaumble Ansa nonyyveHnsa, obpaboTkm, XpaHeHUss 1 pacnpo-
CTpaHeHns nHdopmaumm, AeaTenbHOCTL Mo obecnevYeHnio NHpopMaUnoHHON 6esonacHo-
cTn obecneumBaeT KOHMUAEHUNANbHOCTb, LENOCTHOCTb M AOCTYMHOCTb MHGOPMaLMMW.
O6e cxeMbl pykoBOACTBa AeATENbHOCTBIO MOryT obecnevmBaTbCsa npoueccamn ynpasre-

HUS, TAKUMU KaK: OLleHKa, KOOpAMHALUSA, MOHUTOPUHT U 0OMEeH nHdopMaLnEN.
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MpunoxeHune B
(cnpaBo4HOE)

Tunbl opraHnsaumm cucTtemM MeHegXKMeHTa MHPOpPMaLMOHHOM

6e3onacHoCcTH

CyuwectByeT Tpu Tuna OTHOLUEHUA MexXOy opraHuvsaumen, kotopasi ynpasnser
CMWB, n opraHM3aumnmoHHON CTPYKTYpou, koTopbi npumeHseT CMUB. Kpome npoyero, atu
OTHOLLEHUS BIIMSIOT KaK Ha cocTas Bbicwero pykosogcresa CMUB, Tak n Ha coctaB pyko-
BOASLLEro opraHa opraHu3auMoOHHOW CTPYKTypbl. Ha pucyHke B.1 nokasaHbl TuMbl OTHO-

LWeHun, a ganee npuBeaeHbl MNoOACHEHUA ANA KaXXaoro tuna.

Tun A Tun B Tun C
O6o3HayeHuUs

Ob6nactu gelcTens pyKoeoasaLLero opraHa 1 esicuiero pykoeoacrea CMUB
coenagatot

Ob6nacTb 4eWCcTBMA OPraHU3aLMOHHOM CTPYKTYPbI, BKAKOYAA
PYKOBOAALLMIA OpraH

O6nacte geicrena CMUB, eknouas ebicluee pyKOBOACTEO

PucyHok B.1 — BO3MOXHble OTHOLLEHUSI OPraHN3auUOHHbIX CTPYKTYP U UX
CMWB

— Tun A: rpaHuLbl OpraHM3aLMOHHONM CTPYKTYPbl M OpraHn3auum coBnagator.

PykoBoasimin opraH u Beicwiee pykosoactso CMUB cosnagatoT (CoBMeLLEHbI).
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— Twn B: opraH13aumoHHas CTpyKTypa cCoaepXut ogHy mnm 6onee opraHmsauumn.
B pykoBoOsAWMN opraH MOXeT BXOAUTb HECKOSTbKO YrieHOB un3 kaxgon CMUB, Ho
NX KONMMYECTBO MOXET pasnnyaTbCs.
— Tun C: OgHa CMWB coBMeCTHO MCMNONb3yeTCA HECKONbKUMWN OpraHM3aumoHHasa
CTPYKTypamu.
Ecnn opraHnsaunoHHble CTPYKTYpbl UMEKT MNPSAMYH0 3auHTEepPecOBaHHOCTb B
CMWB, pykoBOASLLMI OpraH KaXgon OpraHvM3alMOHHOW CTPYKTYpbl MOXET ObiTb YNeHOM
Bbicwero pykosogctea CMUB.
Ecnn CMWB npepoctaBngeTca B kayecTBe YCryrn TpeTben CTOPOHOW, B COCTaB
Bbiclwero pykosoactesa CMUB Bpsg nu ©yayT BXOAMTb YneHbl PYKOBOAALLMX OPraHoB Op-

raHnsaumim, CoBMecTHO ucnosnbayrowmnx CMUB.
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MpunoxeHue C
(cnpaBo4HOE)

NMpumepbl o6MeHa nHpopmaumen

OpavH 13 npumepoB obmeHa nHgopmaumnen MoXHO yBUAETb HA (POHOOBbLIX PbIHKAX,
roe KkomnaHum obsi3aHbl packpbiBaTb PUCKU MHGOPMaLMOHHON 6e30MacHOCTU B COOTBET-
CTBUWN C 3aKOHaAMM UK oTpacrnesbiMn Npasunamu. pyrum npuMepom siBnsieTcs oTyeT no
3KONormyeckuMm, couuansHbeiM 1 ynpasrneHyeckum Bornpocam (ESG) kak cpeactso, € no-
MOLLbIO KOTOPOro OpraHM3auuoHHblE CTPYKTYPbl MOMyT OOBACHUTb 3aMHTEPECOBaHHbIM
CTOPOHaM CBOU YCUIUS C SKONOMMYECKOW, CoLManbHOM U 3KOHOMUYECKOW ToYekK 3peHus. B
HekoTopbiX oTyeTax ESG onuncbiBaeTCca Noaxoa K 3awmute KOHpAEHUNansHOCTN AaHHbIX,
AedatenbHocTM No obecneyvyeHno MHPOPMaLMOHHON 6e30NacHOCTM 1 yNpaBreHnto Kpusu-
camu Ansa npegoTBpalleHns nHunaeHToB 6e3onacHoCTy.

Mpn npoekTupoBaHnn obMeHa MHdOpMaLMen crneayeT yuuThiBaTh Takke Henpea-
HamMepeHHble NOCNeACTBUSA HENpPaBWUSIbHOrO MOHMMAaHUSA ayauTOPUEN UMW HEBEPHbIX Bbl-
BOAOB O [OMNOSTHUTESNTIbHOM COAEPXKaHUK, a TaKkke U TO, YTO COOBLIEeHNa MOryT OONTU [0
nnu, OTANYHBIX OT NpeanonaraemMon ayanTopun.

BOoNbLUIMHCTBO KOMMNBIOTEPOB UMEIOT, Kak NPaBUIio, O4HY WU HECKOSTbKO CIYXXeBOHbIX
nporpamm, cnocobHbix 06onTn Mepbl obecnedeHns Ub akcnnyatnpyemMbix CUCTEM U NpU-

KnagHbIX nporpamm.

23



FrOCT UCO/M3K 27014—
(npoekm, okoHYameribHasi pedaKyusi)

MpunoxeHnue OA
(cnpaBo4HoOE)
CBeaeHUA 0 COOTBETCTBUM MEXIocyAapCTBEHHbIX CTaHAAPTOB CCbISTOYHLIM

MeXAyHapoAHbIM cTaHAapTaM (MeXAyHapoAHbIM [OKYMEHTaM)

Ta6bnuuya OA.1

O0603HavYeHme CCbINI0YHOro CreneHb O003HavYeHve n HamMmeHoBaHue
Me H HOr
KOyHapo4HOro COOTBETCTBUS COOTBETCTBYHLLEINO MEXIOCY4apCTBEHHOIO
cTaHgapTa cTaHgapTa
ISO/IEC 27000 — *
ISO/IEC 27001 — *

* COOTBETCTBYIOLLMIA MEXIOCYOAPCTBEHHbIN CTaHAapT OTCyTCTBYeT. [lo ero npuHATUS pe-
KOMeHOyeTCs MCMonb30BaTh NepeBo Ha PYCCKUN A3blK AAHHOrO MeXAyHapOoAHOro crtaHaapTa.
lMepeBon goaHHOro MexayHapoaHoro ctaHgapTa HaxoauTtca B defepansHoOM MHGPOPMaUMOHHOM

doHae ctangapToB PO.
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YOK 006.34:004.056:004.056.5:004.056.53 OKC 35.030

KntoueBble cnosa: MHdopmaunoHHas 6e3onacHoctb (UB), meHepxkmeHT VB, cuctema me-
HepKMeHTa MHgopmaumnoHHon 6esonacHoctn (CMUB), pykoBOACTBO AEATENBbHOCTLIO MO

obecneuennto b, mogens OKM (oueHka, koopauHaUnsi, MOHUTOPUHT)

3amectutens gupekropa oL 1Y PAH 3auapuHHbIn A A.
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